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1
Opening of the meeting

The Chairman, Prof. Michael Walker, welcomed delegates to the 15th SA WG3 meeting, in Washington D.C., USA, hosted by Lucent, Qualcomm and TIA.

2
Meeting objectives

The Chairman outlined the objectives, the primary being to complete the R99 CRs for presentation and approval by SA#09. Secondary objective was to progress the R00 work in order to lead to early stabilisation of the R00 Security work.

3
Approval of the agenda

The draft agenda, provided in TD S3‑000501 was approved without changes.

4
Registration and assignment of input documents

The available documents were allocated to their respective agenda items.

5
Approval of report from S3#14

The report was considered and modified slightly, following comments made and the updated version (version 1.0.0) was approved.

The actions from the meeting were considered:

ACTION #14/1:
Chairman: Reports of SMG#31bis and SA#08 to be checked for GEA2 decisions and clarification to SA#08 Report to be proposed if necessary. This action was completed. A clarification was not considered necessary because the reference to SP-000322 contains the cut-off date for the introduction of GEA2 (end of 2002).

ACTION #14/2:
M. Pope to check on 3GPP FTP site access restrictions and to verify what will happen to the SMG10 FTP area when the transfer is completed. Also to check for e-mail list subscription restriction for SA WG3 and the new LI SWG group. This action was ongoing. It was also discussed whether the SMG10 documents should be transferred to the 3GPP site. It was decided to leave them on the ETSI restricted site in an archive.

ACTION #14/3:
C. Blanchard to check TD S3‑000411 against TS 33.103. This action was completed by the input documents to this meeting.

ACTION #14/4:
P. Howard to present more information or the LS in TD S3‑000437 at SA WG3 Meeting#15. This was to be completed in this meeting. (completed)

ACTION #14/5:
All delegates to consider whether the external evaluation can be dropped from the work plan. This was revisited under agenda item 6.4 (SAGE).

ACTION #14/6:
All Operators to check whether an example produced by SAGE is acceptable to use a 64 bit RES. This was to be considered under agenda item 6.45 (SAGE).

ACTION #14/7:
All delegates to consider how to ensure that high quality pseudo-random generators are used for generation of RAND. This was reviewed under agenda item 6.4 (SAGE). 


C. Brookson agreed to ask the GSMA whether they would contribute their document on RAND generation to SA WG3.

ACTION #14/3:
C. Brookson to ask the GSMA whether they would contribute their document on RAND generation to SA WG3.

ACTION #14/8:
All: To consider all the WIs marked in Italics in TD S3‑000470 for providing support at SA WG3 meeting #15. This was considered under agenda item 8.4.

ACTION #14/9:
M Pope to update the Work Plan and distribute to SA WG3 for comment. Not completed. The work plan to be considered again for update at this meeting under agenda item 8.4.

ACTION #14/10:
All: The Pros and Cons of mechanisms (e.g. AKA) to use should be discussed (via e-mail) and developed, in order to agree a solution at SA WG3 Meeting #15. V. Niemi to lead the e-mail discussion and produce a document outlining the issues and agreements reached for Meeting #15. Completed (TD S3‑000588)

ACTION #14/11:
C. Blanchard to provide the definitive SIP documentation and the changes being made to the e-mail list. Completed (TD S3‑000576)

ACTION #14/12:
All: The Pros and Cons of the architecture proposed in TD S3‑000434 should be discussed (via e-mail) and developed, in order to agree a solution at SA WG3 Meeting #15. G Koien to lead the e-mail discussion and produce a document outlining the issues and agreements reached for Meeting #15. Discussion groups were held over e-mail.

ACTION #14/13:
All: The Pros and Cons of the core network security protocols proposed in TD S3‑000444 should be discussed (via e-mail) and developed, in order to agree a solution at SA WG3 Meeting #15. G Koien to lead the e-mail discussion and produce a document outlining the issues and agreements reached for Meeting #15.Discussion groups were held over e-mail.

ACTION #14/14:
France Telecom to update TD S3‑000468 to clarify the mechanism for more scenarios.


TD S3‑000497 created, which was superseded by TD S3‑000522 which was discussed at the meeting (action completed).

ACTION #14/15:
P. Howard to collect together the arguments for/against, from the 3GPP perspective, the TR‑45 Home Control features, for discussion at joint SA WG3#15/TR‑45 AHAG meeting. All: Send arguments to P. Howard. This was to be discussed at the joint AHAG meeting. (completed)

ACTION #14/16:
M Marcovici to collect together the arguments for, from the 3GPP2 perspective, the TR-45 Home Control features, for discussion at joint SA WG3#15/TR-45 AHAG meeting. This was to be discussed at the joint AHAG meeting. (completed)

ACTION #14/17:
B Vinck to produce a CR to 33.103 to make it consistent with HFN values in TS 33.102, for presentation at SA WG3 Meeting #15. Open.

ACTION #14/4:
B Vinck (Siemens Atea) to produce a CR to 33.103 to make it consistent with HFN values in TS 33.102, for presentation at SA WG3 Meeting #15.

ACTION #14/18:
M Pope: If S3‑000381 was not sent: to send modified version in TD478. Completed (LS in TD S3‑000478 was sent).

6
Reports / Liaisons 

6.1
3GPP plenary

The Chairman reported the ETSI News Release on the Confidentiality and Integrity algorithm, stating that it has now been published on the 3GPP web site. This news was welcomed by SA WG3.

6.2
3GPP WGs

TD S3‑000502: Response to LS (R2-001541) on Parameters to be stored in the USIM (Original LS: T3-99304). Initial feelings were that the potential problem existed in GSM, but was not a significant problem. The document was noted, and no problems were raised and it was agreed that the old keys/parameters do not need to be stored in the USIM.

TD S3‑000503: Liaison statement on the modified lengths of parameters AUTN and AUTS. This confirms that the required changes had been included in 29.002 and was noted.

TD S3‑000506: Response to LS (T3-000433) on Parameters to be stored in the USIM. This was copied to SA WG3 and responds that there was no problem with the proposals. This document was noted.

TD S3‑000507: LS from T3: Limitation of Lifetime of Keys CK and IK. This liaison states that a new USIM command would be needed for this and requests consideration of the implementation in the UE instead. This proposal was accepted after some consideration. A CR was already available in TD S3‑000589, which was revised in TD S3‑000603 (see agenda item 9.1). It was agreed to produce a reply liaison to T WG3 on this, which was provided in TD S3‑000594 which was agreed.

TD S3‑000508: LS from T3: Encrypted USIM-ME interface. This was noted.

TD S3‑000509: LS from T3: Support of Bookmarks / VHE User Profiles. This was noted. A liaison to inform T3 that SA WG3 will look at this in both the MExE and VHE contexts was agreed to be produced, provided in TD S3‑000595, which was revised in TD S3‑000628 and approved. The WI sheet was provided in TD S3‑000596 and was attached to this LS - see agenda item 8.3.
TD S3‑000510: LS from T3: Clarification of UMTS-AKA for GSM R’99 Mobiles. (TD S3‑000584 is in agreement with this proposal, and T WG2 agree that GSM mobiles will have GSM authentication as per GSM 11.11 in TD S3‑000555: ). It was agreed that there were no security implications on this, and that SA WG1 should respond on this. Valtteri Niemi agreed to produce a response LS to T WG3 and SA WG1 that SA WG3 would bring their work in line with the decisions of SA WG1. This was provided in TD S3‑000597, which was modified slightly in TD S3‑000629 which was approved. A CR to 33.102 was prepared to cover this in TD S3‑000598 which was discussed. It was considered premature to agree this CR at this time, and more work is required (the CR was rejected).

TD S3‑000517: Liaison statement on the introduction of GEA2 (N1-001023). The information on the work of CN WG1 was noted, in particular, that GEA2 can only be switched on if all SGSN nodes in the network are upgraded to R99.

TD S3‑000518: Response to LS on Support of additional GPRS ciphering algorithms (N1-000971). The CRs related to the work reported in TD S3‑000517 were reported for information in this document, which was noted.

TD S3‑000519: UE-Triggered Re-Authentication (N1-001044). This acknowledges that the work in CN WG1 for UE triggered authentication will be done. This confirms that the required changes had been included in 24.008, and was noted.

TD S3‑000520: LS from CN WG1 to CN WG4: Answer to the liaison statement on the modified lengths of parameters AUTN and AUTS. This was noted.

TD S3‑000521: Liaison statement to S3 on evaluation of the impact on positive authentication reporting on network performance. This was superseded by TD S3‑000527 which was dealt with in the joint meeting (agenda item 7).

TD S3‑000523: Liaison Statement on preventing unciphered writing/overwriting of pre-configuration fields by the HPLMN. This proposes that configuration information is kept on the USIM and only accepts updates over an encrypted link to alleviate Denial of Service attacks. It was considered that this threat could also be present for GSM-GSM handover. Ciphering would not eliminate the threat, but would make the attack more difficult; there may be many other attacks which can have similar results in the GSM domain. P. Howard agreed to draft a response on this, contained in TD S3‑000593 which was modified slightly in TD S3‑000630 and approved.
TD S3‑000526: LS from T WG2: RE: Applications on external devices. It had been decided at meeting #14 that there was likely to be security concerns, but that SA WG3 would consider the security issues once the requirements are stable in other groups. This document was then noted.

TD S3‑000527: Liaison statement on Positive Authentication Reporting. It was agreed that this subject would be discussed in order to provide AHAG with the impact and acceptability of positive authentication reporting in 3GPP systems. SA WG3 understanding of the issues are:

1.
N4 does not have a clear view on whether this functionality is required for R99 or for R00. It was confirmed that this would be a Release 2000 requirement.

2.
What protocol would be used between 3GPP VLR/SGSNs and 3GPP2 HLRs? No protocol is currently defined, but is outside of the scope of SA WG3.

3.
How does the VLR/SGSN know that the subscriber is a 3GPP2 subscriber? The subscriber type is not known, but this will not be a mandatory feature in 3GPP HLRs, so should not be requested by 3GPP HLRs.

4.
How can the HLR request authentication report from the VLR/SGSN? SA WG3 would consider that the authentication vector is the appropriate place, but the details would be elaborated later.

It was agreed to produce a response to these questions, which was provided in TD S3‑000605 which was agreed.

The content of this document (TD S3‑000527) was taken into account in the liaison provided in TD S3‑000594 (see above) 

TD S3‑000555: LS from T WG2 - Re: Clarification on UMTS AKA for SIM (GSM R99 Mobiles?). It was agreed that SA WG3 would follow the SA WG1 requirements. See also the discussion on TD S3‑000510.

TD S3‑000583: LS from WAP/TSG-T3 WAP SAT interoperation Ad Hoc: Security model in GSM 03.48 / TS 23.048 (replacement of TD S3‑000575). This document was introduced by Mr. N. Barnes, which informs that a “many-to-one” solution for secure communication to and from the SIM Application Toolkit may be required, and invite SA WG3 to consider and comment on the security implications of this with respect to GSM 03.48. The SAT WI rapporteur, P. Howard was asked to consider the impact of this proposal and identify any work needed under the SAT WI (provided in TD S3‑000599 see agenda item 8.3).

TD S3‑000581: LS from ITU-T on IMT2000 Security Management (= S3‑000437). It was agreed that a liaison statement would be produced by a drafting group for consideration by SA WG3, provided in TD S3‑000600 which was presented by C. Brookson and agreed.

TD S3‑000582: LS from SA WG4 (cc SA WG3): Response LS to TSG-SA on Call Control Applications in External Devices. This liaison was considered in the same way as TD S3‑000526 and noted.

TD S3‑000584: Support of UMTS AKA for GSM only R99 mobiles. It was agreed that SA WG3 would follow the SA WG1 requirements. See also the discussion on TD S3‑000510.
6.3
Lawful interception sub-group

TD S3‑000543: 3G TS 33.106 V3.1.0 - Release2000 draft rev. This is an initial draft for Release 2000 Lawful Interception requirements. The modifications were presented to the meeting by Mr. B McKibben, Chairman of the SA WG3 LI group, and some comments were made. The document will be further elaborated by the LI group and a Release 2000 CR presented to SA WG3 at a future meeting for approval. The document was noted.

TD S3‑000542: Draft Report of the 3GPP TSG SA WG3-LI (S3-LI) meeting #4/00 on lawful interception. This was summarised by the Chairman of the LI group. A version of 33.107 (Release 2000) was expected in November and it is hoped to provide a version for approval in March 2001, although this time schedule is considered aggressive by the LI group. The future meetings of the group were provided for information: Nov 27-30 Israel; Jan 23-25 Koln, Feb 20-22, (host needed). The report was noted.

TD S3‑000541: Report of the 3GPP TSG SA WG3-LI (formerly SMG10-WPD) meeting #3/00 on lawful interception. This was provided for information and was noted.

The LI group were thanked for their work and for the report to SA WG3.

6.4
SAGE

Peter Howard provided a verbal report, based upon a short e-mail report he had received from Per Christoffersson. 

-
An operator variant key (OP) should be individual to each card to give good protection against DPA. One way to accomplish this, which is being discussed, is to use OPc, where OPc is the encryption of the secret operator key OP under the subscriber key K. OPc is then stored rather than OP. An alternative would be to store OP and derive OPc when required, although some advantages are lost with this approach.

-
The working assumption is that the kernel function will work in a counter mode so the calculations of f1-f5 can be done independently and in an arbitrary order. Does this impact USIM-ME interface?

-
SAGE are assuming that the calculation of the anonymity key for re-synchronisation takes RAND as an input rather than MACS (CRs have been prepared at this meeting by Siemens).
-
SAGE prefer to limit RES to 64 bits (see discussions below).
-
The working agreement is that Rijndael (an AES candidate) will be used as the kernel function.
Example 64-bit RES: SAGE had asked SA WG3 to consider whether an example for the Kasumi algorithm could use 64 bit RES (See action point 14/6 from previous meeting). The use of the 64-bit RES was considered acceptable for the example.

Creation of f0 (RAND) by SAGE: It was agreed that this would not be required as the requirements for RAND are not well specified.

External evaluation of the AKA algorithm: It was agreed that the need for external evaluation would not be needed, if the algorithm was publicly available. It was agreed that the algorithm should be published as soon as possible, in order to allow for some evaluation. Volunteers would be asked to evaluate the algorithm when published. The Chairman agreed that this would be raised at TSG SA to encourage evaluation when available.

V. Niemi agreed to produce a liaison answering the questions as outlined above, provided in TD S3‑000602, this was modified slightly in TD S3‑000631 and agreed.
6.5
Others (ETSI MSG, GSMA, GSM2000, T1P1, TIA, TR-45, AHAG)
ETSI MSG: It was reported that Francois Coureau had been elected Chairman of MSG.

GSMA and GSM 2000: TD S3‑000619: Report of GSM 2000 Security Meeting No. 9. This was presented briefly by C Brookson, and delegates are invited to read this report. The report was noted.

T1.P1: No reports were provided.

TIA: It was reported that this would be covered by TR-45 / AHAG reports.

TR-45/AHAG: TD S3‑000514, TD S3‑000515, and TD S3‑000516 were provided for information. Delegates were invited to read these reports off line. These documents were noted.
7
Joint meeting with AHAG

The draft agenda for this session was provided in TD S3‑000558.

The results of this meeting were discussed in the SA WG3 meeting.

TD S3‑000562: “Rogue MS shell” threats were considered. The document was noted.

TD S3‑000566: Home control requirements were considered:

-
Revocation of AVs. The service affecting revocation was already supported using IST. On non-service affecting revocation, SA WG3 agreed that this should be discussed at the next SA WG3 meeting. 

-
Positive authentication reporting. Although this is not a requirement for 3GPP systems, the support of positive acknowledgement for 3GPP2 systems will be considered. If some way of determining the 3GPP/3GPP2 networks cannot be found, it may be necessary to include possibility for this to be requested by 3GPP networks (although this does not mean it will be used by 3GPP operators).

A Liaison statement reporting these agreements were provided in TD S3‑000604 which was modified slightly in TD S3‑000633 and approved.
TD S3‑000565: The joint session with AHAG/SA WG3 updated the proposed agreement for the co-operation on AKA maintenance in TD S3‑000565. This was updated, incorporated with TD S3‑000590 and made available in TD S3‑000591 which was approved for submission to SA for information.

8
Work programme

8.1
Review status of S3 specifications/reports

From Annex C of TD S3‑000501: The rapporteurs for GSM specifications were in need of updating. The specifications under SA WG3 control were considered as follows:

01.31 Tim Wright

01.33 Bernie McKibben

01.61 Michael Walker

02.09 Per Christoffersson

02.31 Tim Wright

02.32 Tim Wright

02.33 Bernie McKibben

03.20 Sebastien 

03.31 Tim Wright
03.33 Bernie McKibben

10.20 Bernie McKibben.

M Pope agreed to provide these to the database manager for correction.

8.2
Review R4/R5 work programme
TD S3‑000554: It was agreed that the Rapporteurs should meet to consider an update of this document and report changes back to SA WG3. This was not completed in time for the closing plenary, and it was agreed that an updated project plan would be attached to the report of the meeting.

AP:
M Pope to attach updated project plan to the meeting report.

8.3
Status of security work items

TD S3‑000511: Proposed update of WI Network Domain Security. This updates the time plan to allow requirements capture over A, Iu and Iur interfaces (end November 2000).

It was proposed to exclude the A interface from this work. This was agreed.

GTP has missed its timescale, as no GTP CRs had been produced at this time. It was agreed to update the time plan to reflect reality on GTP work progress.

The updated WI sheet to be provided to TSG SA for information. The CAP requirements capture was removed from this timetable due to lack of resources to complete this. TD S3‑000606 was provided with the updated WI description, which was approved. 

It was agreed that a liaison should be created to inform of the intended use of IPSec which was provided in TD S3‑000607: LS to CN WG4: Protection of GTP Messages using IPSec. This contains a proposal for a CR to GSM 09.60 / TS 29.060. This was modified slightly in TD S3‑000632 and approved.

TD S3‑000512: Proposed updated WI for CN Signalling Security. This was covered in the discussion of TD S3‑000511.

TD S3‑000522: Rejection of non ciphered connections. This proposes a parameter to control the rejection of non-ciphered connections:

default value 0 = reject non-ciphered connections

Temporary value 1= Accept non-ciphered connections. 

The operator would choose the default setting (0 or 1) for terminals.

The user could temporarily change the parameter manually when prompted by the network. 

Some discussion resulted, and the parameter was considered better provided on the SIM rather than the terminal, as the operators have control over the SIM and not the terminals on their network and could set the default to reflect their home network preferences. France Telecom / Telia were asked to re-draft the proposal to take this into account.

TD S3‑000579: WI description for supporting USIM toolkit security enhancements in T3. This was updated in TD S3‑000599 which was agreed with supporting companies Vodafone, Motorola, BT, Orange. 

TD S3‑000580: WI description for P-TMSI signature stage 2 specification. This WI was a result of an action from the previous meeting, separating out the P-TMSI work. Timescales were for completion of the stage 2 specifications by meeting #16 (CRs to GSM 03.20). The changes to 33.102 mentioned was an error and it was agreed to remove this from the final version. The need for this WI was questioned. This should be investigated before completion of the work. TD S3‑000608 was provided for information and was noted.

TD S3‑000585: WI description for LCS security. The supporting companies should be added as for the LCS work item. With this, the updated WI, provided in TD S3‑000609, was agreed.

TD S3‑000596: WI description for VHE Security. This WI description sheet was produced as a result of discussions of TD S3‑000509. Supporting companies (BT, Motorola, Ericsson, France Telecom, Nortel Networks) were added and the WI, updated in TD S3‑000610 was approved.

TD S3‑000626: Work Item Description: Access security for IP-based services. The updated WI was agreed. AT&T were added to the supporting companies list.

8.4
New security work items

TD S3‑000570: WI proposal on UMTS network vulnerabilities to DoS attacks. This proposes a study phase to determine the Denial of Service attack threats from the future Internet connection to UMTS, and possible countermeasures. It was thought that the reference document should be the threats and requirements document (21.133), rather than to 33.900. The WI sheet was updated with this and supporting companies (Motorola, Lucent, BT, NTT DoCoMo) and provided in TD S3‑000611 which was agreed.

9
S3 specifications/reports

9.1
3G TS 33.102 Security architecture (R99)
TD S3‑000535: Proposed CR to 33.102: Clarifications on the START parameter handling. This CR was presented by Ericsson. The deletion in section 6.4.3 (last paragraph) of “by the ME” was discussed. It was finally agreed that deletion of this left the implementation open for T WG3 to specify how the START value is set. This will be clarified in TSG SA Plenary that this is an open issue. The CR was updated slightly to include some text of withdrawn CR in TD S3‑000544, provided in TD S3‑000615 which was agreed.

TD S3‑000544: Proposed CR to 33.102: START value handling for ME. This CR was withdrawn by Qualcomm due to a need to clarify the procedures, which caused a mis-understanding when creating the CR. (one change proposed by this CR was included in TD S3‑000615).

TD S3‑000536: Proposed CR to 33.102: Start of ciphering. This CR was introduced by Ericsson. This was agreed (with a minor change from “DL” to “Downlink” and “UL” to “Uplink” in the version to be presented to TSG SA).

TD S3‑000537: Proposed CR to 33.102: Removal of ME triggered authentication during RRC connection. This CR was introduced by Ericsson and was agreed.

TD S3‑000538: Proposed CR to 33.102: New FRESH at SRNC relocation. This CR was introduced by Ericsson. A minor change was made and provided in TD S3‑000616, which was agreed. 

TD S3‑000539: Proposed CR to 33.102: START value handling for MS with a GSM SIM inserted. This CR was introduced by Ericsson. After some discussion, it was decided that although a solution to this problem is needed, that this solution may not be ideal. The CR was rejected, and other solutions (e.g. based on the GPRS solution), should be sought.

TD S3‑000540:Proposed CR to 33.102: Removal of EUIC. This editorial CR was agreed, as it removes the functionality from Release 1999 as requested by TSG SA.

TD S3‑000545: Proposed CR to 33.102: Removal of duplicate text on USIM toolkit secure messaging and addition of a reference to 02.48 and 03.48 instead. This editorial CR was introduced by Vodafone and was agreed. 

TD S3‑000546: Proposed CR to 33.102: Addition of authentication parameter lengths. This editorial CR was introduced by Vodafone and enhances the readability of the spec by showing the lengths of all parameters. The lengths were changed to show bits instead of octets, provided in TD S3‑000617 which was agreed.

TD S3‑000547: Proposed CR to 33.102: Removal of secure authentication mechanism negotiation. This CR was introduced by Vodafone. It was agreed as an editorial CR (Class D).

TD S3‑000548: Proposed CR to 33.102: Removal of HE control of some aspects of security configuration. This CR was introduced by Vodafone. It was agreed as an editorial CR (Class D).

TD S3‑000549: Proposed CR to 33.102: Removal of MS triggered re-authentication during connections. This CR was withdrawn as it was covered by another CR.

TD S3‑000550: Proposed CR to 33.102: Specification of authentication vector handling in serving network nodes. This CR was introduced by Vodafone. This CR should be provided to AHAG for information. It was agreed as an editorial CR (Class D).

AP:
M Marcovici to send this to AHAG for information.

TD S3‑000551: Proposed CR to 33.102: Refinement of requirements on sequence number checking on the USIM. This CR was withdrawn as it was covered by another CR.

TD S3‑000552: Proposed editorial CR to 33.102: References. This CR was introduced by Siemens Atea and was agreed.

TD S3‑000568: Proposed CR to 33.102: Profiles for sequence number management. This CR was based upon the principles outlines in TD S3‑000618, which was the result of e-mail discussions the previous week. This document was introduced, and suggests that sequence number profiles are specified such that they can allow interoperability of a profile in different AuCs (suggested to be beneficial to both operators and vendors). The CR in TD S3‑000568 was noted to be a Class C to Release 1999. It was argued that this is to an informative Annex and does not affect any implementation, but would be beneficial to be included in Release 1999 for future interoperability. Some concern was expressed that providing different mechanisms without guidance on choosing a mechanism. After much discussion it was decided to discuss between interested parties off line to attempt to make progress on the issue. This was revisited at the closing plenary and reported that this was acceptable to all parties. It was agreed that this would be presented as a Release 1999 functional modification, and it would be explained in SA Plenary that this is an informative Annex which will in any case be used in Release 1999. The CR was then agreed.

TD S3‑000569: Proposed CR to 33.102: Change of parameter value x regarding the capability of the USIM to store information on past successful authentication events. This CR was agreed.

TD S3‑000572: Proposed CR to 33.102: Clarifications on the COUNT parameters. This CR was introduced by Ericsson and was modified slightly in TD S3‑000620 and was agreed.

TD S3‑000573: Proposed CR to 33.102: Clarifications on integrity and ciphering of radio bearers. This CR was introduced by Ericsson and was agreed.

TD S3‑000574: This was dealt with under agenda item 6.4 (SAGE) and agreed in TD S3‑000601. It was agreed to attach this to the liaison to SAGE in TD S3‑000631.

TD S3‑000578: Proposed CR to 33.102: Re-transmission of authentication request using the same quintet (revision of S3‑000406). This revision of CR104 was introduced by Siemens Atea. An objection concerning the need for T WG3 to modify their specifications was made. It was not certain that this would have implications, but T WG3 should be consulted. The CR was agreed, it was also agreed that this should be sent to T WG3 MCC expert (Michael Sanders) to allow the T WG3 chairman to consider the implications. A response was received from an active T WG3 member, provided in TD S3‑000624 (Gemplus). This was considered and noted, but it was felt that the Chairman of T WG3 would need to be contacted before presenting the CR to TSG SA Plenary for approval in order to have confidence that it will not be objected to by T WG3.
TD S3‑000603 (replacement of TD S3‑000589): Proposed CR to 33.102: Clarification on condition on rejecting keys CK and IK. This CR was agreed.

TD S3‑000614: Problem with no USIM-ME interface in GSM-only ME. Considering discussions previously in the meeting, this topic was considered too premature for consideration at the moment and was postponed.

TD S3‑000621: Editorial CR to 33.102. This CR was agreed.

TD S3‑000601: Proposed CR to 33.102: Change of input parameter for the computation of the anonymity key in the re-synchronisation procedure (Revision of TD S3‑000574). This CR was agreed. (The integration guidelines document should also be checked to reflect these changes).
9.2 3G TS 33.103 Integration guidelines (R99)

TD S3‑000586: Proposed CR to 33.103: Correction to BEARER definition. This CR was introduced by Nokia and was agreed as an editorial CR (Category D).

TD S3‑000612: Proposed CR to 33.103: Computation of the anonymity key for re-synchronisation. This CR was agreed.
9.3
3G TS 33.105 Algorithm requirements (R99)

TD S3‑000587: Proposed CR to 33.105:  L2 related corrections. This CR was introduced by Nokia. It was decided that this should be sent to SAGE for comment (as part of the liaison to SAGE in TD S3‑000631) before agreeing the changes in SA WG3.

TD S3‑000613: Proposed CR to 33.105: Anonymity key computation during re-synchronisation. This was agreed as a classification F (Correction).

9.4
3G TR 33.900 Guide to 3G security (R99)

TD S3‑000571: Proposed R00 CR to 33.900: DoS attacks to 3G networks and users. This was introduced by Motorola. No formal Change Request was needed because the document was not under Change Control. It was agreed to provide this proposal to the rapporteur for 33.900 (C. Brookson) for inclusion.

9.5
3G TR 33.909 Evaluation of confidentiality / integrity algorithm (R99)
TD S3‑000567: Report on the Evaluation of 3GPP Standard Confidentiality and Integrity Algorithms. 33.909 had never been created, although it had been approved as version 3.0.0 at TSG SA#6. Due to this, it was difficult to see the changes from the original version. It was agreed that this needs re-submission as a CR to 33.909, and M. Pope agreed to create a version 3.0.0 in order to facilitate this.

TD S3‑000622: Proposed CR to 33.909: Addition of information on an improved theoretical result on the resilience of the f9 function. It was decided that this CR would be postponed until the version 3.0.0 of the document is published.

9.6
3G TS 33.102 Security architecture (R4)

TD S3‑000504: R00 CR to 33.102: Re-introduction of MAP application layer security. It was noted that the report on “Principles for network domain security” was the right place to insert this text. The proposed CR was therefore rejected, although the content of the CR will be used for the TR.

TD S3‑000556: R00 MAP Application Layer Security. Again, as agreed for TD S3‑000504, the report on “Principles for network domain security” was the right place to insert this text. The proposed CR was therefore rejected, although the content of the CR will be used for the TR.
AP:
M. Pope to obtain a number for the TS “Network Domain Security” (Release 2000) and a number for the 33.8xx-series TR “Principles for Network Domain Security”.

AP:
G Koien to use the content of TD S3‑000504 and TD S3‑000556 for the TR “Principles for Network Domain Security”.

It was requested that the use of IKE should be carefully considered before accepting it for use in 3GPP, due to some potential problems found. It was agreed that SA WG3 were not intending to specify the use of IKE without specifying exactly how to do this in a limited domain.

9.7
3G TS 33.103 Integration guidelines (R4)
TD S3‑000505: R00 CR to 33.103: Re-introduction of MAP application level security. This document was superseded by discussions on MAP Security. The CR was therefore not agreed (rejected), and it was agreed that this should go into the general Network Domain Security document.

9.8
3G TR 33.8de Network domain security (R4/R5)
TD S3‑000557: 3G TR 33.8de V0.0.0: Network domain security (R00). This draft was provided for information. It was agreed that a table of contents would be produced for the associated TS, created at the meeting, and circulate it to the SA WG3 group for further consideration. This TR was then noted.

TD S3‑000559: Core network security protocol architecture. This contribution was based on S3‑000444, taking other considerations into account. It was noted that the CAP part of this contribution was not valid, as CAP will not be considered for the Network Domain Security work. IPSec does not currently support multiple IP addresses at a host (it was reported that the IETF were working on this matter). Care needs to be taken for setting up GTP Security. After a presentation and discussion of the document, the Principles proposed were agreed, and they will be included in the Proinciples for Network Domain Security TR.

TD S3‑000560: Key management for core network security. This contribution from Siemens, was based on S3‑000445, taking Siemens contribution S3‑000445 into account. After a presentation and discussion of the document, the Principles proposed were agreed, and they will be included in the Principles for Network Domain Security TR.

TD S3‑000563: The security architecture. This contribution was introduced by Ericsson. Clarification over the use of mandatory in section 2.2 was that “no mandatory use of the mechanisms” should be specified. Some other minor clarifications and comments were made and the principles will be included in the Principles for Network Domain Security TR.

TD S3‑000564: Optional Element to Element IPSec. This was introduced by Motorola and proposes an optional NE to NE security using IPSec. This was covered by TD S3‑000563 and was therefore noted.

TD S3‑000623: 3G TR 33.8de: Network Domain Security TR. This contribution was provided for information, and includes text from Vodafone as a result of e-mail discussions on Key Management. The document was noted.

TD S3‑000627: Update on MAPSec IKE. This contribution was introduced by Ericsson and after some discussion it was noted.

9.9
3G TR 33.xxx Access security for IP based services (R4/R5)

AP:
M. Pope to obtain a number for the TR “Access Security for IP based services (R4/R5)”

TD S3‑000553: TS 33.xxx version 0.1.0: Access security for IP-based services. (replacement of TD S3‑000513 version 0.0.0) This was introduced by the rapporteur for information and was noted.

TD S3‑000561: Proposed changes and discussion of open issues for draft 3G TR  "Access security for IP-based services". This contribution suggests some modifications to, and provides some discussion of open issues in the draft TR. The contribution was presented by Siemens and the rapporteur agreed to incorporate the proposed modifications into the draft TR. The open issues were discussed, and it was decided that these should be kept in the TR in an open issues section, and contributions were requested on them.

TD S3‑000625: Protection between the UE and the serving CSCF. This was introduced by Ericsson, and proposes the use of hop-by-hop encryption for the address and routeing fields (To and Via) and end-to-end for the message body and some sensitive header data, however, the To and Via fields would need to be in clear from the end-to-end encryption point of view. This was discussed and it was agreed that this could be incorporated in the open issues section of the Network Domain Security TR.

TD S3‑000576: SIP Work in Progress: Some Security Related Aspects. This presentation was presented by BT and noted.

TD S3‑000577: IETF draft on distributed call state. This was provided by BT for information and was noted.

TD S3‑000588: Authentication and key agreement in IM CN subsystem. This was provided by Nokia as a result of an action at the previous meeting and was based upon the discussion document TD S3‑000447 from Siemens. It proposes the use of UMTS AKA also in IM CN subsystem is kept as a working assumption and further specification work is based on this assumption. It also proposes that the approaches based on use of either SSL/TLS or IPSEC/IKE are seen as fall-back solutions if it turns out that the open questions with UMTS AKA cannot be solved (although these fall-back solutions would require a substantial amount of effort in evaluation, etc.). This proposal was agreed as a working hypothosis for SA WG3 to further develop. This will be integrated into the Network Domain Security TR and contributions were requested.
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Future meeting dates and venues

	Meeting
	Date
	Location
	Host

	Ad-hoc Network Domain Security and Access Network Security
	8-9 November 2000
	Munich
	Siemens

	S3#16
	28‑30 November 2000
	Israel 
	Motorola 

	S3#17
	27 February - 1 March 2001
	Sophia Antipolis, France
	ETSI Secretariat

	S3#18
	21 or 22 – 24 May 2001
	-
	Host required

	
	
	
	


11
Any other business

TD S3‑000524: Delayed LS to SMG2 (GERAN) - S3‑000379. This was an agreed LS from the previous SA WG3 meeting, which had not been sent. After consideration, it was felt that the LS was no longer needed and it was withdrawn.
TD S3‑000525: License Policy. This document was noted.

12
Close of meeting

The Chairman thanked the hosts for the meeting arrangements and the delegates for their hard work and co-operation. Bart Vinck, who had attended his last SA WG3 meeting, was thanked by everyone for his outstanding work and willingness in the meetings. All the best was wished him in his new career. The Chairman then closed the meeting.

<Annexes to be added>

CRs:

Note:
The CRs reported here as Classification “D” (Editorial changes) were presented to TSG SA #09 as Classification “F” (Corrections) as detailed in the table below.

	Spec
	CR
	Rev
	Phase
	Subject
	Cat
	Version-Current
	Meeting-2nd-Level
	Doc-2nd-Level
	Status-2nd-Level
	Remarks

	33.102
	104
	1
	R00
	Re-transmission of authentication request using the same quintet
	F
	3.5.0
	S3-15
	S3-000578
	agreed
	Revised TD S3-000406 agreed in meeting #15

	33.102
	111
	
	R99
	Start of ciphering
	F
	3.5.0
	S3-15
	S3-000536
	agreed
	

	33.102
	112
	
	R00
	Removal of ME triggered authentication during RRC connection
	F
	3.5.0
	S3-15
	S3-000537
	agreed
	

	33.102
	113
	
	R99
	Removal of EUIC
	F
	3.5.0
	S3-15
	S3-000540
	agreed
	Removal is editorial as EUIC is not R99 (SP-06 decision)

	33.102
	114
	
	R99
	Removal of duplicate text on USIM toolkit secure messaging and addition of a reference to 02.48 and 03.48 instead.
	F
	3.5.0
	S3-15
	S3-000545
	agreed
	

	33.102
	115
	
	R99
	Removal of secure authentication mechanism negotiation.
	F
	3.5.0
	S3-15
	S3-000547
	agreed
	

	33.102
	116
	
	R99
	Removal of HE control of some aspects of security configuration
	F
	3.5.0
	S3-15
	S3-000548
	agreed
	

	33.102
	117
	
	R99
	Specification of authentication vector handling in serving network nodes.
	F
	3.5.0
	S3-15
	S3-000550
	agreed
	

	33.102
	118
	
	R99
	Update of References
	F
	3.5.0
	S3-15
	S3-000552
	agreed
	

	33.102
	119
	
	R99
	Profiles for sequence number management
	C
	3.5.0
	S3-15
	S3-000568
	agreed
	Although a Cat C in R99, the Annex is informative, and the examples given will help operators in choosing a Seq. Num Scheme

	33.102
	120
	
	R99
	Change of parameter value x regarding the capability of the USIM to store information on past successful authentication events
	F
	3.5.0
	S3-15
	S3-000569
	agreed
	

	33.102
	121
	
	R99
	Clarifications on integrity and ciphering of radio bearers.
	F
	3.5.0
	S3-15
	S3-000573
	agreed
	

	33.102
	122
	
	R99
	Change of computation of the anonymity key in the re-synchronisation procedure
	F
	3.5.0
	S3-15
	S3-000601
	agreed
	

	33.102
	123
	
	R99
	Clarification on condition on rejecting keys CK and IK
	F
	3.5.0
	S3-15
	S3-000603
	agreed
	

	33.102
	124
	
	R99
	Clarifications on the START parameter handling
	F
	3.5.0
	S3-15
	S3-000615
	agreed
	

	33.102
	125
	
	R99
	New FRESH at SRNC relocation
	F
	3.5.0
	S3-15
	S3-000616
	agreed
	

	33.102
	126
	
	R99
	Addition of authentication parameter lengths
	F
	3.5.0
	S3-15
	S3-000617
	agreed
	

	33.102
	127
	
	R99
	Clarifications on the COUNT parameters
	F
	3.5.0
	S3-15
	S3-000620
	agreed
	

	33.102
	128
	
	R99
	Minor editorial changes
	F
	3.5.0
	S3-15
	S3-000621
	agreed
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