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Security Enhancement for MTA positioning procedure

introduction
Security issues for the MTA positioning procedure for specific network deployments were discussed in RAN6#6 [1] and it was agreed to develop a solution to address the issue for Rel-15. Following is the conclusion of the RAN6#6 meeting regarding further development of a solution for mitigating such security issues [2]:
Additional enhancements to improve the security of the MTA signalling procedure for deployments, which do not have LLC security enabled, are required in Rel‑15". Companies are encouraged to bring in solution proposals to RAN6#7 under TEI15.

High level solution aspects and impacts to Stage 2 and Stage 3 specifications for the security enhancement using the MTA Signature method are provided in this document.
The modifications with reference to last version of the same document is highlighted in yellow.

mta signature based solution
When LLC ciphering is not enabled at SGSN, SGSN can optionally request the MS to generate the MTA Signature at the end of multilateration procedure based on the parameters associated with the successfully completed radio access part of multilateration procedure with different cells.
The MTA positioning procedure modified for inclusion of MTA Signature for verification is illustrated in Figure 1, and described here below.
· SGSN includes additional flag to indicate the possibility of using MTA Access Security as part of BSSGP Perform Location Request message to BSS. This MTA Access Security flag is included if the SGSN does not support LLC security. SGSN includes this parameter if the MS capability indicates the support for MTA Signature generation. The MTA Access Security flag indicates to the SMLC that the SGSN and MS both support MTA Signature generation.
· SMLC decides the multilateration method to be used based on BSS and MS capability. If MTA based positioning method is selected, and the SMLC decides to use the MTA Signature method it includes an additional optional parameter in the RRLP message to indicate the MS is to generate a MTA Signature for inclusion in the RLC data block.MS on reception of the RRLP message with indication to generate MTA Signature completes the radio access part of multilateration with the neighbor cells based on the measurements. MS stores the Cell identity and MS Transmission offset value sent to each of the cell where MTA radio access procedure is successful.
· MS generates the MTA Signature when it receives the response for its random access attempt from BSS based on the Cell Identity+MS-Transmission-offset values sent to each of the cells. The MTA Signature is generated by using the MTA-Sequence as input and using the Integrity protection key negotiated at NAS level. The MTA Sequence is the concatenation of all the stored Cell-Identity and MS Transmission offset values.
· MS includes the MTA Signature as part of the RLC block as additional length indicator. 
· BSS includes the MTA Signature value to SMLC when it sends the last timing advance value along with MTA Sequence used for MTA Signature generation to SMLC.
· SMLC includes the MTA sequence and MTA Signature in Perform Location Response message towards SGSN.
· SGSN generates MTA Signature based on received MTA sequence and compare against the received MTA Signature value. If it matches, SMLC forwards the final response to GMLC. Otherwise it sends an Error indication to GMLC.


Figure 1: Message flow for Security Enhancement for MTA positioning procedure using MTA Signature Method.
BSS Duplication Detection Method
SGSN includes an additional flag in the BSSGP Perform Location Request message to indicate the possibility of using the BSS Duplication Detection method. This flag is included if the SGSN does not support LLC security and the MS capability includes support for the BSS Duplication Detection method. If the SMLC decides to use the BSS Duplication Detection method the RRLP message indicates the BSS Duplication Detection Method is to be used in which case the MS proceeds as follows:. 
· On reception of the RRLP message that indicates the BSS Duplication Detection Method is to be used (i.e. the MS is to include a MTA Report Instance field and a Final MTA Report field in each RLC data block), the MS completes the radio access part of the MTA multilateration procedure with the applicable neighbor cells.
· The “MTA Report Instance” field is set to “0” when the MS performs the first instance of the MTA procedure, set to “1” when the MS performs the second instance etc. and is set to “N” when the MS performs the last (i.e. Nth) instance of the MTA procedure for the current positioning event (i.e. there are no gaps in the value of the “MTA Report Instance” field whenever the MS performs a given positioning event). 
· The “Final MTA Report Indicator” field is set to FALSE in each RLC data block except when the MS performs the last instance of the MTA procedure.
· Upon reception of each MTA report (RLC data block) during the radio access part of the current MTA procedure the serving BSS may detect abnormalities that cause it to abort the current positioning event.
· For example this means that any transmission of a RLC data block by a fake MS may result in the BSS detecting for the same MS (a) a duplicate RLC data block (i.e. a RLC data block having the same value for the “MTA Report Instance” field and the same value for the “Final MTA Report Indicator” field as a previously received RLC data block for the same MS) or (b) a RLC data block with the “MTA Report Instance” field having a value that is greater than the value of the “MTA Report Instance” field received in a RLC data block for which the “Final MTA Report Indicator” = TRUE or (c) a RLC data block with “Final MTA Report Indicator” = TRUE for which the corresponding “MTA Report Instance” field has the same value as a RLC data block for which “Final MTA Report Indicator” = FALSE. 
· In addition, we have a case (d) wherein a SMLC receiving reports (BSSMAP-LE CONNECTION ORIENTED INFORMATION messages) from the same or two different BSS where the same Random ID value is indicated will abort the positioning event.
· If (a), (b) or (c) occurs the BSS will not know who is the valid and who is the fake MS and so will abort the positioning event. (i.e. it will immediately tell the SMLC that corresponding positioning event is to be aborted). 

Proposal 1: Two methods are supported for Integrity protection of MTA access procedure.
· Method 1: The Integrity protection is verified based on the MTA Signature generated by the MS at the end of MTA access procedures. The integrity protection algorithm and keys negotiated with MS using NAS procedure is used here.
· Method 2 : The Integrity Protection is verified based on the BSS Duplication Detection Method.
· SGSN Indicates support for the MTA Signature method in both the SGSN and MS when it sends the BSSGP Perform Location Request message to BSS. SMLC includes new parameter MTA Access Security in RRLP Multilateration Timing Advance message to indicate the Integrity Protection method to be used.
· SGSN indicates support for the BSS Duplication Detection method in the MS when sending the BSSGP Perform Location Request message. BSS support for BSS Duplication Detection method is indicated by the BSSMAP-LE ASSISTANCE INFORMATION RESPONSE message sent from the BSS to the SMLC. SMLC includes a new parameter in the RRLP Multilateration Timing Advance message to indicate the BSS Duplication Detection method is to be used.

MTA Signature generation
The MTA Signature generation follows the integrity protection mechanism described in [3] for generation of MAC code based on message contents using the Integrity protection algorithm.
The MTA Signature is generated as per the following mechanism, shown in Figure 2, which is used to generate MAC/XMAC for LLC/GMM messages.


Figure 2: Generation of MAC/XMAC for LLC/GMM messages [3].

In the above diagram, all the parameters except MESSAGE are same as mentioned in H.5.3.1 of [3] corresponds to integrity protection at GMM layer. The MESSAGE is generated based on concatenation of <cell-identity +ms-transmission offset > parameters corresponds to the successful MTA access attempts.

specification impacts
Implementation of security enhancements for MTA based positioning procedure as referred in section 2 requires following modifications to Stage 2 and Stage 3 specifications.
	Specification
	Proposed Changes

	TS 43.059
	Stage 2
	Multilateration Timing advance procedure description needs to be modified to include additional security enhancements using MTA Signature.

	TS 44.060
	Stage 3
	New Length Indicator to be included for MTA Signature.
Length of MTA Signature =32 bits (4 octets)
Modifications to allow a RLC data block to include Report MTA Instance field and Final MTA Report Indicator field.

	TS 49.031
	Stage 3
	BSSMAP-LE CONNECTION ORIENTED INFORMATION message should include two additional information elements MTA-Sequence and MTA-Signature. MTA-Sequence is the MESSAGE part for which the integrity protection is required at SGSN. MTA-Signature is the MAC value received from MS.
BSS support for BSS Duplication Detection method is indicated by the BSSMAP-LE ASSISTANCE INFORMATION RESPONSE message sent from the BSS to the SMLC.
BSSMAP-LE PERFORM LOCATION REQUEST message to allow for indicating when a MS supports the BSS Duplication Detection method.

	TS 48.018
	Stage 3
	BSSGP-Perform Location Request message should include additional parameter for MTA Signature generation. 
BSSGP-Perform Location Request message should include additional parameter for indicating a MS supports the BSS Duplication Detection method.
BSSGP-Perform Location Response should contain two additional parameters MTA-Sequence and MTA-Signature. If SGSN receives these parameters, SGSN should perform Integrity protection on these values before refering to the position information given in the message.
The rules for the BSS Duplication Detection method need to be described to allow for identifying specific Positioning event abort scenarios. 

	TS 44.031
	Stage 3
	The MTA Procedure description needs to be updated to include additional security using MTA Signature.
RRLP message should include new parameter for MTA Signature Required.
RRLP message should include new parameter for indicating the BSS Duplication Detection method is to be used.

	TS 24.008
	Stage 3 (CT1)
	MS capability support for generation of MTA Signature needs to be introduced into MSRAC.



summary
The sourcing companies propose following agreement:
Implement the enhancement proposed for MTA based positioning procedure in this contribution in GERAN Rel-15 specifications. 
The corresponding specification changes to TS 43.059, TS 44.060, TS 48.018 and TS 24.008 are provided in [4], [5], [6] and [7]. Specification changes to TS 44.031 and TS 49.031 are also required and are foreseen to be submitted to RAN6#8.
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