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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
Void.

[2]
3GPP TS 23.002: "Network Architecture".

[3]
3GPP TS 23.003: "Numbering, Addressing and identification".

[4]
3GPP TS 23.009: "Handover procedures".

[5]
3GPP TS 23.032: "Universal Geographical Area Description (GAD)".

[6]
3GPP TS 23.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; System description".

[7] 
3GPP TS 23.236: "Intra-domain connection of Radio Access Network (RAN) nodes to multiple Core Network (CN) nodes".
[8]
3GPP TS 24.008: "Mobile radio interface layer 3 specification".

[9] 
3GPP TS 26.103: "Speech codec list for GSM and UMTS".

[10]
Void.

[11]
3GPP TS 43.020: "Security related network functions".

[12] 
3GPP TS 44.018: "Mobile radio interface layer 3 specification, Radio Resource Control (RRC) protocol"

[13]
3GPP TS 44.021: "Rate adaption on the Mobile Station - Base Station System, (MS - BSS) Interface"

[14]
3GPP TS 48.004: "Base Station System - Mobile-services Switching Centre (BSS - MSC) interface; Layer 1 specification".

[15]
3GPP TS 48.006: "Signalling transport mechanism specification for the Base Station System - Mobile-services Switching Centre (BSS - MSC) interface".

[16]
3GPP TS 48.008: "Mobile-services Switching Centre - Base Station System (MSC - BSS) interface; Layer 3 specification".

[17]
3GPP TS 48.014: "General Packet Radio Service (GPRS); Base Station System (BSS) - Serving GPRS Support Node (SGSN) interface; Gb interface Layer 1".

[18]
3GPP TS 48.016: "General Packet Radio Service (GPRS); Base Station System (BSS) - Serving GPRS Support Node (SGSN) interface; Network Service".

[19]
3GPP TS 48.018: "General Packet Radio Service (GPRS); Base Station System (BSS) - Serving GPRS Support Node (SGSN) interface; BSS GPRS Protocol (BSSGP)".

[20]
3GPP TS 23.271: "Location Services (LCS); Functional Description; Stage 2".

[21]
Void.

[22]
Void.

[23]
RFC 4186, January 2006: "Extensible Authentication Protocol Method for Global System for Mobile Communications (GSM) Subscriber Identity Modules (EAP-SIM)".

[24]
RFC 2104, February 1997: "HMAC: Keyed-Hashing for Message Authentication".

[25]
RFC 4776, October 2006: "Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Option for Civic Addresses Configuration Information".

[26]
Void.

[27]
RFC 5996, September 2010: "Internet Key Exchange Protocol Version 2 (IKEv2)". 

[28]
Void.

[29]
Void.

[30]
Void.

[31]
Void. 

[32]
RFC 768, August 1980: "User Datagram Protocol".

[33]
RFC 791, September 1981: "Internet Protocol".

[34]
RFC 793, September 1981: "Transmission Control Protocol".

[35]
RFC 3550, July 2003: "RTP: A Transport Protocol for Real-Time Applications".

[36]
Void.

[37]
3GPP TS 43.318: "Generic Access Network - Stage 2".

[38]
Void.

[39]
Void.
[40]
3GPP TS 25.331: "Radio Resource Control (RRC); Protocol Specification".

[41]
RFC 4187, January 2006: "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA)".
[42]
RFC 2486, January 1999: "The Network Access Identifier".

[43]
3GPP TS 23.041: "Technical realization of Cell Broadcast Service (CBS)".

[44]
3GPP TS 43.055: "Dual Transfer Mode (DTM), Stage 2".

[45]
3GPP TS 44.060, "Radio Link Control/Medium Access Control (RLC/MAC) protocol".

[46]
3GPP TS 25.133, "Requirements for support of radio resource management (FDD)".

[47]
3GPP TS 45.009, "Link adaptation".

[48]
RFC 4867, April 2007: "RTP Payload Format and File Storage Format for the Adaptive Multi-Rate (AMR) and Adaptive Multi-Rate Wideband (AMR-WB) Audio Codecs".

[49]

3GPP TS 43.129: "Packet-switched handover for GERAN A/Gb mode; Stage 2".

[50]
RFC 3629, November 2003: "UTF-8 a transformation format of ISO 10646".

[51]
RFC 4040, April 2005: "RTP Payload Format for a 64 kbit/s Transparent Call".

[52]
3GPP TS 25.413: "UTRAN Iu interface Radio Access Network Application Part (RANAP) signalling".

[53]
3GPP TS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".

[54]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".

[55]
3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource Control (RRC); Protocol specification".
[x1]
3GPP TR 33.402: "Security aspects of non-3GPP accesses".
*** NEXT CHANGES ***

4.2.5
Certificate Handling and Authentication

As the MS and GANC-SEGW use EAP-SIM or EAP-AKA for mutual authentication, IKEv2 mandates that this is used in conjunction with a public key signature based authentication of the GANC-SEGW to the MS.

The MS requirements for certificate authentication and handling are listed in 3GPP TS 33.402 [x1].

In addition to the requirements listed in 3GPP TS 33.402 [x1], the MS shall take the following actions for received GANC-SEGW certificates:

-
match the SubjectAltName in the end entity certificate with the IDr payload, and with GANC-SEGW identity obtained from derivation of the Provisioning GANC-SEGW FQDN, provisioning, discovery or register redirect.

-
If the MS was provisioned with an IP address of the GANC-SEGW, (or received it in the GA-RC DISCOVERY ACCEPT or GA-RC REGISTER REDIRECT message), then the certificate shall contain an IPaddress SubjectAltName that matches that address. 

-
If the MS was provisioned with an FQDN of the GANC-SEGW, or received it in the GA-RC DISCOVERY ACCEPT or GA-RC REGISTER REDIRECT message, then the certificate shall contain a DNSname SubjectAltName that matches that FQDN. 

-
If the MS derived the FQDN of the Provisioning GANC-SEGW, then the certificate shall contain a DNSname SubjectAltName that matches that FQDN. 

-
If a single SubjectAltName extension contains several IPaddress or DNSname components, at least one of them shall match the expected value.

***
END OF CHANGES
***
