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<Start of modified section>
8.2.1.4
RRC Connection Reconfiguration / Radio Bearer Establishment: Failure (Dedicated bearer)


8.2.1.4.1
Test Purpose (TP)

(1)

with { UE having completed the radio bearer establishment and initial security activation procedure }

ensure that {
  when { UE is unable to comply with a received RRCConnectionReconfiguration message }

    then { UE performs the connection re-establishment procedure }

            }

8.2.1.4.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 36.331, clause 5.3.5.3, 5.3.5.5, 5.3.7.2, 5.3.7.3, 5.3.7.4, and 5.3.7.5.

[TS 36.331, clause 5.3.5.3]

If the RRCConnectionReconfiguration message does not include the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:
1>
if this is the first RRCConnectionReconfiguration message after successful completion of the RRC Connection Re-establishment procedure:
2>
re-establish PDCP for SRB2 and for all DRBs that are established, if any;

2>
re-establish RLC for SRB2 and for all DRBs that are established, if any;
2>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated: 

3>
perform the radio resource configuration procedure as specified in 5.3.10;


2> resume SRB2 and all DRBs that are suspended, if any;
NOTE 1:
The handling of the radio bearers after the successful completion of the PDCP re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in TS 36.323 [8].

1>
else:

2>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:

3>
perform the radio resource configuration procedure as specified in 5.3.10;
NOTE 2:
If the RRCConnectionReconfiguration message includes the 

establishment of radio bearers other than SRB1, the UE may start using these radio bearers immediately, i.e. there is no need to wait for an outstanding acknowledgment of the SecurityModeComplete message.

1>
if the RRCConnectionReconfiguration message includes the dedicatedInfoNASList:
2>
forward each element of the dedicatedInfoNASList to upper layers;

1>
if the RRCConnectionReconfiguration message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration, upon which the procedure ends;

[TS 36.331, clause 5.3.5.5]

The UE shall:

1>
if the UE is unable to comply with (part of) the configuration included in the RRCConnectionReconfiguration message:
2>
continue using the configuration used prior to the reception of RRCConnectionReconfiguration message;

2>
if security has not been activated:

3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause ‘other’;

2>
else:

3>
initiate the connection re-establishment procedure as specified in 5.3.7, upon which the connection reconfiguration procedure ends;
NOTE 1:
The UE may apply above failure handling also in case the RRCConnectionReconfiguration message causes a protocol error for which the generic error handling as defined in 5.7 specifies that the UE shall ignore the message.
NOTE 2:
If the UE is unable to comply with part of the configuration, it does not apply any part of the configuration, i.e. there is no partial success/ failure.

[TS 36.331, clause 5.3.7.2]

The UE shall only initiate the procedure when AS security has been activated. The UE initiates the procedure when one of the following conditions is met:

1>
upon detecting radio link failure, in accordance with 5.3.11; or

1>
upon handover failure, in accordance with 5.3.5.6; or


1>
upon mobility from E-UTRA failure, in accordance with 5.4.3.5; or

1>
upon integrity check failure indication from lower layers; or
1>
upon an RRC connection reconfiguration failure, in accordance with 5.3.5.5;
Upon initiation of the procedure, the UE shall:

1>
stop timer T310, if running;


1>
start timer T311;

1> suspend all RBs except SRB0;

1>
reset MAC;

1>
apply the default physical channel configuration as specified in 9.2.4;

1>
apply the default semi-persistent scheduling configuration as specified in 9.2.3;

1>
apply the default MAC main configuration as specified in 9.2.2;

1>
perform cell selection in accordance with the cell selection process as specified in TS 36.304 [4];

[TS 36.331, clause 5.3.7.3]


Upon selecting a suitable E-UTRA cell, the UE shall:

1>
stop timer T311;

1>
start timer T301;
1>
apply the timeAlignmentTimerCommon included in SystemInformationBlockType2;

1>
initiate transmission of the RRCConnectionReestablishmentRequest message in accordance with 5.3.7.4;

NOTE
:
This procedure applies also if the UE returns to the source cell.
Upon selecting an inter-RAT cell, the UE shall:

1>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause ‘RRC connection failure’;
[TS 36.331, clause 5.3.7.4]

The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

1>
set the ue-Identity as follows:
2>
set the c-RNTI to the C-RNTI used in the source cell (handover and mobility from E-UTRA failure) or used in the cell in which the trigger for the re-establishment occurred (other cases);

2>
set the physCellId to the physical cell identity of the source cell (handover and mobility from E-UTRA failure) or of the cell in which the trigger for the re-establishment occurred (other cases);
2>
set the shortMAC-I to the 16 least significant bits of the MAC-I calculated:




3>
over the ASN.1 encoded VarShortMAC-Input;

3>
with the KRRCint key and integrity protection algorithm that was used in the source cell (handover and mobility from E-UTRA failure) or of the cell in which the trigger for the re-establishment occurred (other cases); and

3>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
1>
set the reestablishmentCause as follows:

2>
if the re-establishment procedure was initiated due to reconfiguration failure as specified in 5.3.5.5 (the UE is unable to comply with the reconfiguration):
3>
set the reestablishmentCause to the value ‘reconfigurationFailure’;

2>
else if the re-establishment procedure was initiated due to handover failure as specified in 5.3.5.6 (intra-LTE handover failure) or 5.4.3.5 (inter-RAT mobility from EUTRA failure):
3>
set the reestablishmentCause to the value ‘handoverFailure’;

2>
else:
3>
set the reestablishmentCause to the value ‘otherFailure’;

The UE shall submit the RRCConnectionReestablishmentRequest message to lower layers for transmission.

[TS 36.331, clause 5.3.7.5]

NOTE:
Prior to this, lower layer signalling is used to allocate a C-RNTI. For further details see TS 36.321 [6];

The UE shall:

1>
stop timer T301;

1>
re-establish PDCP for SRB1;

1>
re-establish RLC for SRB1;
1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;


1>
resume SRB1;

1>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionReestablishment message, as specified in TS 33.401 [32];
1>
store the nextHopChainingCount value;

1>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];
1>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];
1>
configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1>
perform the measurement related actions as specified in 5.5.6.1;
1>



 submit the RRCConnectionReestablishmentComplete message to lower layers for transmission, upon which the procedure ends;
8.2.1.4.3
Test description

8.2.1.4.3.1
Pre-test conditions

System Simulator:

-
Cell 1.
UE:

None.

Preamble:

-
The UE is in state Generic RB Established (state 3) according to [18].

8.2.1.4.3.2
Test procedure sequence

Table 8.2.1.4.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits an RRCConnectionReconfiguration message, which lacks the IEs required for the DRB setup.
	<--
	RRCConnectionReconfiguration
	-
	-

	2
	Check: Does the UE transmit an RRCConnectionReestablishmentRequest message?
	-->
	RRCConnectionReestablishmentRequest
	1
	P

	3
	The SS transmits an RRCConnectionReestablishment message.
	<--
	RRCConnectionReestablishment
	-
	-

	4
	Check: Does the UE transmit an RRCConnectionReestablishmentComplete message?
	-->
	RRCConnectionReestablishmentComplete
	1
	P

	5
	Check: Does the test result of CALL generic procedure indicate that the UE is in E-UTRA RRC_CONNECTED state?
	-
	-
	-
	-


8.2.1.4.3.3
Specific message contents


Table 8.2.1.4.3.3-1: RRCConnectionReconfiguration (step 1, Table 8.2.1.4.3.2-1)

	Derivation Path: 36.508, Table 4.6.1-8, condition DRB(1,0)

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      rrcConnectionReconfiguration-r8 SEQUENCE {
	
	
	

	        dedicatedInfoNASList SEQUENCE (SIZE(1..maxDRB)) OF
	1 entry
	
	

	          DedicatedInfoNAS
	ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.1.4.3.3-2: DRB-ToAddMod (Table 8.2.1.4.3.3-1)
	Derivation Path: 36.508, Table 4.8.2.1.7-1

	Information Element
	Value/remark
	Comment
	Condition

	DRB-ToAddMod::= SEQUENCE {
	
	
	

	  rlc-Config
	Not present
	
	

	}
	
	
	


Table 8.2.1.4.3.3-3: RRCConnectionReestablishmentRequest (step 2, Table 8.2.1.4.3.2-1)
	Derivation Path: 36.508, Table 4.6.1-13

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReestablishmentRequest ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionReestablishmentRequest-r8 SEQUENCE {
	
	
	

	      ue-Identity SEQUENCE {
	
	
	

	        c-RNTI
	The value of the C-RNTI of the UE.
	
	

	        physCellId
	PhysicalCellIdentity of Cell 1.
	
	

	        shortMAC-I
	The same value as the 16 least significant bits of the XMAC-I value calculated by SS.
	
	

	      }
	
	
	

	      reestablishmentCause
	reconfigurationFailure
	
	

	    }
	
	
	

	  }
	
	
	

	}
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