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9.1
EMM common procedures

9.1.2
Authentication procedure
9.1.2.1
Authentication accepted

9.1.2.1.1
Test Purpose (TP)

(1)

with { UE in EMM-REGISTERED state / EMM-IDLE mode}

ensure that {
  when { the network initiates an Authentication procedure }

    then { UE successfully completes the procedure and establishes correct EPS security context }

            }

9.1.2.1.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.4.2 and TS 33.401, clause 6.1.1. The following represents a copy/paste extraction of the requirements relevant to the test purpose; any references within the copy/paste text should be understood within the scope of the core spec they have been copied from.

[TS 24.301, clause 5.4.2.1]

The UE shall only support the EPS authentication challenge if a USIM is present.

[TS 24.301, clause 5.4.2.2]

When a NAS signalling connection exists, the network can initiate an authentication procedure at any time. The network initiates the authentication procedure by sending an AUTHENTICATION REQUEST message to the UE and starting the timer T3460. The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the authentication response (see 3GPP TS 33.401 [11]).
[TS 24.301, clause 5.4.2.3]

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 5.4.2.6, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.

Upon a successful EPS authentication challenge, the new KASME calculated from the authentication challenge data shall overwrite the previous KASME.

[TS 24.301, clause 5.4.2.4.1]

Upon receipt of an AUTHENTICATION RESPONSE message, the network stops the timer T3460 and checks the correctness of RES (see 3GPP TS 33.401 [11]).

[TS 24.301, clause 5.4.2.4.2]

The security parameters for authentication, integrity protection and ciphering are tied together in sets and identified by the Key Set Identifier (KSIASME). The relationship between the security parameters is defined in 3GPP TS 33.401 [11].

The KSIASME is assigned by the network and passed with the AUTHENTICATION REQUEST message to the UE to enable the start of ciphering and integrity protection of NAS signalling at the next establishment of a NAS signalling connection without executing a new authentication procedure.

If an authentication procedure has been completed successfully and the related KSIASME is stored in the network, the network shall include a different KSIASME value in the AUTHENTICATION REQUEST message when it initiates a new authentication procedure.

The UE stores the KSIASME along with the KASME, the EPS NAS ciphering key and the EPS NAS integrity key. In the initial NAS message the UE sends the effective KSIASME value back to the network.
9.1.2.1.3
Test description

9.1.2.1.3.1
Pre-test conditions

System Simulator:

-
1 cell, default parameters
UE:

-
USIM inserted/present, K, CK, IK stored
Preamble:

-
UE in EMM-REGISTERED state / EMM-IDLE mode
9.1.2.1.3.2
Test procedure sequence

Table 9.1.2.1.3.2-1: Main Behavior

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Cause SS to start Authentication procedure. (NOTE 1)
	-
	-
	1
	-

	2
	Check: UE sends a SERVICE REQUEST message
	-->
	SERVICE REQUEST
	1
	-

	3
	Set AUTHENTICATION REQUEST repetition counter to 1
	-
	-
	1
	-

	4
	Cause SS to send an AUTHENTICATION REQUEST message to the UE containing a KSIASME (NOTE 2)
	<--
	AUTHENTICATION REQUEST
	1
	-

	5
	Starts timer T3460 [6sec+tolerance]
	-
	-
	1
	-

	6a1
	Check IF UE responds with a correct AUTHENTICATION RESPONSE message and the included RES matches the one stored in the SS
	-->
	AUTHENTICATION RESPONSE
	1
	P

	6a2
	Stop timer T3460
	-
	-
	1
	-

	6b1
	Check IF UE responds with an invalid AUTHENTICATION RESPONSE
	-->
	AUTHENTICATION RESPONSE
	-
	F

	6b2
	Stop timer T3460
	-
	-
	-
	-

	6b3
	Cause SS to send an AUTHENTICATION REJECT message. Terminate the TC.
	<--
	AUTHENTICATION REJECT
	-
	-

	6c1
	Check IF timer T3460 [6sec+tolerance] expires
	-
	-
	1
	-

	6c2a1
	Check IF the AUTHENTICATION REQUEST repetition counter value is <5
	-
	-
	1
	-

	6c2a2
	Increase the AUTHENTICATION REQUEST repetition counter with 1 and continue with step 5
	-
	-
	1
	-

	6c2b1
	Check IF the AUTHENTICATION REQUEST repetition counter value is =5. Terminate the TC.
	-
	-
	1
	F

	7
	Wait for T3417 [5 sec+tolerance] to ensure that UE release locally any resources allocated for the service request procedure and goes into EMM-REGISTERED state / EMM-IDLE mode
	-
	-
	1
	-

	8
	To verify the correct establishment of EPS security context in the UE, Cause SS EMM entity to request the lower layer to start paging using S-TMSI
Paging Cause= (NOTE 3)
	-
	-
	1
	-

	9
	Check: UE responds with a SERVICE REQUEST message providing valid information relevant to the valid EPS security context (correct IE KSI and sequence number)
	-->
	SERVICE REQUEST
	1
	P

	10
	Wait for T3417 [5 sec+tolerance] to ensure that UE releases locally any resources allocated for the service request procedure and goes into EMM-REGISTERED state / EMM-IDLE mode
	-
	-
	-
	-

	NOTE 1:
SS EMM entity requests the lower layer to start paging (see 3GPP TS 36.300 [xxx], 3GPP TS 36.413 [xxx]) using S-TMSI. Paging Cause= Terminating High Priority Signalling
NOTE 2:
If an authentication procedure has been completed during the preamble, the SS shall include a different KSIASME value to the one assigned during that authentication.
NOTE 3:
The type of paging should be for a Terminating Call type with call type as supported by the UE (for the UE capabilities see 36.523-2)


Editor's note:
There are a number of paging types that can be used, such as Terminating Conversational Call, Terminating Streaming Call, Terminating Interactive Call, Terminating Background Call, Terminating Low Priority Signalling, ...,Terminating High Priority Signalling; apart from the last one could we be sure that there is a type supported by all UEs or do we need to specify this TCs using different branches to satisfy different capabilities (specially the paging in step 6?
9.1.2.1.3.3
Specific message contents

Table 9.1.2.1.3.3-1: Message AUTHENTICATION REQUEST (step 4, Table 9.1.2.1.3.2-1)

	Derivation Path: TS 36.508 Table X.x

	Information Element
	Value/remark
	Comment
	Condition

	Key set identifier (ASME)
	A value different to the value provided by UE in the meesage in step 3
	
	


Editor's note: There is an open issue between SA3 and CT4 as to whether the UE should also allow an UMTS challenge.
Table 9.1.2.1.3.3-2: SERVICE REQUEST (step 9, Table 9.1.2.1.3.2-1)

	Derivation Path: TS 36.508, Table Z.z

	Information Element
	Value/remark
	Comment
	Condition

	KSI and sequence number
	The value shall be equal to the value provided by SS in the meesage in step 4
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