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Annex A (normative):
Default Messages

For all the message definitions below, the acceptable order and syntax of headers and fields within these headers must be according to IETF RFCs where those headers have been defined. Typically the order of headers is not significant, but there are well defined exceptions (like Via, Route and Record-Route headers) where the order is important.  

The contents of the messages described in the present Annex is not complete - only the fields and headers required to be checked or generated by SS are listed here.  The messages sent by the UE may contain additional parameters, fields and headers which are not checked and must thus be ignored by SS.

Values prefixed with px_ will be implemented in the TTCN with a PIXIT.

Values shown in italics shall be used in the messages as such.
A.1
Default messages for IMS Registration

A.1.1
REGISTER

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Request-Line
	A1, A2, A3
	
	
	RFC 3261 [15]

	
Method
	
	REGISTER 
	
	

	
Request-URI
	
	px_HomeDomainName (when using ISIM) or

home domain name derived from px_IMSI (when using USIM)
	
	

	
SIP-Version
	
	SIP/2.0
	
	

	Route 
	A1, A2, A3
	(if present)
	
	RFC 3261 [15]

	
route-param
	A1, A3
	<sip:px_pcscf;lr>
	
	

	
route-param
	A2
	<sip:px_pcscf:protected server port of P-CSCF;lr>
	
	

	Via 
	A1, A2, A3
	
	
	RFC 3261 [15]

	
sent-protocol
	
	SIP/2.0/UDP (when using UDP) or 

SIP/2.0/TCP  (when using TCP)
	
	

	
sent-by
	A1, A3
	IP address or FQDN and indicate an unprotected server port of the UE. Port number may be omitted if the request was sent from port 5060.
	
	

	
sent-by
	A2
	IP address or FQDN and protected server port of the UE
	
	

	
via-branch
	A1, A2
	value starting with ‘z9hG4bk’
	
	

	From
	A1, A2, A3
	
	
	RFC 3261 [15]

	
addr-spec
	A1, A2
	px_PublicUserIdentity (when using ISIM) or

public user identity derived from px_IMSI (when using USIM)
	
	

	
addr-spec
	A3
	public user identity derived from px_IMSI
	
	

	
tag
	
	must be present, value not checked
	
	

	To
	A1, A2, A3
	
	
	RFC 3261 [15]

	
addr-spec
	A1, A2
	px_PublicUserIdentity (when using ISIM) or

public user identity derived from px_IMSI (when using USIM)
	
	

	
addr-spec
	A3
	public user identity derived from px_IMSI
	
	

	
tag
	
	must not be present
	
	

	Contact
	A1, A2, A3
	
	
	RFC 3261 [15]

	
addr-spec
	A1, A3
	SIP URI to either indicate an unprotected port selected by the UE or no port at all
	
	

	
addr-spec
	A2
	SIP URI with IP address or FQDN and protected server port of UE
	
	

	
expires
	A1, A2
	600000 (if present, see Rule 1)
	
	

	Expires 
	A1, A2, A3
	(if present, see Rule 1)
	
	RFC 3261 [15]

	
delta-seconds
	
	600000
	
	

	Require
	A1, A2
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	Proxy-Require
	A1, A2
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	Supported
	A1, A2, A3
	
	
	RFC 3261 [15]

	
option-tag
	
	path
	
	

	CSeq
	A1, A2, A3
	
	
	RFC 3261 [15]

	
value
	A1, A3
	must be present, value not checked
	
	

	
value
	A2
	must be incremented from the previous REGISTER
	
	

	
method
	
	REGISTER
	
	

	Call-ID
	A1, A2, A3
	
	
	RFC 3261 [15]

	
callid
	A1, A3
	value not checked
	
	

	
callid
	A2
	the same value as in the previous REGISTER
	
	

	Security-Client
	A1, A2
	
	
	RFC 3329 [21]

	
mechanism-name
	
	ipsec-3gpp
	
	

	
algorithm
	
	hmac-md5-96
	
	

	
protocol
	
	esp (if present)
	
	

	
mode
	
	trans (if present)
	
	

	
spi-c
	
	SPI number of the inbound SA at the protected client port
	
	

	
spi-s
	
	SPI number of the inbound SA at the protected server port
	
	

	
port-c
	
	protected client port
	
	

	
port-s
	
	protected server port
	
	

	
mechanism-name
	
	ipsec-3gpp
	
	

	
algorithm
	
	hmac-sha-1-96
	
	

	
protocol
	
	esp (if present)
	
	

	
mode
	
	trans (if present)
	
	

	
spi-c
	
	SPI number of the inbound SA at the protected client port
	
	

	
spi-s
	
	SPI number of the inbound SA at the protected server port
	
	

	
port-c
	
	protected client port
	
	

	
port-s
	
	protected server port
	
	

	Security-Verify
	A2
	(not present when A1, A3)


	
	RFC 3329 [21]

	
sec-mechanism
	A2
	same value as SecurityServer header sent by SS
	
	

	Authorization
	A1
	
	
	RFC 2617 [16]

RFC 3310 [17]

	
username
	A1
	px_PrivateUserIdentity (when using ISIM) or

private user identity derived from px_IMSI (when using USIM)
	
	

	
realm
	A1
	px_HomeDomainName (when using ISIM) or

home domain name derived from px_IMSI (when using USIM)
	
	

	
nonce
	A1
	set to an empty value
	
	

	
digest-uri
	A1
	SIP URI formed from px_HomeDomainName
	
	

	
response
	A1
	set to an empty value
	
	

	
algorithm
	A1
	AKAv1-MD5
	
	

	Authorization
	A2
	
	
	RFC 2617 [16]

RFC 3310 [17]

	
username
	A2
	px_PrivateUserIdentity (when using ISIM) or

private user identity derived from px_IMSI (when using USIM)
	
	

	
realm
	A2
	same value as received in the realm directive in the WWW Authenticate header sent by SS
	
	

	
nonce
	A2
	same value as in WWW-Authenticate header sent by SS
	
	

	
opaque
	A2
	px_Opaque
	
	

	
digest-uri
	A2
	SIP URI formed from px_HomeDomainName
	
	

	
qop-value
	A2
	auth
	
	

	
cnonce-value
	A2
	value assigned by UE affecting the response calculation
	
	

	
nonce-count
	A2
	counter to indicate how many times UE has sent the same value of nonce within successive REGISTERs, initial value shall be 1
	
	

	
response
	A2
	response calculated by UE
	
	

	
algorithm
	A2
	AKAv1-MD5
	
	

	Max-Forwards
	A1, A2, A3
	
	
	RFC 3261 [15]

	
value
	
	non-zero value
	
	

	P-Access-Network-Info
	A2
	(not present when A1, A3)


	
	RFC 3455 [18]

	
access-net-spec
	A2
	access network technology and, if applicable, the cell ID
	
	

	Content-Length
	A1, A2, A3
	
	
	RFC 3261 [15]

	
value
	
	length of request body, if such is present
	
	


Rule 1:
The REGISTER request must contain either an Expires header or an expires parameter in the Contact header. If both are present the value of Expires header is not important.

	Condition
	Explanation

	A1
	Initial unprotected REGISTER (IMS support)

	A2
	Subsequent REGISTER sent over security associations (IMS support)

	A3
	REGISTER for the case UE supports early IMS security


A.1.2
401 Unauthorized for REGISTER

	Header/param
	Value/remark
	Rel
	Reference

	Status-Line
	
	
	RFC 3261 [15]

	
SIP-Version
	SIP/2.0
	
	

	
Status-Code
	401
	
	

	
Reason-Phrase
	Unauthorized
	
	

	Via
	
	
	RFC 3261 [15]

	
via-parm
	same value as received in REGISTER message
	
	

	To
	
	
	RFC 3261 [15]

	
addr-spec

	same value as received in REGISTER message
	
	

	
tag
	px_ToTagRegister
	
	

	From
	
	
	RFC 3261 [15]

	
addr-spec

	same value as received in REGISTER message
	
	

	
tag
	same value as received in REGISTER message
	
	

	Call-ID
	
	
	RFC 3261 [15]

	
callid
	same value as received in REGISTER message
	
	

	CSeq
	
	
	RFC 3261 [15]

	
value
	same value as received in REGISTER message
	
	

	WWW-Authenticate
	
	
	RFC 2617 [16]

RFC 3310 [17]

	
realm
	px_HomeDomainName or home domain name derived from px_IMSI NOTE: this value could be set different by the SS (see CP-060230)
	
	

	
algorithm
	AKAv1-MD5
	
	

	
qop-value
	auth
	
	

	
nonce
	Base 64 encoding of RAND and AUTN
	
	

	
opaque
	px_Opaque
	
	

	Security-Server
	
	
	RFC 3329 [21]

	
mechanism-name
	ipsec-3gpp
	
	

	
algorithm
	px_IpSecAlgorithm
	
	

	
spi-c
	SPI number of the inbound SA at the protected client port
	
	

	
spi-s
	SPI number of the inbound SA at the protected server port
	
	

	
port-c
	px_SSProtectedClientPort
	
	

	
port-s
	px_SSProtectedServerPort
	
	

	Content-Length
	
	
	RFC 3261 [15]

	
value
	0
	
	


A.1.3
200 OK for REGISTER

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Status-Line
	A1, A2
	
	
	RFC 3261 [15]

	
SIP-Version
	
	SIP/2.0
	
	

	
Status-Code
	
	200
	
	

	
Reason-Phrase
	
	OK
	
	

	Via
	A1, A2
	
	
	RFC 3261 [15]

	
via-parm
	
	same value as received in REGISTER message
	
	

	To
	A1, A2
	
	
	RFC 3261 [15]

	
addr-spec

	
	same value as received in REGISTER message
	
	

	
tag
	
	px_ToTagRegister
	
	

	From
	A1, A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	same value as received in REGISTER message
	
	

	
tag
	
	same value as received in REGISTER message
	
	

	Call-ID
	A1, A2
	
	
	RFC 3261 [15]

	
callid
	
	same value as received in REGISTER message
	
	

	CSeq
	A1, A2
	
	
	RFC 3261 [15]

	
value
	
	same value as received in REGISTER message
	
	

	Contact
	A1, A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	same value as received in REGISTER message
	
	

	
expires
	
	px_RegisterExpiration
	
	

	P-Associated-URI
	A1, A2
	order of the parameters in this header must be like in this table
	
	RFC 3455 [18]

	
addr-spec
	
	px_PublicUserIdentity
	
	

	
addr-spec
	
	px_AssociatedTelUri    any arbitary TEL URI for the user
	
	

	Service-Route
	A1, A2
	
	
	RFC 3608 [19]

	
addr-spec
	
	px_scscf:
	
	

	
uri-parameter
	
	lr
	
	

	Path
	A1, A2
	
	
	RFC 3327 [20]

	
addr-spec
	
	px_pcscf
	
	

	
uri-parameter
	
	lr
	
	

	Content-Length
	A1, A2
	
	
	RFC 3261 [15]

	
value
	
	0
	
	


	Condition
	Explanation

	A1
	IMS support

	A2
	early IMS security


A.1.4
SUBSCRIBE for reg-event package

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Request-Line
	A1,A2
	
	
	RFC 3261 [15]

	
Method
	
	SUBSCRIBE
	
	

	
Request-URI
	                   
	 px_PublicUserIdentity
	
	

	
SIP-Version
	
	 SIP/2.0
	
	

	Route
	A1,A2
	order of the parameters in this header must be like in this table
	
	RFC 3261 [15]

	
route-param
	A1
	<sip:px_pcscf:protected server port of P-CSCF;lr>, <sip:px_scscf;lr>
	
	

	      route-param
	A2
	<sip:px_pcscf: unprotected server port of P-CSCF (optional);lr>, <sip:px_scscf;lr>
	
	

	Via
	A1,A2
	
	
	RFC 3261 [15]

	
sent-protocol
	
	SIP/2.0/UDP  when using UDP or SIP/2.0/TCP  when using TCP
	
	

	
sent-by
	A1
	IP address or FQDN and protected server port of the UE
	
	

	
sent-by
	A2
	IP address or FQDN and unprotected server port of the UE
	
	

	
via-branch

	
	value starting with ‘z9hG4bk’
	
	

	From
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	px_PublicUserIdentity
	
	

	
tag
	
	must be present, value not checked but stored for later reference
	
	

	To
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec

	
	px_PublicUserIdentity
	
	

	
tag

	
	must not be present
	
	

	Contact
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	A1
	SIP URI with IP address or FQDN and protected server port of UE
	
	

	
addr-spec
	A2
	SIP URI with IP address or FQDN and unprotected server port of UE
	
	

	Expires
	A1,A2
	
	
	RFC 3261 [15]

	
delta-seconds
	
	600000
	
	

	Security-Verify
	A1
	
	
	RFC 3329 [21]

	
sec-mechanism
	
	same value as SecurityServer header sent by SS
	
	

	Require
	A1
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	Proxy-Require
	A1
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	CSeq
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	must be present, value not checked
	
	

	
method
	
	SUBSCRIBE
	
	

	Call-ID
	A1,A2
	
	
	RFC 3261 [15]

	
callid
	
	value not checked, but stored for later reference
	
	

	Max-Forwards
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	non-zero value
	
	

	P-Access-Network-Info
	A1,A2
	
	
	RFC 3455 [18]

	
access-net-spec
	
	access network technology and, if applicable, the cell ID
	
	

	Accept 
	A1,A2
	(if present)
	
	RFC 3261 [15]
RFC 3680 [22]

	
media-range
	
	application/reginfo+xml
	
	

	Event
	A1,A2
	
	
	RFC 3265 [34]
RFC 3680 [22]

	
event-type
	
	Reg
	
	

	Content-Length
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	length of request body, if such is present
	
	


	Condition
	Explanation

	A1
	IMS support

	A2
	early IMS security


A.1.5
200 OK for SUBSCRIBE

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Status-Line
	A1,A2
	
	
	RFC 3261 [15]

	
SIP-Version
	
	SIP/2.0
	
	

	
Status-Code
	
	200
	
	

	
Reason-Phrase
	
	OK
	
	

	Via
	A1,A2
	
	
	RFC 3261 [15]

	
via-parm
	
	same value as received in SUBSCRIBE message
	
	

	To
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	px_PublicUserIdentity
	
	

	
tag
	
	px_ToTagSubscribeDialog
	
	

	From
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	same value as received in SUBSCRIBE message
	
	

	
tag
	
	same value as received in SUBSCRIBE message
	
	

	Call-ID
	A1,A2
	
	
	RFC 3261 [15]

	
callid
	
	same value as received in SUBSCRIBE message
	
	

	CSeq
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	same value as received in SUBSCRIBE message
	
	

	Contact
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	<sip:px_scscf>
	
	

	Expires
	A1,A2
	
	
	RFC 3261 [15]

	
delta-seconds
	
	600000
	
	

	Record-Route
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	A1
	px_pcscf: protected server port of SS 
	
	

	
addr-spec
	A2
	px_pcscf: unprotected server port of SS (optional) 
	
	

	
uri-parameter
	
	Lr
	
	

	Content-Length
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	0
	
	


	Condition
	Explanation

	A1
	IMS support

	A2
	early IMS security


A.1.6
NOTIFY for reg-event package

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Request-Line
	A1,A2
	
	
	RFC 3261 [15]

	
Method
	
	NOTIFY
	
	

	
Request-URI
	A1
	SIP URI with IP address or FQDN and protected server port of UE
	
	

	
Request-URI
	A2
	SIP URI with IP address or FQDN and unprotected server port of UE
	
	

	
SIP-Version
	
	SIP/2.0
	
	

	Via
	A1,A2
	order of the parameters in this header must be like in this table
	
	RFC 3261 [15]

	
via-parm1:
	
	
	
	

	

Sent-protocol
	
	SIP/2.0/UDP  when using UDP or SIP/2.0/TCP  when using TCP
	
	

	

sent-by
	A1
	IP address and protected server port of SS
	
	

	

sent-by
	A2
	IP address and unprotected server port of SS (optional)
	
	

	

via-branch
	
	value starting with ‘z9hG4bk’
	
	

	
via-parm2:
	
	
	
	

	

sent-protocol
	
	SIP/2.0/UDP  when using UDP or SIP/2.0/TCP  when using TCP
	
	

	

sent-by
	
	px_scscf
	
	

	

via-branch

	
	value starting with ‘z9hG4bk’
	
	

	From
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	px_PublicUserIdentity
	
	

	
tag
	
	px_ToTagSubscribeDialog
	
	

	To
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	px_PublicUserIdentity
	
	

	
tag

	
	same value as received in From tag of SUBSCRIBE message
	
	

	Call-ID
	A1,A2
	
	
	RFC 3261 [15]

	
callid
	
	same as value received in SUBSCRIBE message
	
	

	CSeq
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	1
	
	

	
method
	
	NOTIFY
	
	

	Contact
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	<sip:px_scscf>
	
	

	Content-Type
	A1,A2
	
	
	RFC 3261 [15]
RFC 3680 [22]

	
media-type
	
	application/reginfo+xml
	
	

	Event
	A1,A2
	
	
	RFC 3265[34]
RFC 3680 [22]

	
event-type
	
	reg
	
	

	Max-Forwards
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	69
	
	

	Subscription-State
	A1,A2
	
	
	RFC 3265[34]

	
substate-value
	
	active
	
	

	
expires
	
	600000
	
	

	Content-Length
	A1,A2
	
	
	RFC 3261 [15]
RFC 3680 [22]

	
value
	
	length of message-body
	
	

	Message-body
	
	<?xml version=”1.0?>

<reginfo xmlns=”urn:ietf:params:xml:ns:reginfo” version=”0” state=”full”>

  <registration aor=”px_PublicUserIdentity” id=”a100” state=”active”>
    <contact id=”980” state=”active” event=”registered”>

    <uri>same value as in Contact header of REGISTER request</uri>

    </contact>

  </registration>

  <registration aor=”px_AssociatedTelUri” id=”a101” state=”active”>
    <contact id=”981” state=”active” event=”created”>

    <uri>same value as in Contact header of REGISTER request</uri>

    </contact>

  </registration>

</reginfo>
	
	


	Condition
	Explanation

	A1
	IMS support

	A2
	early IMS security


A.1.7
423 Interval Too Brief for REGISTER

	Header/param
	Value/remark
	Rel
	Reference

	Status-Line
	
	
	RFC 3261 [15]

	
SIP-Version
	SIP/2.0
	
	

	
Status-Code
	423
	
	

	
Reason-Phrase
	Interval Too Brief
	
	

	Via
	
	
	RFC 3261 [15]

	
via-parm
	same value as received in REGISTER message
	
	

	To
	
	
	RFC 3261 [15]

	
addr-spec
	same value as received in REGISTER message
	
	

	
tag
	px_ToTagRegister
	
	

	From
	
	
	RFC 3261 [15]

	
addr-spec
	same value as received in REGISTER message
	
	

	Call-ID
	
	
	RFC 3261 [15]

	
callid
	same value as received in REGISTER message
	
	

	CSeq
	
	
	RFC 3261 [15]

	
value
	same value as received in REGISTER message
	
	

	Min-Expires
	
	
	RFC 3261 [15]

	
delta-seconds
	T (a decimal integer number of seconds from 0 to

   (2**32)-1) 
	
	


A.1.8
420 Bad Extension for REGISTER

	Header/param
	Value/remark
	Rel
	Reference

	Status-Line
	
	
	RFC 3261 [15]

	
SIP-Version
	SIP/2.0
	
	

	
Status-Code
	420
	
	

	
Reason-Phrase
	Bad Extension
	
	

	Via
	
	
	RFC 3261 [15]

	
via-parm
	same value as received in REGISTER message
	
	

	To
	
	
	RFC 3261 [15]

	
addr-spec
	same value as received in REGISTER message
	
	

	
tag
	px_ToTagRegister
	
	

	From
	
	
	RFC 3261 [15]

	
addr-spec
	same value as received in REGISTER message
	
	

	Call-ID
	
	
	RFC 3261 [15]

	
callid
	same value as received in REGISTER message
	
	

	CSeq
	
	
	RFC 3261 [15]

	
value
	same value as received in REGISTER message
	
	

	Unsupported
	
	
	RFC 3261 [15]

	
option-tag
	sec-agree 
	
	


A.2
Default messages for Call Setup

A.2.1
INVITE for MO Call Setup

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Request-Line
	A1,A2
	
	
	RFC 3261 [15]

	
Method
	
	INVITE
	
	

	
Request-URI
	
	px_CalleeUri
	
	

	
SIP-Version
	
	SIP/2.0
	
	

	Via
	A1,A2
	
	
	RFC 3261 [15]

	
sent-protocol
	
	SIP/2.0/UDP  (when using UDP) or 

SIP/2.0/TCP  (when using TCP)
	
	

	
sent-by
	A1
	IP address or FQDN and protected server port of the UE
	
	

	
sent-by
	A2
	IP address or FQDN and unprotected server port of the UE
	
	

	
via-branch

	
	value starting with ‘z9hG4bk’
	
	

	Route
	A1,A2
	order of the parameters in this header must be like in this table
	
	RFC 3261 [15]

	
route-param
	A1
	<sip:px_pcscf:px_SSProtectedServerPort;lr>, <sip:px_scscf;lr>
	
	

	
route-param
	A2
	<sip:px_pcscf:px_SSUnprotectedServerPort (optional);lr>, <sip:px_scscf;lr
	
	

	From
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	any SIP URI except public user identity derived from px_IMSI
	
	

	
tag
	
	must be present, value not checked
	
	

	To
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	px_CalleeUri
	
	

	
tag

	
	not present
	
	

	Call-ID
	A1,A2
	
	
	RFC 3261 [15]

	
callid
	
	value different to that received in REGISTER message
	
	

	CSeq
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	must be present, value not checked
	
	

	
method
	
	INVITE
	
	

	Supported
	A1,A2
	
	
	RFC 3261 [15]

	
option-tag
	
	100rel
	
	

	Require
	A1,A2
	
	
	RFC 3261 [15]
RFC 3312 [31]

RFC 3329 [21]

	
option-tag
	A1
	precondition, sec-agree
	
	

	
option-tag
	A2
	Precondition
	
	

	Proxy-Require
	A1
	
	
	RFC 3261 [15]

RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	Security-Verify
	A1
	
	
	RFC 3329 [21]

	
sec-mechanism
	
	same value as SecurityServer header sent by SS
	
	

	Contact
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	A1
	SIP URI with IP address or FQDN and protected server port of UE
	
	

	
addr-spec
	A2
	SIP URI with IP address or FQDN and unprotected server port of UE
	
	

	Content-Type
	A1,A2
	
	
	RFC 3261 [15]

	
media-type
	
	application/sdp
	
	

	Max-Forwards
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	non-zero value
	
	

	P-Access-Network-Info
	A1,A2
	
	
	RFC 3455 [18]

	
access-net-spec
	
	access network technology and, if applicable, the cell ID
	
	

	Content-Length
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	length of message-body
	
	


	Condition
	Explanation

	A1
	IMS support

	A2
	early IMS security


A.2.2
100 Trying for INVITE

	Header/param
	Value/remark
	Rel
	Reference

	Status-Line
	
	
	RFC 3261 [15]

	
SIP-Version
	SIP/2.0
	
	

	
Status-Code
	100
	
	

	
Reason-Phrase
	Trying
	
	

	Via
	
	
	RFC 3261 [15]

	
via-parm
	same value as received in INVITE message
	
	

	From
	
	
	RFC 3261 [15]

	
addr-spec
	same value as received in INVITE message
	
	

	
tag
	same value as received in INVITE message
	
	

	To
	
	
	RFC 3261 [15]

	
addr-spec
	same value as received in INVITE message
	
	

	
tag

	not present
	
	

	Call-ID
	
	
	RFC 3261 [15]

	
callid
	same value as received in INVITE message
	
	

	CSeq
	
	
	RFC 3261 [15]

	
value
	same value as received in INVITE message
	
	

	Content-Length
	
	
	RFC 3261 [15]

	
value
	0
	
	


A.2.3
183 Session in Progress for INVITE

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Status-Line
	A1,A2,A3,A4
	
	
	RFC 3261 [15]

	
SIP-Version
	
	SIP/2.0
	
	

	
Status-Code
	
	183
	
	

	
Reason-Phrase
	
	Session in Progress
	
	

	Record-Route
	A1,A2,A3,A4
	order of the parameters in this header must be like in this table
	
	RFC 3261 [15]

	
rec-route
	A1,A2
	<sip:pcscf.other.com;lr>, <sip:scscf.other.com;lr>, <sip:orig@px_scscf;lr>, <sip:px_pcscf:px_SSProtectedServerPort;lr>
	
	

	
rec-route
	A3,A4
	<sip:pcscf.other.com;lr>, <sip:scscf.other.com;lr>, <sip:orig@px_scscf;lr>, <sip:px_pcscf:px_SSUnprotectedServerPort (optional);lr>
	
	

	Via
	A1,A2,A3,A4
	
	
	RFC 3261 [15]

	
via-parm
	
	same value as received in INVITE message
	
	

	Require
	A1,A2,A3,A4
	
	
	RFC 3261 [15]

	
option-tag

	
	100rel
	
	

	From
	A1,A2,A3,A4
	
	
	RFC 3261 [15]

	
addr-spec
	
	same value as received in INVITE message
	
	

	
tag
	
	same value as received in INVITE message
	
	

	To
	A1,A2,A3,A4
	
	
	RFC 3261 [15]

	
addr-spec
	
	same value as received in INVITE message
	
	

	
tag

	
	px_InviteToTag
	
	

	Contact
	A1,A2,A3,A4
	
	
	RFC 3261 [15]

	
addr-spec 
	A1, A3
	px_CalleeContactUri
	
	

	
addr-spec 
	A2
	SIP URI with IP address or FQDN and protected server port of UE
	
	

	
addr-spec 
	A4
	SIP URI with IP address or FQDN and unprotected server port of UE
	
	

	Rseq
	A1,A2,A3,A4
	
	
	RFC 3262 [33]

	
response-num
	
	px_RSeqNumFor183
	
	

	Call-ID
	A1,A2,A3,A4
	
	
	RFC 3261 [15]

	
callid
	
	same value as received in INVITE message
	
	

	CSeq
	A1,A2,A3,A4
	
	
	RFC 3261 [15]

	
value
	
	same value as received in INVITE message
	
	

	Allow
	A1,A2,A3,A4
	
	
	RFC 3261 [15]

	
method
	
	UPDATE
	
	

	Content-Type
	A1,A2,A3,A4
	
	
	RFC 3261 [15]

	
media-type
	
	application/sdp
	
	

	Content-Length
	A1,A2,A3,A4
	
	
	RFC 3261 [15]

	
value
	
	length of message-body
	
	

	Message-body
	A1,A2,A3,A4
	SDP body of the 183 response copied from the received INVITE but modified as follows:


- IP address on "o=" and "c=" lines and transport port on "m=" lines changed to indicate to which IP address and port the UE should start sending the media; and 

- optional "a=sendonly" line inverted to "a=recvonly" and vice versa

- the "a=" lines describing the current and desired state of the preconditions, updated as follows:

a=curr:qos local none
a=curr:qos remote none
a=des:qos mandatory local [direction-tag] (*
a=des:qos mandatory remote [direction-tag] (*
a=conf:qos remote [direction-tag] (**

*) The value of direction-tags in 183 must be the inverse from those of INVITE (both a= lines for local and remote). If the INVITE contained the direction-tag as "recv" the 183 must have it as "send" and vice versa. The value "sendrecv" will be kept as is. The value for direction tag of remote must be the same as for local..

**) The value of direction-tag for conf:qos remote shall be the same as for des: qos mandatory remote.
	
	RFC 2327 [27]

RFC 3264 [30]
RFC 3312 [31]


	Condition
	Explanation

	A1
	MO call setup (IMS support)

	A2
	MT call setup (IMS support)

	A3
	MO call setup (early IMS security)

	A4
	MT call setup (early IMS security)


A.2.4
PRACK

	Header/param
	Value/remark
	Rel
	Reference

	Request-Line
	
	
	RFC 3261 [15]

	
Method
	PRACK
	
	

	
Request-URI
	same value as in Contact header of 183 response
	
	

	
SIP-Version
	SIP/2.0
	
	

	Via
	
	
	RFC 3261 [15]

	
sent-protocol
	SIP/2.0/UDP  (when using UDP) or 

SIP/2.0/TCP  (when using TCP)
	
	

	
sent-by
	same value as in INVITE message
	
	

	
via-branch

	value starting with ‘z9hG4bk’
	
	

	Route
	
	
	RFC 3261 [15]

	
route-param
	URIs of the Record-Route header of 183 response in reverse order
	
	

	From
	
	
	RFC 3261 [15]

	
addr-spec
	same value as received in INVITE message
	
	

	
tag
	same value as received in INVITE message
	
	

	To
	
	
	RFC 3261 [15]

	
addr-spec
	same value as received in INVITE message
	
	

	
tag

	same value as in the corresponding reliable response
	
	

	Call-ID
	
	
	RFC 3261 [15]

	
callid
	same value as received in INVITE message
	
	

	CSeq
	
	
	RFC 3261 [15]

	
value
	value as in reliable response incremented by one
	
	

	
method
	PRACK
	
	

	Require
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	precondition
	
	

	Max-Forwards
	
	
	RFC 3261 [15]

	
value
	non-zero value
	
	

	RAck
	
	
	RFC 3262 [33]

	
response-num       
	same value as in RSeq header of the reliable response
	
	

	
cseq-num
	same value as in CSeq of reliable response
	
	

	
method
	same value as in CSeq of reliable response
	
	

	P-Access-Network-Info
	
	
	RFC 3455 [18]

	
access-net-spec
	access network technology and, if applicable, the cell ID
	
	

	Content-Type
	header shall be present only if there is SDP in message-body
	
	RFC 3261 [15]

	
media-type
	application/sdp
	
	

	Content-Length
	
	
	RFC 3261 [15]

	
value
	length of message-body
	
	

	Message-body
	Optional SDP body. If included then the contents of the SDP shall be checked as described in the Test requirements section of the test case.
	
	RFC 2327 [27]

RFC 3264 [30]
RFC 3312 [31]


A.2.5
UPDATE

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Request-Line
	A1,A2
	
	
	RFC 3261 [15]

	
Method
	
	UPDATE
	
	

	
Request-URI
	
	same value as in PRACK message
	
	

	
SIP-Version
	
	SIP/2.0
	
	

	Via
	A1,A2
	
	
	RFC 3261 [15]

	
sent-protocol
	
	SIP/2.0/UDP  (when using UDP) or 

SIP/2.0/TCP  (when using TCP)
	
	

	
sent-by
	
	same value as in INVITE message
	
	

	
via-branch

	
	value starting with ‘z9hG4bk’
	
	

	Route
	A1,A2
	
	
	RFC 3261 [15]

	
route-param
	
	URIs of the Record-Route header of 183 response in reverse order
	
	

	From
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	same value as received in INVITE message
	
	

	
tag
	
	same value as received in INVITE message
	
	

	To
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	same value as received in INVITE message
	
	

	
tag

	
	same value as in 183 message
	
	

	Call-ID
	A1,A2
	
	
	RFC 3261 [15]

	
callid
	
	same value as received in INVITE message
	
	

	CSeq
	A1,A2
	    
	
	RFC 3261 [15]

	
value
	
	value of received in INVITE incremented by two
	
	

	
method
	
	UPDATE
	
	

	Require
	A1,A2
	
	
	RFC 3261 [15]
RFC 3329 [21]

	      option-tag
	A1
	precondition, sec-agree
	
	

	      option-tag
	A2
	precondition
	
	

	Proxy-Require
	A1
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	Sec-agree
	
	

	Max-Forwards
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	Non-zero value
	
	

	Security-Verify
	A1
	
	
	RFC 3329 [21]

	
sec-mechanism
	
	same value as SecurityServer header sent by SS
	
	

	P-Access-Network-Info
	A1,A2
	
	
	RFC 3455 [18]

	
access-net-spec
	
	access network technology and, if applicable, the cell ID
	
	

	Content-Type
	A1,A2
	
	
	RFC 3261 [15]

	
media-type
	
	application/sdp
	
	

	Content-Length
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	length of message-body
	
	

	Message-body
	A1,A2
	Contents of the SDP body shall be checked as described in the Test requirements section of the test case.
	
	RFC 2327 [27]

RFC 3264 [30]
RFC 3312 [31]


	Condition
	Explanation

	A1
	IMS support

	A2
	early IMS security


A.2.6
180 Ringing for INVITE

	Header/param
	Value/remark
	Rel
	Reference

	Status-Line
	
	
	RFC 3261 [15]

	
SIP-Version
	SIP/2.0
	
	

	
Status-Code
	180
	
	

	
Reason-Phrase
	Ringing
	
	

	Record-Route
	
	
	RFC 3261 [15]

	
rec-route
	same value as in the 183 response
	
	

	Via
	
	
	RFC 3261 [15]

	
via-parm
	same value as in the 183 response
	
	

	Require
	
	
	RFC 3261 [15]

	
option-tag

	100rel
	
	

	From
	
	
	RFC 3261 [15]

	
addr-spec
	same value as in the 183 response
	
	

	
tag
	same value as in the 183 response
	
	

	To
	
	
	RFC 3261 [15]

	
addr-spec
	same value as in the 183 response
	
	

	
tag

	same value as in the 183 response
	
	

	Contact
	
	
	RFC 3261 [15]

	
addr-spec
	same value as in the 183 response
	
	

	Rseq
	
	
	RFC 3262 [33]

	
response-num
	px_RSeqNumFor183 incremented by one
	
	

	Call-ID
	
	
	RFC 3261 [15]

	
callid
	same value as in the 183 response
	
	

	CSeq
	
	
	RFC 3261 [15]

	
value
	same value as in the 183 response
	
	

	Content-Length
	
	
	RFC 3261 [15]

	
value
	0
	
	


A.2.7
ACK

	Header/param
	Value/remark
	Rel
	Reference

	Request-Line
	
	
	RFC 3261 [15]

	
Method
	ACK
	
	

	
Request-URI
	same value as in PRACK message
	
	

	
SIP-Version
	SIP/2.0
	
	

	Via
	
	
	RFC 3261 [15]

	
via-parm
	same value as received in INVITE message
	
	

	Route
	
	
	RFC 3261 [15]

	
route-param
	URIs of the Record-Route header of 183 response in reverse order
	
	

	From
	
	
	RFC 3261 [15]

	
addr-spec
	same value as received in INVITE message
	
	

	
tag
	same value as received in INVITE message
	
	

	To
	
	
	RFC 3261 [15]

	
addr-spec
	same value as received in INVITE message
	
	

	
tag

	same value as received in 183 message
	
	

	Call-ID
	
	
	RFC 3261 [15]

	
callid
	same value as received in INVITE message
	
	

	CSeq
	
	
	RFC 3261 [15]

	
value
	same value as received in INVITE message
	
	

	
method
	ACK
	
	

	Max-Forwards
	
	
	RFC 3261 [15]

	
value
	non-zero value
	
	

	P-Access-Network-Info
	must not be present
	
	RFC 3455 [18]

	Content-Length
	
	
	RFC 3261 [15]

	
value
	0
	
	


A.2.8
BYE

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Request-Line
	A1,A2
	
	
	RFC 3261 [15]

	
Method
	
	BYE
	
	

	
Request-URI
	
	same value as in PRACK message
	
	

	
SIP-Version
	
	SIP/2.0
	
	

	Via
	A1,A2
	
	
	RFC 3261 [15]

	
sent-protocol
	
	SIP/2.0/UDP  (when using UDP) or 

SIP/2.0/TCP  (when using TCP)
	
	

	
sent-by
	
	same value as in INVITE message
	
	

	
via-branch

	
	value starting with ‘z9hG4bk’
	
	

	Route
	A1,A2
	
	
	RFC 3261 [15]

	
route-param
	
	URIs of the Record-Route header of 183 response in reverse order
	
	

	From
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	same value as received in INVITE message
	
	

	
tag
	
	same value as received in INVITE message
	
	

	To
	A1,A2
	
	
	RFC 3261 [15]

	
addr-spec
	
	same value as received in INVITE message
	
	

	
tag

	
	same value as in the 183 message
	
	

	Call-ID
	A1,A2
	
	
	RFC 3261 [15]

	
callid
	
	same value as received in INVITE message
	
	

	CSeq
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	must be present, not checked
	
	

	
method
	
	BYE
	
	

	Require
	A1
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	Proxy-Require
	A1
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	Max-Forwards
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	non-zero value
	
	

	Security-Verify
	A1
	
	
	RFC 3329 [21]

	
sec-mechanism
	
	same value as SecurityServer header sent by SS
	
	

	P-Access-Network-Info
	A1,A2
	
	
	RFC 3455 [18]

	
access-net-spec
	
	access network technology and, if applicable, the cell ID
	
	

	Content-Length
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	length of message body
	
	


	Condition
	Explanation

	A1
	IMS support

	A2
	early IMS security


A.2.9
INVITE for MT Call

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Request-Line
	A1,A2
	
	
	RFC 3261[15]

	
Method
	
	INVITE
	
	

	
Request-URI
	
	UE’s registered contact address in SIP URI form
	
	

	
SIP-Version
	
	SIP/2.0
	
	

	Via
	A1,A2
	
	
	RFC 3261[15]

	
sent-protocol
	A1,A2
	SIP/2.0/UDP  (when using UDP) or 

SIP/2.0/TCP  (when using TCP)
	
	

	
sent-by
	A1
	IP address or FQDN and protected server port of the SS
	
	

	
sent-by
	A2
	IP address or FQDN and unprotected server port of the SS (optional)
	
	

	
Via-branch

	A1,A2
	Value starting with ‘z9hG4bk’
	
	

	Via
	A1,A2
	
	
	RFC 3261[15]

	
via-parm
	
	SIP/2.0/UDP scscf1.3gpp.org;branch=z9hG4bK1234567890, SIP/2.0/UDP scscf2.3gpp.org;branch=z9hG4bK2345678901, SIP/2.0/UDP pcscf2.3gpp.org;branch=z9hG4bk3456789012
	
	

	Record-Route
	A1,A2
	
	
	RFC 3261[15]

	
rec-route
	A1
	SIP URI with FQDN or IP address and protected server port of the SS
	
	

	
rec-route
	A2
	SIP URI with FQDN or IP address and unprotected server port of the SS (optional)
	
	

	Record-Route
	A1,A2
	
	
	RFC 3261[15]

	
rec-route
	
	<sip:term@scscf1.3gpp.org;lr>, <sip:orig@scscf2.3gpp.org;lr>, <sip:pcscf2.3gpp.org;lr>
	
	

	From
	A1,A2
	
	
	RFC 3261[15]

	
addr-spec
	
	an SIP URI representing the calling UE
	
	

	
Tag
	
	Must be present, value not checked
	
	

	To
	A1,A2
	
	
	RFC 3261[15]

	
addr-spec
	
	SIP or TEL URI of the UE
	
	

	
Tag

	
	not present
	
	

	Call-ID
	A1,A2
	
	
	RFC 3261[15]

	
callid
	
	a random text string generated by the SS
	
	

	CSeq
	A1,A2
	
	
	RFC 3261[15]

	
value
	
	Must be present, value not checked
	
	

	
method
	
	INVITE
	
	

	Supported
	A1,A2
	
	
	RFC 3261[15]

	
option-tag
	
	100rel
	
	

	Require
	A1,A2
	
	
	RFC 3261[15]

	
option-tag
	
	Precondition
	
	

	P-Called-Party-ID
	A1,A2
	One of the UE’s registered, non-barred public ID
	
	RFC 3455[18]

	Contact
	A1,A2
	
	
	RFC 3261[15]

	
addr-spec
	A1
	SIP URI with IP address or FQDN and protected server port of the calling UE
	
	

	
addr-spec
	A2
	SIP URI with IP address or FQDN and unprotected server port of the calling UE
	
	

	Content-Type
	A1,A2
	
	
	RFC 3261[15]

	
media-type
	
	application/sdp
	
	

	Max-Forwards
	A1,A2
	
	
	RFC 3261[15]

	
value
	
	non-zero value
	
	

	Content-Length
	A1,A2
	
	
	RFC 3261[15]

	
value
	
	length of message-body
	
	


	Condition
	Explanation

	A1
	IMS support

	A2
	early IMS security


A.3
Generic Common Messages

A.3.1
200 OK for other requests than REGISTER or SUBSCRIBE

	Header/param
	Value/remark
	Rel
	Reference

	Status-Line
	
	
	RFC 3261 [15]

	
SIP-Version
	SIP/2.0
	
	

	
Status-Code
	200
	
	

	
Reason-Phrase
	OK
	
	

	Via
	
	
	RFC 3261 [15]

	
via-parm
	same value as received in request
	
	

	From
	
	
	RFC 3261 [15]

	
addr-spec
	same value as received in request
	
	

	
tag
	same value as received in request
	
	

	To
	
	
	RFC 3261 [15]

	
addr-spec
	same value as received in request
	
	

	
tag

	same value as received in request or 

px_InviteToTag added if missing from request
	
	

	Call-ID
	
	
	RFC 3261 [15]

	
callid
	same value as received in request
	
	

	CSeq
	
	
	RFC 3261 [15]

	
value
	same value as received in request
	
	

	Content-Length
	
	
	RFC 3261 [15]

	
value
	0
	
	


A.3.2
403 FORBIDDEN

	Header/param
	Value/remark
	Rel
	Reference

	Status-Line
	
	
	RFC 3261 [15]

	
SIP-Version
	SIP/2.0
	
	

	
Status-Code
	403
	
	

	
Reason-Phrase
	Forbidden
	
	

	Via
	
	
	RFC 3261 [15]

	
via-parm
	same value as received in the previous REGISTER message
	
	

	To
	
	
	RFC 3261 [15]

	
addr-spec
	same value as received in the previous REGISTER message
	
	

	
tag
	px_ToTagRegister
	
	

	From
	
	
	RFC 3261 [15]

	
addr-spec
	same value as received in the previous REGISTER message
	
	

	Call-ID
	
	
	RFC 3261 [15]

	
value
	same value as received in the previous REGISTER message
	
	

	CSeq
	
	
	RFC 3261 [15]

	
value
	same value as received in  the previous REGISTER message
	
	

	Content-length
	
	
	RFC 3261 [15]

	
value
	0
	
	RFC 3261 [15]


A.4
Other Default Messages

A.4.1
380 Alternate Service

	Header/param
	Value/remark
	Rel
	Reference

	Status-Line
	
	
	RFC 3261 [15]

	
SIP-Version
	SIP/2.0
	
	

	
Status-Code
	380
	
	

	
Reason-Phrase
	Alternative Service
	
	

	XML Message body
	
	
	

	<alternative service>
	
	
	

	
<type>
	Emergency
	
	


Annex B (normative):
Default DHCP messages

For all the message definitions below, the acceptable order and syntax of headers and fields within these headers must be according to IETF RFCs where those headers have been defined. Typically the order of headers is not significant, but there are well defined exceptions where the order is important.

For IPv6 DHCP messages refer to RFC 3315[23].
For IPv4 DHCP messages refer to RFC 2131[55].

The contents of the messages described in the present Annex is not complete - only the fields and headers required to be checked or generated by SS are listed here. The messages sent by the UE may contain additional parameters, fields and headers which are not checked and must thus be ignored by SS.

B.1
Default DHCP messages (IPv6)

B.1.1
DHCP INFORMATION-REQUEST

	Options
	Value/Remarks

	msg-type
	INFORMATION-REQUEST (11)

	transaction-id
	Check If Present

Note the Value to be included in Reply Message

	option-code
	OPTION_CLIENTID (1)

	- option-len
	Length of the DUID of Client

	- DUID
	Set to DUID of Cleint


*Note:
Numerical value, "(n)", provided in brackets in Column Value/Remarks is the 'octal' value for this option.
B.1.2
DHCP REPLY

	Options
	Value/Remarks

	msg-type
	REPLY (7)

	transaction-id
	Set the same value as received in the corresponding Uplink Information Request message 

	option-code
	OPTION_CLIENTID (1)

	- option-len
	Length of the DUID of client

	- DUID
	Set to DUID of Cleint

	option-code
	OPTION_SERVERID 21)

	- option-len
	Length of the DUID of Server

	- DUID
	Set to DUID of Server


*Note:
Numerical value, "(n)", provided in brackets in Column Value/Remarks is the 'octal' value for this option.
B.1.3
DHCP SOLICIT

	Options
	Value/Remarks

	msg-type
	SOLICIT (1)

	transaction-id
	Check If Present

Note the Value to be included in Reply Message

	option-code
	OPTION_CLIENTID (1)

	- option-len
	Length of the DUID of Client

	- DUID
	Set to DUID of Client

	option-code
	OPTION_ORO (6)

	- option-len
	Check Specific message contents in test case

	- requested-option-code
	Check Specific message contents in test case


*Note:
Numerical value, "(n)", provided in brackets in Column Value/Remarks is the 'octal' value for this option.
B.1.4
DHCP ADEVERTISE

	Options
	Value/Remarks

	msg-type
	ADVERTISE (2)

	transaction-id
	Set the same value as received in the corresponding Uplink solicit message 

	option-code
	OPTION_CLIENTID (1)

	- option-len
	Length of the DUID of client

	- DUID
	Set to DUID of Client

	option-code
	OPTION_SERVERID (21)

	- option-len
	Length of the DUID of Server

	- DUID
	Set to DUID of Server


*Note:
Numerical value, "(n)", provided in brackets in Column Value/Remarks is the 'octal' value for this option.
B.2
Default DHCP messages (IPv4)

B.2.1
DHCP DISCOVER

	Fields
	Value/Remarks

	op
	1 (BOOTREQUEST)

	htype
	Check if valid value is included

	hlen
	Check if valid value is included

	hops
	0

	xid
	Check For Presence

Note the Value to be included in Offer Message

	secs
	Any Value

	flags
	Check For Presence

Note the Value to be included in Offer Message

	ciaddr
	0

	yiaddr
	0

	siaddr
	0

	giaddr
	0

	chaddr
	FFS

	sname
	Options if indicated in sname/file else not used

	file
	Options if indicated in sname/file else not used

	options
	*

	- code
	53 (DHCP Message Type)

	- len
	1

	- Type
	1 (DHCP DISCOVER)


* Note:
Additional options may be present

B.2.2
DHCP OFFER

	Fields
	Value/Remarks

	op
	2 (BOOTREPLY)

	htype
	Set to SS Hardware Type

	hlen
	Set to SS Hardware Address Len

	hops
	0

	xid
	Set to same value as received in corresponding DISCOVER message

	secs
	0

	flags
	Set to same value as received in corresponding DISCOVER message

	ciaddr
	0

	yiaddr
	IP address of Mobile

	siaddr
	Set to IP address of next Boot Strap server

	giaddr
	Set to same value as received in corresponding DISCOVER message

	chaddr
	Set to same value as received in corresponding DISCOVER message

	sname
	Set to Server Host name

	file
	Set to Client Boot File Name

	options
	*

	- code
	53 (DHCP Message Type)

	- len
	1

	- Type
	2 (DHCP OFFER)


* Note:
Additional options included in response to options requested by UE and supported by SS

B.2.3
DHCP INFORM

	Fields
	Value/Remarks

	op
	1 (BOOTREQUEST)

	htype
	Check if valid value is included

	hlen
	Check if valid value is included

	hops
	0

	xid
	Check For Presence

Note the Value to be included in Offer Message

	secs
	Any Value

	flags
	Check For Presence

Note the Value to be included in Offer Message

	ciaddr
	Set to UE’s Network address

	yiaddr
	0

	siaddr
	0

	giaddr
	0

	chaddr
	FFS

	sname
	Options if indicated in sname/file else not used

	file
	Options if indicated in sname/file else not used

	options
	*

	- code
	53 (DHCP Message Type)

	- len
	1

	- Type
	8 (DHCP INFORM)


* Note:
Additional options may be present

B.2.4
DHCP ACK

	Fields
	Value/Remarks

	op
	2 (BOOTREPLY)

	htype
	Set to SS Hardware Type

	hlen
	Set to SS Hardware Address Len

	hops
	0

	xid
	Set to same value as received in corresponding INFORM message

	secs
	0

	flags
	Set to same value as received in corresponding INFORM message

	ciaddr
	0

	yiaddr
	IP address of Mobile

	siaddr
	Set to IP address of next Boot Strap server

	giaddr
	Set to same value as received in corresponding INFORM message

	chaddr
	Set to same value as received in corresponding INFORM message

	sname
	Set to Server Host name

	file
	Set to Client Boot File Name

	options
	*

	- code
	53 (DHCP Message Type)

	- len
	1

	- Type
	5 (DHCP ACK)


* Note:
Additional options included in response to options requested by UE

Annex C (normative):
Generic Test Procedure

This Annex contains information about generic test procedures.

C.1
Introduction

This annex specifies the general test procedure required to get the UE to activate PDP context, discover P-CSCF and register to IMS services. Since 3GPP TS 24.229[10] specifies two options for both PDP context activation and P-CSCF discovery, the UE specific general test procedure depends on the option selected by the UE. The generic registration procedure has also been specified for two cases: for UE supporting full IMS security according to [14] TS 33.203 then the generic registration procedure in , see section C2 is run; and for UE supporting early IMS security according to [59] TR 33.978 then the generic registration procedure in , see section C2a is run.
C.2
Generic Registration Test Procedure – IMS support
The generic test procedure:

1
The UE sends an Activate PDP Context Request message. In the Protocol Configuration Options IE the IM CN Subsystem Signalling Flag may be set or not set, a request for P-CSCF Address or a request for DNS Server Address may be included or not. 
2
The SS responds with an Activate PDP Context Accept message. In the Protocol Configuration Options IE the IM CN Subsystem Signalling Flag shall not be set, a list of P-CSCF addresses or DNS Server addresses shall only be included if a corresponding request was included in step 1.
Note:

The required radio bearer(s) are established. For UMTS FDD they are established using RADIO BEARER SETUP (according to 3GPP TS 25.331 [58]).
3
Optional P-CSCF address discovery using the DHCP procedure according to Annex C.3 for IPv6 or Annex C.4 for IPv4.
4
The UE initiates IMS registration. SS waits for the UE to send an initial REGISTER request.

5
The SS responds to the initial REGISTER request with a valid 401 Unauthorized response.
6
The SS waits for the UE to set up a temporary set of security associations and to send another REGISTER request, over those security associations.
7
The SS responds to the second REGISTER request with valid 200 OK response, sent over the same temporary set of security associations that the UE used for sending the REGISTER request.
8
The SS waits for the UE to send a SUBSCRIBE request over the newly established security associations.

9
The SS responds to the SUBSCRIBE request with a valid 200 OK response.
10
The SS sends a valid NOTIFY request for the subscribed registration event package. 

11
The SS waits for the UE to respond to the NOTIFY with a 200 OK response.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	Activate PDP Context Request
	In the Protocol Configuration Options IE the IM CN Subsystem Signalling Flag may be set or not set, a request for P-CSCF Address or a request for DNS Server Address may be included or not.

	2
	(
	Activate PDP Context Accept
	In the Protocol Configuration Options IE the IM CN Subsystem Signalling Flag shall not be set, 

a list of P-CSCF IP addresses or DNS Server addresses shall only be included if a corresponding request was included in step 1.

	3
	
	
	Optional P-CSCF address discovery using the DHCP procedure according to Annex C.3 for IPv6 or Annex C.4 for IPv4.

	4
	(
	REGISTER
	The UE sends initial registration for IMS services.

	5
	(
	401 Unauthorized
	The SS responds with a valid AKAv1-MD5 authentication challenge and security mechanisms supported by the network.

	6
	(
	REGISTER
	The UE completes the security negotiation procedures, sets up a temporary set of SAs and uses those for sending another REGISTER with AKAv1-MD5 credentials.

	7
	(
	200 OK
	The SS responds with 200 OK.

	8
	(
	SUBSCRIBE
	The UE subscribes to its registration event package. 

	9
	(
	200 OK
	The SS responds with 200 OK.

	10
	(
	NOTIFY
	The SS sends initial NOTIFY for registration event package, containing full registration state information for the registered public user identity in the XML body 

	11
	(
	200 OK
	The UE responds with 200 OK.


NOTE:
The default message contents in annex A are used.

C.2a
Generic Registration Test Procedure – early IMS security
The generic test procedure:

1
The UE sends an Activate PDP Context Request message. In the Protocol Configuration Options IE the IM CN Subsystem Signalling Flag may be set or not set, a request for P-CSCF Address or a request for DNS Server Address may be included or not. 
2
The SS responds with an Activate PDP Context Accept message. In the Protocol Configuration Options IE the IM CN Subsystem Signalling Flag shall not be set, a list of P-CSCF addresses or DNS Server addresses shall only be included if a corresponding request was included in step 1.

Note: 
The required radio bearer(s) are established. For UMTS FDD they are established using RADIO BEARER SETUP (according to 3GPP TS 25.331 [58]).

3
Optional P-CSCF address discovery using the DHCP procedure according to Annex C.3 for IPv6 or Annex C.4 for IPv4.
4
The UE initiates IMS registration indicating support of early IMS security. SS waits for the UE to send an initial REGISTER request.

7
The SS responds to the REGISTER request with valid 200 OK response,
8
The SS waits for the UE to send a SUBSCRIBE request.

9
The SS responds to the SUBSCRIBE request with a valid 200 OK response.
10
The SS sends a valid NOTIFY request for the subscribed registration event package. 

11
The SS waits for the UE to respond to the NOTIFY with a 200 OK response.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	Activate PDP Context Request
	In the Protocol Configuration Options IE the IM CN Subsystem Signalling Flag may be set or not set, a request for P-CSCF Address or a request for DNS Server Address may be included or not.

	2
	(
	Activate PDP Context Accept 
	Including allocated IP address.

In the Protocol Configuration Options IE the IM CN Subsystem Signalling Flag shall not be set, 

a list of P-CSCF IP addresses or DNS Server addresses shall only be included if a corresponding request was included in step 1.

	3
	
	
	Optional P-CSCF address discovery using the DHCP procedure according to Annex C.3 for IPv6 or Annex C.4 for IPv4.

	4
	(
	REGISTER
	The UE sends initial registration for IMS services indicating support for early IMS security procedure by not including an Authorization header field.

	5
	(
	200 OK
	The SS responds with 200 OK.

	6
	(
	SUBSCRIBE
	The UE subscribes to its registration event package. 

	7
	(
	200 OK
	The SS responds with 200 OK.

	8
	(
	NOTIFY
	The SS sends initial NOTIFY for registration event package, containing full registration state information for the registered public user identity in the XML body 

	9
	(
	200 OK
	The UE responds with 200 OK.


NOTE:
The default message contents in annex A are used.

<End of modified section>
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