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1
Introduction

This document and the respective CRs are resubmissions from meeting #92 (R3-161329 ff).
We still believe that the eNB is currently not sufficiently protected against CP traffic stemming from the MME in case of CP CIoT optimisations are applied. But also the MME has no way to be informed about the current load of the eNBs control plane resources.

This document discusses this topic and proposes a solution.
2
Discussion

In Rel-13 the UE User Plane CIoT Support Indicator IE was introduced in TS 36.413 to indicate to the eNB that both, the MME and the UE support UP CIoT EPS optimisations. By this the eNB at UE Context Setup, i.e. before the eNB decides to suspend the RRC signalling connection (prepare the UE to resume with a Resume ID) and, in Rel-13, suspend the S1 signalling connection, whether such intention would be performed successfully.
(Marginal) Note: Such failure case is not foreseen to be handled, as the UE Context Suspend procedure doesn’t foresee an unsuccessful outcome. By introducing the “UP CIoT Indication” such a failure becomes more unlikely and can be rather considered as bad implementation for which no standardised treatment is necessary to be defined.
In contrast to the “UP CIoT Indication” a “CP CIoT Indication” was not introduced in Rel-13, as such an indication would not influence the eNB’s behaviour from a protocol-function point of view. It would – at most – indicate the nature of (some of) NAS transactions, as (some of) the NAS PDUs (may) carry actually user data and not NAS control data. The usefulness of such an indication, if signalled within a UE-associated signalling connection is rather limited and was therefore not introduced.
But there is another aspect slightly touched upon in the discussion above already. Given the fact that transmission of user data via CP CIoT Optimisations are using different kinds of radio resources than traditionally user data do, it will be advantageous for the E-UTRAN to be allowed to control the usage of signalling resources.

In NB cells where user data are exclusively transmitted via CP CIoT Optimisation means the lack of such control might not be of an issue at all, as one can expect that availability of radio resources is ensured by proper configuration and RRM.

However, it might become an issue in cells where co-existence of CP, UP CIoT Optimisation schemes and traditional UP transmission is allowed (see latest agreements in SA2 [1]) and excessive usage of CP CIoT Optimisation starts to negatively impact actual control plane traffic. In this case it would be beneficial for the E-UTRAN to request the CN reducing the use of CP CIoT optimisation schemes. 

The eNB will not be able to influence the use of data over MME user data transport on a per-UE basis, as it is not aware of the nature of NAS PDU. But the eNB is well aware of the MME’s capabilities to support CP CIoT Optimisation (see TS 23.401 on the MME Selection function) and about the UEs capabilities wrt CIoT EPS optimisations.

PLMN/APN Rate Control for CIoT as introduced in [2] is a method to reduce SRB traffic load in E-UTRAN, but what would the trigger be for such a method?

The MME by receiving an indication from the eNB to reduce the usage of data over MME would be able to either not allow UEs to use data over MME when the UEs enter the pool area or re-configure EPS bearers to use S1-U (see latest agreements in CT1 in [3]).

Access Class Barring is probably not an appropriate mechanism, as congestion in signalling traffic resources does not necessarily mean that the network cannot carry the traffic at all. Also disallowing CP CIoT Optimisations doesn’t catch the core of the problem which is rather stemming from an over/ab-using of such method. That would not be the case if data over MME is used moderately.
We would suggest mimicking the Overload function on S1, which currently allows the CN indicating overload in C-Plane processing, and allow the E-UTRAN to provide a similar indication towards the CN. An MME, receiving such overload indication from an eNB would try to reduce the usage of CP CIoT EPS optimisations until the overload situation would have ended. Reduction of respective CP traffic can be reduced at attach by not admitting use of CP CIoT or by reconfiguring EPS bearers to use data over S1-U/DRB.
A possible signalling scheme on S1 may look as follows:

E-UTRAN Overload Start

The purpose of the E-UTRAN Overload Start procedure is to request the MME to reduce the control plane signalling load towards the requesting eNB.

The procedure uses non-UE associated signalling.
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Figure: E-UTRAN Overload Start procedure
The E-UTRAN Overload Start procedure is triggered by the eNB by sending the E-UTRAN OVERLOAD START message to the MME. Triggering the E-UTRAN Overload Start procedure with the E-UTRAN Overload Action IE set to

-
"reduce exchange of NAS PDUs" indicates that signalling radio resources used for the exchange of NAS PDUs are in overload and the MME may, if supported, consider to reduce the use of Control Plane CIoT EPS optimisations.

E-UTRAN Overload Stop
The purpose of the E-UTRAN Overload Stop procedure is to indicate that the overload situation at the eNB has ended and normal operation shall resume.
The procedure uses non-UE associated signalling.
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Figure: E-UTRAN Overload Stop procedure
The E-UTRAN Overload Stop procedure is triggered by the eNB by sending the E-UTRAN OVERLOAD STOP message to the MME. Triggering the E-UTRAN Overload Stop procedure indicates that the signalling radio resources controlled by the eNB are no longer in an overload state.

3
Conclusion
This contribution discussed functionality necessary to ensure proper operation of CP CIoT Optimisation within cells where user data is allowed to be transported via data and signalling radio resources.

It is proposed to introduce the E-UTRAN Overload function as outlined above in Rel-14 (see related stage 2 and stage 3 CRs).
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