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1
Introduction

Last RAN3#91bis meeting agreed to include security related information in UE Context Retrieval Request message [1].  

This document discusses necessary changes to the X2AP BL CR [2].

2
Discussion

ShortMAC-I and New E-UTRAN Cell Identifier were included in UE Context Retrieval Request message. 

	ShortMAC-I
	M
	
	BIT STRING (SIZE (16))
	ShortMAC-I contained in the RRCConnection ResumeRequest message (TS 36.331 [9])
	YES
	reject

	New E-UTRAN Cell Identifier
	M
	
	BIT STRING (SIZE (28))
	The E-UTRAN Cell Identifier of the cell where the RRC connection has been requested to be resumed.
	YES
	reject


One of the purposes of the parameters is to authenticate the UE at the old/source eNB. The old eNB calculate a shortMAC-I using C-RNTI in the source cell, PCI of the source cell and the new E-UTRAN Cell Identifier. The ShortMAC-I provided by the UE will be used as an authentication token. Therefore, ShortMAC-I and the E-UTRAN Cell Identifier in UE Context Retrieval Request message are enough for security reasons.

The other purpose of the parameters is for access check e.g whether the new cell where the RRC connection has been requested to be resumed is in a forbidden TA or forbidden PLMN in HRL of the UE. 28bit New E-UTRAN Cell Identifier is only unique in one PLMN. With this IE, the old eNB can not uniquely identify the new cell. Then the old eNB can not decide whether the new cell is in forbidden TA or forbidden PLMN in HRL of the UE.
Therefore, ECGI should be used for new E-UTRAN Cell Identifier instead of 28bit cell identifier. From ECGI, the old eNB can still get 28bit new E-UTRAN Cell Identifier for security check.
Proposal 1: Define New E-UTRAN Cell Identifier as ECGI. 
The following text was agreed to the baseline CR [2]:

If the old eNB is able to identify the UE context by means of the Resume ID, the ShortMAC-I and the E-UTRAN Cell Identifier of the new cell contained in the RETRIEVE UE CONTEXT REQUEST message, it shall respond with the RETRIEVE UE CONTEXT RESPONSE message.
It is understood that Resume ID is used to identify the UE context. The shortMAC-I and the E-UTRAN Cell Identifier are used for security verification. The E-UTRAN Cell Identifier is also used for access check. The above text needs to be updated to reflect the truth. One proposal is to replace the text with the following:
The old eNB shall respond with the RETRIEVE UE CONTEXT RESPONSE message in case of the following conditions:

· The old eNB is able to identify the UE context by means of the Resume ID contained in the RETRIEVE UE CONTEXT REQUEST message, and
· the UE verification is success using the ShortMAC-I and the E-UTRAN Cell Identifier of the new cell contained in the RETRIEVE UE CONTEXT REQUEST message, and
· the new cell where the RRC connection has been requested to be resumed is not forbidden for the UE according to the Handover Restriction List of the UE.
Proposal 2: Replace the existing paragraph with the above text. 

One scenario that was not explicitly discussed is that the new E-UTRAN cell is a shared cell i.e. broadcasting multiple PLMN IDs. In this case it is not clear which node selects the PLMN ID serving the UE in the new cell e.g the old eNB or the new eNB. The old eNB can select the PLMN ID serving for the UE in the new cell if using similar method with handover. This is also inline with the text agreed in last meeting i.e. “If the PLMN of the new cell is not the Serving PLMN stored in the UE Context the old eNB shall replace the Serving PLMN with the PLMN of the new cell and move the Serving PLMN to the equivalent PLMN list, before propagating the roaming and access restriction information to the new eNB.”.
Proposal 3: If the new cell is a shared cell, it is the old eNB to select the PLMN ID serving for the UE in the new cell. 
Proposal 4: It is further proposed to update the BL CR [2] accordingly (text highlighted with green).
8.3.x.2
Successful Operation
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Figure 8.3.x.2-1: Retrieve UE Context, successful operation

The new eNB initiates the procedure by sending the RETRIEVE UE CONTEXT REQUEST message to the old eNB. 
The old eNB shall respond with the RETRIEVE UE CONTEXT RESPONSE message in case of the following conditions:
· The old eNB is able to identify the UE context by means of the Resume ID contained in the RETRIEVE UE CONTEXT REQUEST message, and
· the UE verification is success by using the ShortMAC-I and the E-UTRAN Cell Identifier of the new cell contained in the RETRIEVE UE CONTEXT REQUEST message, and
· the new cell where the RRC connection has been requested to be resumed is not forbidden for the UE according to the Handover Restriction List of the UE.

The allocation of resources according to the values of the Allocation and Retention Priority IE included in the E-RAB Level QoS Parameters IE shall follow the principles described for the E-RAB Setup procedure in TS 36.413 [4].
The old eNB may include in the GUMMEI IE any GUMMEI corresponding to the source MME node.
If the new cell is a shared cell, the old eNB selects one PLMN ID that is UE’s registered PLMN ID or equivalent PLMN ID among the PLMN IDs broadcast by the new cell as the serving PLMN for the UE in the new cell.
If the selected PLMN of the new cell is not the Serving PLMN stored in the UE Context the old eNB shall replace the Serving PLMN with the selected PLMNof the new cell and move the Serving PLMN to the equivalent PLMN list, before propagating the roaming and access restriction information to the new eNB.
The new eNB shall act upon reception of the 
-
UE Security Capabilities IE,

-
AS Security Information IE,
-
Subscriber Profile ID for RAT/Frequency priority IE,
-
Handover Restriction List IE,
-
Location Reporting Information IE,
-
Management Based MDT Allowed IE
-
Management Based MDT PLMN List IE
-
Trace Activation IE,
-
SRVCC Operation Possible IE,
-
Masked IMEISV IE
-
Expected UE Behaviour IE,
-
ProSe Authorized IE,
within the RETRIEVE UE CONTEXT RESPONSE message as specified for the target eNB upon reception of the HANDOVER REQUEST message  for the Handover Preparation procedure.
8.3.x.3
Unsuccessful Operation
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Figure 8.3.x.3-1: Retrieve UE Context, unsuccessful operation

If the old eNB is not able to identify the UE context by means of the Resume ID contained in the RETRIEVE UE CONTEXT REQUEST message, it shall respond to the new eNB with the RETRIEVE UE CONTEXT FAILURE message.
8.3.9.4
Abnormal Conditions

Void.

<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

9.1.2.x1
RETRIEVE UE CONTEXT REQUEST
This message is sent by the new eNB to request the old eNB to transfer the UE Context to the new eNB.

Direction: new eNB ( old eNB.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.13
	
	YES
	ignore

	New eNB UE X2AP ID
	M
	
	eNB UE X2AP ID

9.2.24
	Allocated at the new eNB
	YES
	reject

	New eNB UE X2AP ID Extension
	O
	
	Extended eNB UE X2AP ID

9.2.86
	Allocated at the new eNB
	YES
	reject

	Resume ID
	M
	
	BIT STRING (SIZE (40))
	Resume ID contained in the RRCConnection ResumeRequest message (TS 36.331 [9]) .

The 20 most significant bits refer to the eNB ID of the eNB that allocated the Resume ID, the 20 least significant bits identify the UE Context stored at the eNB that allocated the Resume ID.
	YES
	reject

	ShortMAC-I
	M
	
	BIT STRING (SIZE (16))
	ShortMAC-I contained in the RRCConnection ResumeRequest message (TS 36.331 [9])
	YES
	reject

	New E-UTRAN Cell Identifier
	M
	
	ECGI 

9.2.14
	The E-UTRAN Cell global Identifier of the cell where the RRC connection has been requested to be resumed.
	YES
	reject


Editor’s Note:
The definition of the RRC message name needs to be confirmed.
3
Conclusion
The necessary changes related to the RETRIEVE UE CONTEXT REQUEST message has been shown. The followings are proposed:
Proposal 1: Define New E-UTRAN Cell Identifier as ECGI. 

Proposal 2: Replace the existing paragraph with the above text. 

Proposal 3: If the new cell is a shared cell, it is the old eNB to select the PLMN ID serving for the UE in the new cell. 
Proposal 4: It is further proposed to update the BL CR [2] accordingly (text highlighted with green).
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