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1
Introduction

RAN3 received an LS from RAN2 on security related agreements [1].

This document discusses necessary changes to the X2AP BL CR [2].

Note, that RAN2 agreements are pending SA3 confirmation, which is assumed throughout this document.

2
Discussion

[1] confirms that a Short MAC-I is used as an authentication token in MSG 3. Therefore this token needs to be provided together with the Resume ID to authenticate the UE at the old/source eNB. It is assumed that the Short MAC-I, according to TS 33.401 will be calculated using the following input: 

-
source C-RNTI,

-
source PCI and

-
target Cell-ID (to be precise: the E-UTRAN Cell Identifier). 

As said, it will be the old/source eNB that authenticates the UE, therefore the Short MAC-I needs to be provided to the old eNB. It is proposed to send also the target cell-ID to the old eNB.
Proposal 1 Introduce the Short MAC-I and the E-UTRAN Cell Identifier of the new cell into the RETRIEVE UE CONTEXT REQUEST message.
[1] agreed that the eNB provides the NCC in MSG 4.

If we would continue to align the new Retrieve UE Context procedure with the transfer of the UE Context during the X2 Handover Preparation, the new/target eNB would also need to provide the PCI/EARFCN-DL to the old/source eNB in order to allow it to calculate the KeNB*.

Proposal 2 The AS Security Information IE in the RETRIEVE UE CONTEXT RESPONSE message is needed and can be kept, however, PCI/EARFCN-DL would need to be provided to the old/source eNB in RETRIEVE UE CONTEXT REQEUST in order to allow the provision of the KeNB* to the new/target eNB.
There is one further, security related FFS in the BL CR[2] regarding the UE Security Capabilities. As the whole UE Context needs to be transferred to the new/target eNB, this information needs to be transferred as well.

Proposal 3 It is proposed to remove the FFS from the UE Security Capabilities IE.

Proposal 4 It is further proposed to update the BL CR [2] accordingly.
9.1.2.x1
RETRIEVE UE CONTEXT REQUEST
This message is sent by the new eNB to request the old eNB to transfer the UE Context to the new eNB.

Direction: new eNB ( old eNB.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.13
	
	YES
	ignore

	New eNB UE X2AP ID
	M
	
	eNB UE X2AP ID

9.2.24
	Allocated at the new eNB
	YES
	reject

	New eNB UE X2AP ID Extension
	O
	
	Extended eNB UE X2AP ID

9.2.86
	Allocated at the new eNB
	YES
	reject

	Resume ID
	M
	
	BIT STRING [FFS]
	Resume ID contained in the RRCConnection ResumeRequest message (TS 36.331 [9])
	YES
	reject

	ShortMAC-I
	M
	
	BIT STRING (SIZE (16))
	ShortMAC-I contained in the RRCConnection ResumeRequest message (TS 36.331 [9])
	YES
	reject

	New E-UTRAN Cell Identifier
	
	
	BIT STRING (SIZE (28))
	The E-UTRAN Cell Identifier of the cell where the RRC connection was resumed.
	YES
	reject

	PCI
	M
	
	INTEGER (0..503, …)
	Physical Cell Identifier of the neighbour cell
	YES
	reject

	EARFCN
	M
	
	9.2.26
	DL EARFCN for FDD or EARFCN for TDD
	YES
	reject


Editor’s Note:
The definition of the Resume ID will be specified in RAN2 Also the RRC message name needs to be confirmed.
9.1.2.x2
RETRIEVE UE CONTEXT RESPONSE
This message is sent by the old eNB to transfer the UE context to the new eNB.

Direction: old eNB ( new eNB.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.13
	
	YES
	ignore

	New eNB UE X2AP ID
	M
	
	eNB UE X2AP ID

9.2.24
	Allocated at the new eNB
	YES
	ignore

	New eNB UE X2AP ID Extension
	O
	
	Extended eNB UE X2AP ID

9.2.86
	Allocated at the new eNB
	YES
	ignore

	Old eNB UE X2AP ID
	M
	
	eNB UE X2AP ID

9.2.24
	Allocated at the old eNB
	YES
	ignore

	Old eNB UE X2AP ID Extension
	O
	
	Extended eNB UE X2AP ID

9.2.86
	Allocated at the old eNB
	YES
	ignore

	GUMMEI
	M
	
	9.2.16
	
	YES
	reject

	UE Context Information
	
	1
	
	
	YES
	reject

	>MME UE S1AP ID
	M
	
	INTEGER (0..232 -1)
	MME UE S1AP ID allocated at the MME
	–
	–

	>UE Security Capabilities
	M
	
	9.2.29
	
	–
	–

	>AS Security Information
	M
	
	9.2.30
	
	–
	–

	>UE Aggregate Maximum Bit Rate
	M
	
	9.2.12
	
	–
	–

	>Subscriber Profile ID for RAT/Frequency priority
	O
	
	9.2.25
	
	–
	–

	>E-RABs To Be Setup List
	
	1
	
	
	–
	–

	>>E-RABs To Be Setup Item
	
	1 .. <maxnoof Bearers>
	
	
	EACH
	ignore

	>>>E-RAB ID
	M
	
	9.2.23
	
	–
	–

	>>>E-RAB Level QoS Parameters
	M
	
	9.2.9
	Includes necessary QoS parameters
	–
	–

	>RRC Context
	M
	
	OCTET STRING
	Includes the RRC Handover Preparation Information message as defined in subclause 10.2.2 of TS 36.331 [9]
	–
	–

	>Handover Restriction List
	O
	
	9.2.3
	
	–
	–

	>Location Reporting Information
	O
	
	9.2.21
	Includes the necessary parameters for location reporting
	–
	–

	>Management Based MDT Allowed
	O
	
	9.2.59
	
	–
	–

	>Management Based MDT PLMN List
	O
	
	MDT PLMN List

9.2.64
	
	–
	–

	UE History Information [FFS]
	O
	
	9.2.38
	Same definition as in TS 36.413 [4]
	YES
	ignore

	Trace Activation
	O
	
	9.2.2
	
	YES
	ignore

	SRVCC Operation Possible
	O
	
	9.2.33
	
	YES
	ignore

	Masked IMEISV
	O
	
	9.2.69
	
	YES
	ignore

	UE History Information from the UE [FFS]
	O
	
	OCTET STRING
	VisitedCellInfoList contained in the UEInformationResponse message (TS 36.331 [9])
	YES
	ignore

	Expected UE Behaviour
	O
	
	9.2.70
	
	YES
	ignore

	ProSe Authorized
	O
	
	9.2.78
	
	YES
	ignore


	Range bound
	Explanation

	maxnoofBearers
	Maximum no. of E-RABs. Value is 256


Editor’s Note:
AS security handling is pending SA3/RAN2 decisions.
3
Conclusion
The necessary changes related to the Resume ID has been shown. The following is proposed:
Proposal 1
Introduce the Short MAC-I and the E-UTRAN Cell Identifier of the new cell into the RETRIEVE UE CONTEXT REQUEST message.
Proposal 2
The AS Security Information IE in the RETRIEVE UE CONTEXT RESPONSE message is needed and can be kept, however, PCI/EARFCN-DL would need to be provided to the old/source eNB in RETRIEVE UE CONTEXT REQEUST in order to allow the provision of the KeNB* to the new/target eNB.
Proposal 3
It is proposed to remove the FFS from the UE Security Capabilities IE.
Proposal 4
It is further proposed to update the BL CR [2] accordingly.
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