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 1. Overall Description:

SA3 thanks RAN2 for the LS R2-157126 providing answers to questions on LTE-WLAN RAN level integration support for legacy WLAN using IPSec Tunnelling (LWIP).
SA3 arrived at a security solution for the LWIP aggregation using a Security Gateway (LWIP-SeGW) function placed between the 3GPP operator network and the WLAN.  The agreed CR # 0555 (S3-160277) is attached. 
According to the solution, the eNB shall provide to the UE, over the secure RRC signalling, the following parameters: IP address of the LWIP-SeGW for the IKEv2 handshake, and the Initiator Identity value (IDi), that the UE shall use in the IKEv2 handshake. 
The eNB shall inform the LWIP-SeGW function over an interface that needs to be standardized by RAN groups of the expected initiation of IKEv2 handshake by a UE, for subsequent establishment of the IPSec, and provide the following parameters: the Initiator ID value (IDi) that the UE will use in the IKEv2 handshake, and the LWIP-PSK key for the IKEv2 handshake authentication. 
The above set of parameters needs to be captured in the relevant RAN specifications.

Regarding the question on the choice of mechanisms to differentiate between UL DRBs from a UE, there is no security reason to individually protect each DRB by a different IPSec Child SA. From signaling, resource and implementation point of view, this solution is not preferred. SA3 recommends that from a security point of view a solution based on secondary header (eg: GRE) to identify DRBs is preferred.
2. Actions:

To RAN2, RAN3 group:

ACTION: 
SA3 kindly asks RAN2 and RAN3 to take note of the answer above in their specifications work and proceed with standardization of the interface between eNB and LWIP-SeGW.
3. Date of Next SA3 Meetings:
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