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1
Introduction

Security information is passed from the eNB to the WT, enabling secure association with the target UE. However the specifics of this information are not defined, and this is currently marked as FFS. This document therefore includes a related text proposal.
2
Status in SA3
SA3 has approved a relevant CR [1], and the following brief description of the security mechanism is based on its contents.

The WiFi communication established between the WT and the UE shall be protected using the IEEE 802.11 security mechanisms. The security key for protecting the WiFi link is computed from the current UE – eNB security context. 

When the eNB initially establishes LWA with the UE through a WT for a given AS security context shared between the eNB and the UE, the eNB generates the S-KWT for the WT and sends it to the WT over the Xw. The same S-KWT is also generated by the UE.

To generate the S-KWT, the eNB shall use a counter, called a WT Counter (16-bit counter) which is associated with the EPS AS security context. The WT_Counter shall be incremented for every new computation of the S-KWT. The WT Counter is used as freshness input into S-KWT derivation.The eNB shall send the value of the WT Counter to the UE over the RRC signalling path when it is required to generate a new S-KWT. 

The process is shown below:
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The UE and WT shall use the key S-KWT as equivalent to the Pair wise Master Key PMK defined in IEEE 802.11 specification to establish the WiFi security. The PMK will be used to start the 4way handshake on the WiFi link between the UE and the AP.

2.1
Resulting Xw Requirement

Based on the above, the eNB needs to be able to send the S-KWT during addition, and also optionally during modification (i.e. whenever the eNB decides to increment the WT Counter).

We note that currently the WLAN Security Information IE is sent with mandatory presence to the WT during the WT Addition Preparation procedure. Also, the same IE is sent optionally during the WT Initiated WT Modification procedure, and, if required, this IE can be sent in this procedure without any modification to the bearers. Therefore the IE already fulfils the main requirement.
It remains to add the details of the S-KWT. This can simply now be added within the already defined IE. To ensure secure-proof design, it is proposed to define the WLAN Security Information IE as a sequence including the S-KWT and a protocol extension container. This is shown in the text proposal in the next section.

With this, it is also proposed to remove all FFS’s and Editor’s Notes related to security (not included here for brevity).
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9.1.14
WT ADDITION REQUEST

This message is sent by the eNB to the WT to request the preparation of resources for LTE-WLAN aggregation for a specific UE
Direction: eNB ( WT.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1
	
	YES
	reject

	eNB UE XwAP ID
	M
	
	UE XwAP ID 9.2.24
	Assigned by the eNB
	YES
	reject

	UE Identity
	M
	
	9.2.16
	
	YES
	reject

	WLAN Security Information
	M
	
	9.2.XX
	
	YES
	reject

	E-RABs To Be Added List
	
	1
	
	
	YES
	reject

	>E-RABs To Be Added Item
	
	1 .. <maxnoof Bearers>
	
	
	EACH
	reject

	>>E-RAB ID
	M
	
	9.2.18
	
	–
	–

	>>E-RAB Level QoS Parameters
	M
	
	9.2.19
	Includes necessary QoS parameters
	–
	–

	>> eNB GTP Tunnel Endpoint
	M
	
	GTP Tunnel Endpoint 9.2.22
	Endpoint of the Xw transport bearer at the eNB
	–
	–


>>>>>>>>>>>>>>>>>>>>>>>>>   NEXT CHANGE     <<<<<<<<<<<<<<<<<<<<<<<<<<

9.1.17
WT MODIFICATION REQUEST

This message is sent by the eNB to the WT to request the preparation to modify WT resources for a specific UE.

Direction: eNB ( WT.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1
	
	YES
	reject

	eNB UE XwAP ID
	M
	
	UE XwAP ID 9.2.24
	Assigned by the eNB
	YES
	reject

	WT UE XwAP ID
	M
	
	UE XwAP ID 9.2.24
	Assigned by the WT
	YES
	reject

	Cause
	M
	
	9.2.4
	
	YES
	ignore

	UE Context Information
	
	0..1
	
	
	YES
	reject

	>WLAN Security Information
	O
	
	9.2.XX
	
	YES
	reject

	>E-RABs To Be Added List
	
	0..1
	
	
	–
	–

	>>E-RABs To Be Added Item
	
	1 .. <maxnoof Bearers>
	
	
	EACH
	ignore

	>>>E-RAB ID
	M
	
	9.2.18
	
	–
	–

	>>>E-RAB Level QoS Parameters
	M
	
	9.2.19
	Includes necessary QoS parameters
	–
	–

	>>> eNB GTP Tunnel Endpoint
	M
	
	GTP Tunnel Endpoint 9.2.22
	Endpoint of the Xw transport bearer at the eNB
	–
	–

	>E-RABs To Be Modified List
	
	0..1
	
	
	–
	–

	>>E-RABs To Be Modified Item
	
	1 .. <maxnoof Bearers>
	
	
	EACH
	ignore

	>>>E-RAB ID
	M
	
	9.2.18
	
	–
	–

	>>>E-RAB Level QoS Parameters
	O
	
	9.2.19
	Includes QoS parameters to be modified
	–
	–

	>>> eNB GTP Tunnel Endpoint
	O
	
	GTP Tunnel Endpoint 9.2.22
	Endpoint of the Xw transport bearer at the eNB
	–
	–

	>E-RABs To Be Released List
	
	0..1
	
	
	–
	–

	>>E-RABs To Be Released Item
	
	1 .. <maxnoof Bearers>
	
	
	EACH
	ignore

	>>>E-RAB ID
	M
	
	9.2.18
	
	–
	–

	>>>DL Forwarding GTP Tunnel Endpoint
	O
	
	GTP Tunnel Endpoint 9.2.22
	Identifies the Xw transport bearer used for forwarding of DL PDUs
	–
	–


>>>>>>>>>>>>>>>>>>>>>>>>>   NEXT CHANGE     <<<<<<<<<<<<<<<<<<<<<<<<<<

9.2.XX
WLAN Security Information
The WLAN Security Information IE is used to apply security in the WLAN as defined in TS 33.401 [RefXX].

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	WT Security Key
	M
	
	BIT STRING (SIZE(256))
	The S-KWT which is provided by the eNB, see TS 33.401 [xx].


>>>>>>>>>>>>>>>>>>>>>>>>>   NEXT CHANGE     <<<<<<<<<<<<<<<<<<<<<<<<<<

WLANSecurityInfo ::= SEQUENCE {

wT-Security-Key
BIT STRING (SIZE(256))
iE-Extensions

ProtocolExtensionContainer { { WLANSecurityInfo-Item-ExtIEs} }
OPTIONAL,


...

}

WLANSecurityInfo-Item-ExtIEs XWAP-PROTOCOL-EXTENSION ::= {


...

}
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