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1   Introduction
In subclause 2.4 of R3-151637:

“This issue was already studied and documented in [2]. Only one of the identified solutions (i.e. using the UE WLAN MAC address as UE identity over Xw) seems to be fully compliant with the WI requirements, having no impact on either WLAN AP behavior or WLAN air interface. We believe it should be considered as baseline for further work.

Proposal 7: Consider using the UE WLAN MAC address as Xw UE identity as baseline for further work.”

In subclause 2.2 of R3-151380:

“To correlate the data transmission in Xw interface and WLAN air interface, there are three proposals during the discussion in the study item of MRJC: UE IMSI, UE MAC ID, or PTID. In our understanding, the MAC Address is the best one, which is widely used in WLAN, and does not result in any impact on the current WLAN air interface. 

Proposal 2: It is proposed RAN3 to agree to use the UE WLAN MAC address in WLAN to correlate the UE ID for data transmission over Xw and WLAN.”

In this contribution we would like to reply to these proposals explaining why we should consider the PTID (Pseudo Terminal ID) based approach described in TR 37.870 [3].
2   Discussion and proposal
As indicated in subclause 5.1.2.4 of TR 37.870 [3], using the PTID as Xw UE ID:
“[…] would require changes in the 3GPP air interface as well and, similarly to the UE WLAN MAC address based method, it will involve UE-eNB/RNC signalling (which is out of the scope of the current SI). Notice that the PTID would be sent from the UE to the WLAN by re-using the existing EAP-Identity Response message, and therefore seems applicable only for a limited set of authentication mechanisms.
On the WLAN side, besides UE behaviour changes, some AP behaviour changes are also required, since the AP would need to be able to read such field (currently the EAP message is transparently forwarded to the AAA). In any case, a more detailed assessment might be needed in the normative phase. The PTID based method would

-
not affect the current security level of 3GPP RAN and WLAN, neither TMSI nor UE MAC address would be shared out of their original system, and

-
similarly to the other methods, allow RAN to block unauthorized WLAN access (user manually selecting WLAN).”
Observation 1: As clarified in [3], the PTID method does not impact the WLAN interface.

The PTID method is based on the usage of the EAP-Identity Response message. As indicated in the LS sent by RAN2 to SA3 on authentication and encryption between UE and WLAN for aggregation [4]:
“RAN2 has agreed that authentication for LTE-WLAN aggregation operation can alternatively use the existing EAP/AKA mechanisms”.

Observation 2: EAP/AKA based mechanisms (on which the PTID method is based) are valid options for authentication.

Concerning the AP behaviour, we need to clarify that the IEEE specifications do not mandate the AP to ignore the EAP-Identity field of the EAP messages.
Consequently, the PTID-based method would not contradict the specific requirement stated in subclause 4.1 of the Work Item description [5]:

“2.
Avoid IEEE 802.11 specification impacts”.
Observation 3: The PTID-based method is fully compliant with the WI requirements.

Finally, using a PTID which includes also an eNB identification part would allow to maintain ANR relationships between WT and eNBs in case of UE mobility. 

Observation 4: The PTID-based method seems beneficial also in light of maintaining ANR relationships between eNBs and WT.
Taking the above considerations into account, we propose:
Proposal: consider the PTID method and send an LS to SA3 for evaluating its security characteristics.
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