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1
Introduction

According to the answer LS from RAN2 [1]:
RAN2 further discussed RRC procedures for change of KeNB and S-KeNB. The following was agreed:

1. The procedure design should address the key update due to the change of KeNB (either rekeying initiated by MME or refresh initiated MeNB locally) and S-KeNB update initiated by the SeNB.

2. Towards the UE, there is one RRC message for SCG release/add that can be used to:

a. Update S-KeNB (as part of RRCConnectionReconfiguration). 

b. Update KeNB and S-KeNB (as part of intra-MeNB handover, i.e., RRCConnectionReconfiguration with mobilityControlInfo)

The SCG addition always implies provisioning of a new S-KeNB. Changing the K-eNB without changing the S-KeNB is not supported
And further:

RAN2 would like to inform RAN3 about the agreement that the SCG related signalling towards the CN could be suppressed when using one RRC message to release and add SCG within the same SCG.

The above agreements mean that the procedure where the SCG is released and added again with separate X2AP as well as RRC procedures (as indicated in LS R2-141844) is not required for the security key change.  

An immediate observation along this agreement would be that for rekeying /key refresh, one RRC message to release and add SCG within the same SCG is used and separate X2AP to release and add SCG for rekeying/Key change is not required .It means that existing X2AP procedures (Modification / Addition) can be used for security key change.

Further, this contribution aims at listing and discussing different scenarios where keys should be changed and discussing which existing signal from X2AP modification procedure can be used for Key change procedure.
The scenarios discussed within this paper are as follows:
1.
Key change triggered by the MME or triggered by MeNB(KeNB)
2.
Key Change triggered by SeNB (for S-KeNB)
3. Key Change triggered by MeNB (for S-KeNB)
Update during RAN3#85 / RAN2#87:

RAN2 has agreed to use “SCG change”, i.e., “intra-SCG HO”, procedure in RRC level to update with certain parameters as PSCell change and key change of S-KeNB (e.g. due to PDCP wrap around). It can be anticipated that this procedure is used also for bearer type change  etc. In this procedure,  it can be assumed that security keys are changed, Random Access triggered, as well as RLC/PDCP/MAC  entities re-established.

See RAN2#87 chair notes:
It was agreed that:


->The change of the PSCell can only be performed by an “SCG Change”

On the other hand, it is agreed that PSCell change is triggered by SeNB, as in Stage-2 it is captured that -
“The SeNB decides PSCell within the SCG” (see §7 in the running CR to 36.300).
These agreements imply that the SeNB may trigger a procedure which result in changing S-KeNB but is not due to security reasons (e.g. PDCP wrap around).

It can be noted that RAN2 discussed relation between X2 procedures to realize “SCG Change” as well as simplifications of RRC procedures. However, it was not possible to progress in RAN2 as RAN3 impacts are not understood:
See RAN2#87 chair notes:
=>
Should first understand how the SCG Change is realized on X2 and what the simplification of removing it would be. 

This document takes this latest developments into account as well and are shown with revision-marks against the previous tdoc version.

2
Discussion

2.1
Key Change triggered by the MME/ Triggered by MeNB
In this scenario the key change is triggered by the MME or by the MeNB. It is agreed that both keys (KeNB and S-KeNB) should be changed [1].
The following parameterization is needed for key changing in this scenario for X2AP signaling:

	X2AP message
	Parameters

	SeNB Modification Request: (MeNB triggered SeNB modification request)
	S-KeNB, Encryption Algorithms

	SeNB Modification Acknowledgment,
	Security related parameters included in the respective RRC container


For key change in the “Key change triggered by the MME/ triggered by MeNB “scenario, we propose these X2AP procedures: 

Proposal 1:
Include the S-KeNB, and UE Encryption Algorithms in the SeNB Modification Request. 
Proposal 2:
Include the Chosen Encryption Algorithms and in the SeNB Modification Acknowledgment.
2.2 
Key change triggered by SeNB (for S-KeNB)

In this scenario, key changing is triggered by the SeNB for changing of the S-KeNB.
In this scenario the following X2 messages and parameters are needed:
	X2AP message
	Parameters

	Step 1-SeNB Modification Required
	Indication to change S-KeNB (new parameter)
RRC Container (Including e.g. the RRC message “SCG Change” to perform a PSCell change.

	Step 2-SeNB Modification Confirm
	new S-KeNB, Encryption Algorithms (there is no RRC container provided related to the SCG Change as such, but the MeNB might have changed the MCG configuration and would have to inform the SeNB about this fact.)


The figure below depicts the overall scenario:
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For key change in the “Key change triggered by SeNB(for S-KeNB) “scenario, we propose these X2AP procedure: 

Proposal 3:
A new parameter to trigger the change of the S-KeNB needs to be introduced in the SeNB Modification Required Message, together with the relevant RRC container for e.g. the PSCell change. 
Proposal 4:
Including the New S-KeNB and Encryption Algorithms in the SeNB Modification Confirm Message.

2.3 
Key change triggered by MeNB (for S-KeNB)

In this scenario, key changing is triggered by the MeNB for changing the S-KeNB.
In this scenario, the X2AP messages and parameters needed are as follows:
	X2AP Procedure
	Parameters

	SeNB Modification Request
	S-KeNB  ,Encryption Algorithms

	SeNB Modification Acknowledgment
	RRC container includes and optionally chosen Algorithms.


For key change in the “Key change triggered by MeNB(for S-KeNB) “scenario, the necessary signaling is the same as already described in section 2.1 for the MME /MeNB triggered key change. 
3
Summary and Proposal 
For all discussed scenarios in this paper, we propose these X2AP procedures:
Proposal 1:
Include the S-KeNB, and UE Encryption Algorithms in the SeNB Modification Request. 
Proposal 2:
Include the Chosen Encryption Algorithms and in the SeNB Modification Acknowledgment.

Proposal 3:
A new parameter to trigger the change of the S-KeNB needs to be introduced in the SeNB Modification Required Message, together with the relevant RRC container for e.g. the PSCell change.

Proposal 4:
Including the New S-KeNB, and Encryption Algorithms in the SeNB Modification Confirm Message.
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