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1 Introduction

The counter check procedure is used by E-UTRAN to request the UE to verify the amount of data sent/ received on each DRB. More specifically, the UE is requested to check if, for each DRB, the most significant bits of the COUNT match with the values indicated by E-UTRAN.
In the last meeting the agreement was to define a new X2 procedure for counter check. The open point which entity trigger the counter check procedure.

2 Discussion
To support the Counter check for SCG DRB, there are two procedures to consider

a) SeNB indication of the counter value to the MeNB
b) MeNB retrieval the counter value from the SeNB

In case the triggering of the counter check needs to take into account the amount of data passed via a DRB, there is a need for a procedure by which SeNB can trigger the procedure (and in which it indicates the current count values). If an SeNB initiated counter check procedure is introduced, there does not seem a need for a procedure by which MeNB can initiate counter check for SCG DRBs. I.e. the MeNB, that is overall responsible for security, can monitor the counter checking performed by SeNB. If regarded as insufficient, the MeNB could consider the SeNB as vulnerable and no offload traffic to that SeNB anymore.

With this approach the MeNB initiates counter check for MCG and split DRBs, while SeNB initiates counter check for SCG DRBs. In case the MeNB initiates the procedure, the counter check message towards the UE would not include the SCG DRBs. Although 36.331 seems to assume that E-UTRAN includes all DRBs, it is clear the UE is able to cope with the case some DRBs are not included. Hence we see no need to modify the RRC specification.

In case the triggering of the counter check need not take into account the amount of data passed via a DRB (i.e. can be done periodically) there is no real need for the SeNB to initiate the procedure. In such case, the MeNB could just initiate the procedure periodically and covering all DRBs. This alternative would require a procedure by which MeNB can retrieve the count values from SeNB.

In case there is no security need to support a SeNB initiated counter check, the alternative comprising of only the MeNB initiated counter check seems to be most straigtforward. Anyhow, we have no strong preference and hence propose:

Proposal 1
RAN3 is requested to take the above into accounte and discuss and conclude:

· 
the need to introduce an SeNB initiated counter check

· 
the need to introduce an MeNB initiated counter check

If SeNB initiated counter check

[image: image1.emf]UE

MeNB SeNB

Counter Check Ind

Counter Check

Counter Check Rsp

Figure 1: Initiated by SeNB
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We assume that in case the counter check fails, the MeNB releases the UE context in the SeNB, which suggests that the counter check procedure can be class 2 (i.e. without response). 

Proposal 2:
Introduce a new X2 AP procedure (Class 2) by which the SeNB can trigger counter check for SCG DRBs 
If MeNB initiated counter value retrieval
We have identified the following options to be considered for the MeNB initiated counter value retrieval, if required:

1) 
Introduce a field in the SeNB Modification Request to request the SeNB to provide the count values for the SCG DRBs configured for the UE. Likewise the SeNB Modification Request Acknowledge would include a field by which the SeNB transfers the concerned count values

2) 
Introduce a new X2 AP procedure

We think the number of X2 AP procedures introduced for dual connectivity is already significant and hence would like to avoid introducing even more. Furthermore the SeNB Modification Request Procedure already supports cases in which there is no reconfiguration on Uu. Although we have no strong preference, we have a slight preference for option 1.

Proposal 3 RAN3 is requested to discuss and conclude how to support the MeNB initiated counter value retrieval, if required
3 Conclusion & recommendation

This document discuss some security related reporting between MeNB and SeNB, we have following proposals:

Proposal 1
RAN3 is requested to take the above into accounte and discuss and conclude:

· 
the need to introduce an SeNB initiated counter check

· 
the need to introduce an MeNB initiated counter check
Proposal 2
Introduce a new X2 AP procedure (Class 2) by which the SeNB can trigger counter check for SCG DRBs, if required
Proposal 3  RAN3 is requested to discuss and conclude how to support the MeNB initiated counter value retrieval, if required
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