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1. Overall Description:
SA3 needs to know the Small Cell Counter (SCC) length to finalize our specification for dual connectivity. 
The length as such is not important for the security of dual connectivity but for technical reasons it has to be one of the input parameters to the key derivation function.

When the MeNB needs to update the S-KeNB it increases the SCC and derives a fresh S-KeNB based on the updated SCC. The MeNB next sends the updated S-KeNB to the SeNB. There are several cases when the MeNB need to update the S-KeNB. The first is when the space of fresh radio bearer identities used with the currently active KeNB has been exhausted and the MeNB needs to offload another radio bearer. 
Another case is when the SeNB has requested an update of the S-KeNB because the PDCP COUNTs are close to wrap around for any radio bearer in the SeNB. Yet another case is when the MeNB has established a new KeNB for use between the UE and the MeNB, and this KeNB is either received from the MME, or it is derived from a fresh NH value. 
RAN2 were not sure whether 16-bits would be too much or too little for the SCC in the last LS on this topic (R2‑140934).Therefore, SA3 analysed possible options and boundaries for the length to aid RAN2 in the work (see the attached S3-140746). The conclusions are as follows:
-
There are no security requirements on the lower bound of the SCC.

-
There are no security requirements on the upper bound of the SCC.

-
SA3 could accept a 64-bit SCC and then only transfer the n LSBs from the MeNB to






 the UE in the RRC reconfiguration message.

-
SA3 could also accept the 16-bit SCC sent in full over the RRC reconfiguration message






 as discussed with RAN2 earlier.
Please note that SA3 has no preference on the actual number of bits mentioned above (16 and 64); as stated in the first two bullets either on how many or how few bits the SCC is. Those numbers are only examples given to illustrate the difference between using an obviously sufficient length, and only sending parts of the SCC to the UE, compared to using a shorter length and sending the SCC in full.
2. Actions:

To RAN2:
ACTION: 
SA3 kindly asks RAN2 (consulting RAN3 as necessary) to agree on a length for the SCC with the aid of the information above.
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