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1  Introduction
If the bearer context in the SeNB was configured with the SCG bearer option in Dual Connectivity, i.e. the PDCP was located in the SeNB independently for those SCG bearers, how to implement the counter check procedure between E-UTRAN and the UE effectively introduces a RAN3 issue. In this contribution, we will discuss the content and the signalling flows which exchange between the MeNB and the SeNB, to make the UE verify the amount of data sent/received also on each SCG bearer based on the information received from the MeNB.
2  Discussion
2.1  What to Report 
In the current specification[1], the E-UTRAN indicates the current COUNT MSB values(IE countMSB-Uplink and countMSB-Downlink) associated to each DRB(IE drb-Identity) to the UE in the CounterCheck message, the UE is requested to check if, for each DRB, the most significant bits (MSB) of the COUNT match with the values indicated by E-UTRAN and response the actual COUNT values which did’t match (or even the DRB did not be included in the CounterCheck message) in the CounterCheckResponse message. The procedure enables E-UTRAN to detect packet insertion by an intruder. 
While in DC and the bearer context in the SeNB was configured with the SCG bearer option, in order the UE could check the COUNT values for all the DRBs configured (no matter the DRB type is MCG bearer or SCG bearer) from the CounterCheck message received from the MeNB, apparently, the MeNB should know the COUNT MSB values associated to each SCG bearer, i.e. the SeNB should report those informations to the MeNB (IE countMSB-Uplink, countMSB-Downlink and E-RAB ID of the SCG bearer), then the MeNB could generate the complete CounterCheck message including the COUNT information for both MCG bearers and SCG bearers i.e. the all DRBs configured to the UE.
Proposal 1: The SeNB should report the current COUNT MSB values associated to each SCG bearer to the MeNB.
Furthermore, taking the latency of X2 interface into consideration, the SeNB could include the time information (e.g. SFN) in the report message, to make the MeNB learn that the reported values was occurred up to that accurate time slot.
2.2  How to Report
The report content mentioned in Section 2.1 has its own purpose and is different from the existing X2AP procedures, so we think it’s better to design a new X2AP procedure for it.
Proposal 2: It should design a new X2AP procedure for the SeNB reporting the amount of data to the MeNB.
This new procedure uses UE-associated signalling, and it could be initiated by the MeNB, e.g. when any of the COUNT values associated to the MCG bearer reaches a specific value (threshold). It could also be initiated by the SeNB, e.g. when any of the COUNT values associated to the SCG bearer reaches a threshold.
When the procedure is initiated by the MeNB, the MeNB could send the COUNTER CHECK REQUEST message (the message name in this paper is just for example) to the SeNB, then the SeNB send the COUNTER CHECK RESPONSE message to the MeNB including the IEs mentioned in Section 2.1, as shown in Fig 1.


Fig1. X2AP: Counter Check, MeNB initiated
When the procedure is initiated by the SeNB, the SeNB could send the COUNTER CHECK INDICATION message to the MeNB, including the IEs mentioned in Section 2.1, as shown in Fig 2. Moreover, the threshold (or period, etc.) in the SeNB may be configured by the MeNB before hand, e.g. via a COUNTER CHECK REQUIRED message.


Fig2. X2AP: Counter Check, SeNB initiated
Proposal 3: RAN3 is kindly asked to confirm those two use cases and discuss the Stage 2 signalling flows.
3  Conclusions
Proposal 1: The SeNB should report the current COUNT MSB values associated to each SCG bearer to the MeNB.
Proposal 2: It should design a new X2AP procedure for the SeNB reporting the amount of data to the MeNB.
Proposal 3: RAN3 is kindly asked to confirm those two use cases and discuss the Stage 2 signalling flows.
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