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1
Introduction

This contribution introduces latest agreements in SA3 about Security issues for Dual connectivity and gives a proposal for algorithm negotiation and their implications to signalling on X2.This is of course related only to the SCG bearer option.

2
Discussion

2.1
SA3 Agreements during the SA3#74
SA3 identified a topic on Security Issues during the small cell enhancement discussion at SA3#74 and the following agreement provided in the attached file ( S3-140211) [1] in  the LS ( R3-140025) [2] at RAN3#83.
SA3 could not identify shortcomings in the existing procedures to support small cell enhancements architecture 3C.

The agreements below were made during the small cell enhancement for architecture 1A discussions in SA3#74. Included are also some notes from the discussions to capture rationale for agreements where seen necessary.
· It is beneficial to reuse LTE security solution defined for Uu and X2 interface as much as possible

· Agreed that MeNB derives a base-key (S-KeNB) and sends it to SeNB over X2. The SeNB derives its user plane encryption key from the received S-KeNB.
· Agreed to give the name S-KeNB to the base-key, which the MeNB derives from the currently active KeNB and sends to the SeNB when establishing RBs in the SeNB.
· Agreed a freshness value shall be used in S-KeNB derivation, and that this freshness value shall be new for every time a DRB establishment procedure is run with a SeNB. The MeNB shall use a counter that is kept per KeNB as freshness value.
· Agreed that the frequency parameter EARFCN‑DL and PCI shall be not be used as input to S‑KeNB derivation. The reason is that they do not provide any security enhancement and any potential efficiency gain is perceived as being too small.
· Agreed that the UE can assume the freshness value is fresh (RRC integrity and replay protection guarantees this under the assumption that the eNB is behaves correctly
As can be seen from the basic decisions at SA3#74, the following conclusions can be drawn:

1.
If applicable, i.e. if the SCG bearer option is (to be) configured for a bearer that is setup at the SeNB, the MeNB provides the base key S-KeNB to the SeNB which is derived from the currently active KeNB.
2.
The freshness value is generated by the MeNB and communicated to the UE. It is still FFS how exactly this value is generated and whether the SeNB would take part on any communication regarding this value." 

2.2
Proposal for Algorithm Negotiation for the SCG bearer option
The following agreement provided for algorithm negotiation at SA3#74 in the attached file (S3-140211) [1] in the LS ( R3-140025) at RAN3#83  [2]
· Agreed that the SeNB only need a user plane encryption key; we need to check that we can add integrity protection in the future in a reasonable way should it ever be necessary.

· Agreed that, to derive the user plane encryption key from the S-KeNB, we shall use the construction of the input to the KDF defined in TS 33.401 clause A.7 “Algorithm key derivation functions”. This implies that the same Algorithm type identifier value is used as when deriving the user plane encryption key in the MeNB. The reason this is acceptable is that the S-KeNB is derived from the KeNB in the MeNB using unique input, so the user plane encryption key in the MeNB and the encryption key in the SeNB will be cryptographically separated. The same rationale applies for any other type of key mentioned in clause A.7, should they be needed any time in the future.
· Agreed that S3-140118 shall be the working assumption for the algorithm negotiation. Additional optimizations may be made, for example, the MeNB may learn which algorithms the SeNB are selecting and may make the selection itself when it knows what the SeNB supports. The MeNB may also be configured with the algorithms supported by the SeNB and make the selection based on this.
According to the above agreement at SA3#74, the algorithm negotiation for Architecture 1A is analyzed below and shows at Figure 1.
Before the DRBs are established with the SeNB, the UE is already in RRC-CONNECTED state and share an AS security context with the MeNB. In particular, the MeNB has the UE EPS security capabilities and the UE and the MeNB has agreed on encryption and integrity algorithms for the RBs they use.
According to clause 8.1.4.1 of TR 36.842 v1.0.0:
The MeNB at this point may decide to request an SeNB to establish DRBs for the UE. This request message will be referred to as X2 SeNB Addition/Modification Request. 

The SeNB then creates a container with configuration information which is returned to the MeNB in a message called X2 SeNB Addition/Modification Command below. 

The MeNB then configures RRC of the UE with the information received from the SeNB.
The existing components of the EPS algorithm negotiation can be integrated in the above signaling as follows:
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Figure 1. Overview of algorithm negotiation in dual connectivity
1. The UE and the MeNB share an AS security context.
2. The SeNB Addition/Modification indication message request includes:

· UE EPS security capabilities that the MeNB received from the MME

· Encryption algorithm for the SRBs which the MeNB and the UE are currently using.
When establishing one or more DRBs for a UE at the SeNB, the MeNB shall forward the UE EPS security capabilities associated with the UE and the identifier for the AS encryption algorithm the SeNB selected for the UE for the SRBs to the SeNB in the X2 SeNB Addition/Modification Request message.
3.  Upon receipt of this message, the SeNB shall identify the AS encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that is also present in the received UE EPS security capabilities.
If the so identified AS encryption algorithm is different from the one indicated in the received X2 SeNB Addition/Modification Request message, the SeNB shall include an indicator for the locally identified AS encryption algorithm in the X2 SeNB Addition/Modification Command message 

If the two algorithms are the same, the SeNB does not include any algorithm indicator in the response.
According to the SA3 agreement [2]:
Additional optimizations may be made, for example, the MeNB may learn which algorithms the SeNB are selecting and may make the selection itself when it knows what the SeNB supports. The MeNB may also be configured with the algorithms supported by the SeNB and make the selection based on this.

4. If the MeNB an AS encryption algorithm indication in the X2 SeNB Addition/Modification Command message, the MeNB shall forward the indication to the UE during the RRC-RECONFIGURATION procedure that establishes the SeNB DRBs in the UE. If the UE does not receive any AS encryption algorithm indication in this RRC-RECONFIGURATION procedure, the UE shall use the same AS encryption algorithm for the SeNB DRBs as it uses for the SRBs.
The MeNB does not need to be configured with the algorithms supported by the SeNB, nor need the MeNB know the local algorithm priority list of the SeNB. This is because the MeNB can over-ride the algorithm included in SeNB Addition/Modification Request message.
2.3
Proposal for Key establishment for Dual connectivity 
To keep the security level in LTE intact, the encryption key shall be bound the algorithm with which it is used. The proposed scheme above prevents the key establishment option that the actual encryption key is derived by the MeNB and included in the SeNB Addition/Modification Request message. 

According to the SA3 agreement [2] and analysis the Algorithm negotiation in section 2.2, the best choice for Key establishment for Dual connectivity is that: 
MeNB derives a separate KeNB for the SeNB, which is included in the SeNB Addition/Modification Request, and the SeNB then derives the encryption key locally. 
2.4 
Key change on the Fly (Originally initiate from the MME )
After a key change (KeNB ) on the fly procedure in the MeNB(initiate by the MME), the MeNB shall initiate a re-keying of S-KeNB. This follows the agreements from SA3#74.

According to the SA3 agreement [2]:
If the MeNB locally refreshes the KeNB from an NH value, then the MeNB shall refresh the S-KeNB in the SeNB (otherwise two-hop security will not be stringent). If the MeNB locally refreshes the KeNB from an old KeNB, then the MeNB may refresh the S-KeNB in the SeNB. If the SeNB initiates a refresh of the S-KeNB, then it is FFS how the MeNB enforces that refresh.

-
KeNB key change on-the-fly 

-
KeNB refresh initiated by the MeNB

-
S-KeNB refresh initiated by the SeNB

This Key modification procedure should be consider in SeNB Modification and MeNB could perhaps send the refresh S-KeNB   to the SeNB in the SeNB Modification trigger message .
3
Proposal
It is proposed that RAN3 follows SA3 agreements and provide the security related information in the following X2 messages/EPs:
· In SeNB Addition/Modification, the MeNB provides the S-KeNB (which is derived from the currently active  KeNB ) and sends it to the SeNB. 
· After a key change (KeNB ) on the fly procedure in the MeNB(initiate by the MME), the MeNB shall initiate a re-keying of S-KeNB.Re-keying of S-KeNB could be send from MeNB to SeNB on SeNB Modification Request . 
· When establishing one or more DRBs for a UE at the SeNB, the MeNB shall forward the UE EPS security capabilities associated with the UE and the identifier for the AS encryption algorithm the SeNB selected for the UE for the SRBs to the SeNB in the X2 SeNB Addition/Modification Request message. 
Upon receipt of this message, the SeNB shall identify the AS encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that is also present in the received UE EPS security capabilities.  If the so identified AS encryption algorithm is different from the one indicated in the received X2 SeNB Addition/Modification Request message, the SeNB shall include an indicator for the locally identified AS encryption algorithm in the X2 SeNB Addition/Modification Command message.
4
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