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Introduction
RAN#63 agreed the Restart Indication mechanism [1]. “Global eNB ID” IE was included in the Restart Indication message in the approved CR. The usage of the eNB ID is to enable the MME to forward the reloaded warning message to the restarted eNB [2].

In case of HeNB with HeNB GW deployment, how the MME find the HeNB GW using the HeNB ID is not clear. This contribution discussed this issue and the corresponding security problem.

1 Discussion
	15A
Restoration of data in E-UTRAN

15A.1
eNodeB Failure 

…… Upon receipt of a PWS Restart Indication message, the CBC shall consider that the warning message service is restarted in the reported cell(s), i.e. the service is operational and no warning messages are being broadcast in the cell(s). The CBC shall then re-send the warning message data to the eNodeB for these cells, if any. When doing so, the CBC shall include the identity of the restarted eNodeB in the Write-Replace-Warning-Request message(s) to enable the MME to forward the message(s) only to the eNodeB that has restarted. The CBC shall consider a PWS Restart Indication message received shortly after a preceding one for the same eNodeB as a duplicate message and shall ignore it. 


Referred to 23.007[2], when the restarted eNB is a HeNB connecting to a MME through a HeNB GW, the MME only knows the HeNB GW’s ID rather than the HeNB’s ID. After receiving the reloaded warning message from a CBC, the MME cannot forward the message to the HeNB GW connected the restarted HeNB according to the HeNB ID. 

The two alternatives can be considered to solve this issue:

· Alt1: The restarted HeNB places the connected HeNB GW’s ID into the “Global eNB ID” IE of the Restart Indication message. If the CBC reloads the impacted warning message to the restarted “eNB”, it places the received “Global eNB ID” IE into the warning message, the MME can forward the message to the correct HeNB GW according to the “Global eNB ID” IE. After receiving the warning message, the HeNB GW forwards it to the HeNB as usual.
· Alt2: The restarted HeNB puts the HeNB ID into the “Global eNB ID” IE of the Restart Indication message. Before forwarding the received Restart Indication, the connected HeNB GW replaces the HeNB ID with the HeNB GW ID. When CBC places the received “Global eNB ID” IE in the warning message, the MME and the HeNB GW act as the same as Alt1.
Besides, according to the LS [3] from CT to RAN3#83bis and 33.320[4], HeNB GW should do the verification of HeNB’s ID for the connected HeNBs. However,

· If Alt1 is applied, the HeNB ID doesn’t exist. However, it is not sure whether to require a HeNB GW to verify the received HeNB GW ID is its HeNB GW ID. People may concern if a false HeNB GW ID is indicated, the reloaded warning message is in the risk to be forwarded to a false HeNB GW. 

· If Alt2 is applied, the HeNB GW can verify the received HeNB ID and replace it with HeNB ID after the verification. 

	4.4.9
Requirements on Verification of H(e)NB Identity and Operating Access Mode
The requirements on the H(e)NB identity and operating access mode verification in the network are:

-
The network shall implement a verification that the identity used by the H(e)NB for communicating with the network is either the same identity that is used for authenticating to the SeGW or an identity related to this authenticated identity. In case the H(e)NB uses a related identity to communicate with the network, that related H(e)NB identity shall have a secure mapping to the identity that is used for authenticating to the SeGW. The above verification shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, an MME implementing the above verification shall be deployed.

……


The network shall determine in which access mode the H(e)NB is expected to work, as follows. The operator knows, from its configuration procedure, the expected access mode of the H(e)NB. Based on this knowledge and on the identity sent by the H(e)NB  (cf. First bullet of the present clause) , the network shall determine the expected access mode of the H(e)NB during HNB Registration or S1 set-up for HeNB. This determination  shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, this determination the above verification shall be implemented in the MME.


Comprehensively comparing these two alternatives:

Alt1: 
· Pros: 

·  The MME and the CBC have a consistent handling for PWS restoration no matter a HeNB connects to a HeNB GW or not.
· Cons: 

·  It impacts on the behavior of the HeNB. The HeNB has different kinds of handling for PWS restoration when the HeNB connects to a HeNB GW or not.

·  The HeNB GW may need to verify the HeNB GW ID in the “Global eNB ID” IE.
Alt2:
· Pros: 

·  The MME and the CBC have a consistent handling for PWS restoration no matter the HeNB connects to the HeNB GW or not.
· Cons:
·  It impacts on the behavior of HeNB GW. For PWS, both the MME or the HeNB GW works as a proxy to forward the information between the CBC and the (H)eNB. The PWS information is transparent for the MME or the HeNB GW. Alt2 breaks this PWS principle
·  The HeNB GW may need to verify the HeNB GW ID in the “Global eNB ID” IE.

In a nutshell, Alt1is preferred since it is simpler and has the minimized impact.
Proposal1: When a HeNB connects to a MME through a HeNB GW, the HeNB places the connected HeNB GW’s ID into the “Global eNB ID” IE of the Restart Indication message.

Proposal2: If Proposal1 is agreed, a LS response is proposed to inform CT the agreement and question SA3 whether requiring a HeNB GW to verify the received HeNB GW ID is its own HeNB GW ID.
2 Summary and proposal
This contribution has discussed the enhancement based on the current agreed option to support MME forwarding the reloaded warning message. RAN3 is proposed to study and agree the following proposals.

Proposal1: When HeNB connects to MME through a HeNB GW, HeNB places the connected HeNB GW’s ID into the “Global eNB ID” IE of the Restart Indication message.

Proposal2: If Proposal1 is agreed, a LS response is proposed to inform CT the agreement and question CT and SA3 whether requiring a HeNB GW to verify the received HeNB GW ID is its own GW ID.
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