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Discussion and decision
1. Introduction

At RAN2#81bis meeting, a problem was raised where after SRVCC HO from LTE to UMTS with CS and PS domain or DTM handover from GERAN to UMTS, Integrity Protection toward PS domain is not activated in UE and RAU does not proceed successfully. Two solutions were proposed in RAN2 and discussed during two RAN2 meetings, one is UE based solution and another is network based solution. To avoid impact to UE, network based solution was agreed finally. Network based solution agreed in RAN2 has big impact on RNC implementation, which RNC has to implement one CN’s function. This paper would discuss possible RAN3 solution to eliminate bad impact on RNC implementation as much as possible.    
2. Discussion
Problematic Scenario:

1. CS CN and PS CN send Relocation Request for the handover to UTRAN due to PS + CS SRVCC triggered from E-UTRA

2. During the handover procedure, latest CN domain for which ciphering and integrity protection is configured for Signaling RAB is CS CN as specified in TS25.331 clause 8.3.6.3.

3. SRBs can have only one latest CN domain to which ciphering is configured. So it can be CS or PS and now it is CS (see step 2). This can mean there is no integrity protection started for the PS CN. This is not needed since SRB data is integrity protected. (according to TS 33.102 clause 6.5.4)

“The signalling radio bearers are used for transfer of signalling data for services delivered by both CS and PS service domains. These signalling radio bearers are data integrity protected by the IK of the service domain for which the most recent security mode negotiation took place.”
4. UE triggers Routing Area Update and PS CN sends Routing Area Update Accept.

5. UE does not accept NAS messages from SGSN (i.e, Routing Area Update Accept) as it considers that PS  integrity protection is not activated.

RAN2 agreed network solution:

In 25.331 8.3.6.3 NOTE3, 
Upon performing simultaneous CS and PS handover (i.e. DTM Handover or SR-VCC with a simultaneous PS handover), UTRAN should start Integrity protection for the CS domain first then the PS domain. UTRAN should not include the IE "Ciphering mode info" in the SECURITY MODE COMMAND message that starts Integrity protection for the CS domain and UTRAN should include the IE "Ciphering mode info" in the SECURITY MODE COMMAND message that starts Integrity protection for the PS domain.
RAN2 agreed network based solution asks UTRAN to trigger one more SECURITY MODE COMMAND message with ciphering info to UE to activate integrity protection toward PS domain. Compared with existed 1st SECURITY MODE COMMAND to CS domain to activate Integrity protection, one 2nd SECURITY MODE COMMAND from RNC is asked in this multi-RABs relocation case. 

In network system, triggering a SECURITY MODE COMMAND is CN functionality, not RNC functionality, except for inter RAT handover with one CN domain, which is the only case where RNC was required to send SECURITY MODE COMMAND to the UE only for the purpose of starting Integrity Protection because Integrity Protection was not used in GSM and Handover To UTRAN Command doesn’t activate Integrity Protection like other SRNS relocation procedure. So after Handover To UTRAN Command and 1st SECURITY MODE COMMAND from RNC, ciphering and Integrity Protection have been activated for all SRBs. 1st SECURITY MODE COMMAND is only used to activate Integrity Protection.

But if 2nd SECURITY MODE COMMAND is still asked RNC to trigger in SRVCC with PS HO or DTM case to only activate Integrity Protection to PS domain (for indication to PS NAS in UE), it is totally not necessary for RNC because all SRBs has been protected by 1st SECURITY MODE COMMAND. On the contrary, it will ask RNC to implement the CN function but complicate the logic of RNC.

Furthermore, even through RNC can trigger 2nd SECURITY MODE COMMAND to UE, it is likely that AKA may happen in NAS during two SECURITY MODE COMMAND messages triggered by RNC, which AKA is triggered by CN. If so, as RNC is not aware of the activity in the NAS layer, such as AKA, 2nd SECURITY MODE COMMAND message from RNC may result in key mismatch in UE and RNC, which is now integrity-protected with a key the RNC does not have yet. Then subsequent signaling interaction will have integrity protection failure problem. 
Proposed RAN3 solution:

PS CN should know that Integrity Protection to PS domain is not activated, and then SECURITY MODE COMMAND message should be triggered by PS CN for this domain’s integrity protection activation. So RNC needs inform PS domain that Integrity Protection towards PS domain is pending during relocation procedure. Later when PS CN received Routing Area Update Request from the UE, it shall then send RANAP Security Mode Command to RNC to start Integrity Protection and/or Encryption for the Signalling Radio Bearers towards PS CN. 
Proposal1: it is being proposed that RNC shall inform the PS CN in the RANAP Relocation Request Acknowledgement that Integrity Protection towards PS domain is pending.

To capture this proposal in 25.413, related CR to Release11 is also contributed in this meeting. There are two possibilities to implement proposal1 in spec. 

One is to introduce new IE in RELEOCATION REQUEST ACKNOWLEDGE message, to indicate Integrity Protection towards PS domain is pending. New IE means ASN.1 is impacted. Detailed CR refers to R3-132104.

Another one is to clarify Chosen Integrity Protection Algorithm IE is not included in RELOCATION REQUEST ACKNOWLEDGE message towards SGSN in case of SRVCC from E-UTRAN with PS HO and DTM HO. Without this IE in response message can help SGSN know Integrity Protection towards this domain is pending. The way doesn’t need ASN.1 change. Detailed CR refers to R3-132105.
Proposal2: if Proposal1 is agreed, it is being proposed to select one to agree from two contributed CRs.
We slightly prefer R3-132105 as no ASN.1 change.
3. Conclusions

Proposal1: it is being proposed that RNC shall inform the PS CN in the RANAP Relocation Request Acknowledgement that Integrity Protection towards PS domain is pending.

Proposal2: if Proposal1 is agreed, it is being proposed to select one to agree from two contributed CRs.
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