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1.
Introduction

At the RAN2 meetings from RAN2#75 to RAN2#79, the issue of the ciphering error detection (due to downlink HFN de-synchronization) for UM RLC has been discussed, Ref [1]
At the RAN2#79 meeting, RAN2 has concluded that “RAN WG2 working assumption is that the HFN de-synchronization between UE and NW can be detected by the NodeB without any UE intervention”. The working assumption is captured in Ref [2].
The impact on RAN3 has been discussed in RAN3#77bis, Ref [3].
Since then, two sets of solutions have been proposed and discussed. In this paper we evaluate the two sets of solutions and propose a way forward.
2.
Discussion
2.1 Solution 1, User Plane solution
The user plane solution was proposed in Ref [4] and Ref [5]. Basically the Drop Indication, introduced for the Rel 11 Work Item Multiflow is proposed to Rel 10 to solve the HFN de-sync problem. With this solution, Node B will send Drop Indication as designed for WI Multiflow. It is up to RNC to determine if there is a HFN de-sync related to the Drops.
Now, the explicit Drop Indication is signaled by Node B to RNC to indicate the lost RLC PDUs. This is essential to solve the inter NodeB aggregations scenario in Multiflow since the capacity to convey data via NodeBs varies over time due to variations in both transport network and radio conditions. For the legacy Radio Link, the legacy Capacity Allocation would be enough.
Data drops now and then can be a normal behaviour. For example, if there is a greedy TCP flow, e.g. file download, there is a very good chance that there will be a bottleneck somewhere and causes data drops. In Multiflow operation, if the drop is happening in the slower Radio link, then we will like to indicate this to RNC, so the RNC can transmit and retransmit over the better Radio Link. Drop Indication provides an indication that the RNC send more than what can be served over the radio link.
The HFN de-sync problem, in case of UM RLC, is not about the detection of the PDU drops, rather it is about that the receiving UM RLC entity has missed more than 127 consecutive PDUs, so that an entire SN cycle is completed and the SN wraps around. 

Using the Drop Indication can indicate the dropping of PDUs, but it can all be mixed with the small, normal PDU Drops. One particular problem then is the increased user plan load and RNC processing waste, as RNC has to process the Drop Indication for the small drops and sort out the possible HFN de-sync related drops. 

Further, in the Multiflow operation, it is beneficial for RNC to know exactly which PDUs are dropped. But this is not any more the case for the solution of HFN de-sync, as exactly which PDUs are dropped is not of any interest.
One thing to note is that Drop indication was introduced particularly for FDD in the Multiflow WI. But HFN de-sync problem applies for both FDD and TDD.
2.2 Solution 2: The Control Plane solution
The control plane solution was proposed in Ref [6] and Ref [7]. Basically NodeB is proposed to detect the failure of the transmission of the consecutive MAC PDUs. The failure indication is signaled by the NodeB to the RNC when the HFN de-sync has occurred, and when there is an indication of such occurrence.
In the solution proposed, RNC can configure the NodeB to perform the failure detection, by providing a counter and/or a timer. For example, the RNC specifies how many consecutive PDUs are failed in the transmission before the Node B sends a failure indication. 
It may be desirable to leave the detection mechanism up to NodeB design, as proposed in Ref [8] and Ref [9]. In this case, only a failure indication is needed in the protocol. When RNC receives the failure indication, it then has a possibility to take an action according to the RAN2 specification.
Proposal 1: It is proposed that RAN3 agrees to choose the control plane solution (the Solution 2) to solve the HFN de-sync problem.
3.
Proposal

It is proposed that RAN3 chooses the control plane solution to solve the HFN de-sync problem. The simplified version of the control plane solution is provided in Ref [8] and Ref [9] and submitted to the meeting.
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