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1   Introduction 
In current Path Switch Request procedure, the MME does not determine the membership status of the UE during the intra-CSG X2 HO to closed HeNB. This may cause some issue when the source pretends to use same CSG ID as target HeNB, then initiates “intra-CSG” X2 HO. This contribution analyzes the issues and possible solutions.
2   Detailed analysis 
Membership status check in current path switch request procedure

In current Path Switch Request procedure ([1]), the MME performs following actions when the target node is an HeNB:
If the CSG Id IE and no Cell Access Mode IE are received in the PATH SWITCH REQUEST message, the MME shall use it in the core network as specified in TS 23.401 [11]. If the CSG Id IE and the Cell Access Mode IE set to “hybrid” are received in the PATH SWITCH REQUEST message, the MME shall decide the membership status of the UE and use it in the core network as specified in TS 23.401 [11]. If no CSG Id IE and no Cell Access Mode IE are received in the PATH SWITCH REQUEST message and the UE was previously either in a CSG cell or in a hybrid cell, the MME shall consider that the UE has moved into a cell that is neither a CSG cell nor a hybrid cell and use this as specified in TS 23.401 [11].

For a CSG cell, the MME does not decide the UE’s membership status.  However, the SA3 agreed CR ([3]) says
In the case of HeNBs, UE access control shall be performed in the MME as specified in TS 36.300 [27]. UE access control per HeNB operating in closed access mode shall be applied in the MME to all UE associated messages (e.g. S1AP).
So current RAN3 spec does not align with the SA3 spec. 
Usage Scenario

Here is a possible scenario. The malicious HeNB pretend to use the same CSG ID as the target during the X2 Setup procedure. The malicious HeNB then initiates an X2 HO, which cause the target believe it is an intra-CSG X2 HO, thus bypass the membership check in the MME. 
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Figure 1 – Option 1a HeNB report current CSG membership status to MME
· Step 1: The source HeNB is a malicious HeNB. The source HeNB uses the real ID during the S1 Setup. The HeNB ID verification is ok.

· Step 2: malicious HeNB initiates the X2 setup with target HeNB. The malicious HeNB uses a fake CSG ID, i.e. CSG ID#2 of target HeNB. Target believes both HeNBs uses same CSG ID.

· Step 3: The malicious HeNB initiates X2 HO, and indicate UE is a member, even the UE may not be a member. 
· Step 4: since target HeNB believe both HeNBs use same CSG ID, it accept the “intra-CSG” HO.

· Step 7: target HeNB initiates Path Switch Request procedure. According to current S1 spec ([1]), the MME does not consider the UE’s CSG membership status during the Path Switch Request procedure. 

· Step 8: target HeNB accept the Path Switch Request procedure. The UE connects to target HeNB, even it is actually not a member.

The fundamental issue is the target HeNB does not have the capability to verify the HeNB ID of source during the X2 setup procedure. Introducing the HeNB ID verification in target seems a direct solution, but this adds more complexity. Another solution is the MME checks the UE’s CSG membership status and use it during the path switch request procedure. 
· If the UE is a member, the MME accept the Path Switch Request procedure. 

· If the UE is not a member, the MME reject the Path Switch Request procedure when the HeNB is closed cell. 
Proposal 1: the MME determines the UE’s CSG membership status during the Path Switch Request procedure when HeNB is closed. 

Proposal 2: if the HeNB is closed and the UE is not a member, the MME reject the Path Switch Request procedure. 
The draft CRs are prepared ([4]).

3   Conclusion and Proposals
This contribution analyzed the issues during the X2 HO to hybrid/closed HeNB. Our proposals are:
Proposal 1: the MME determines the UE’s CSG membership status during the Path Switch Request procedure when HeNB is hybrid or closed. 

Proposal 2: if the HeNB is closed and the UE is not a member, the MME reject the Path Switch Request procedure. 

The draft CRs are prepared ([4]).
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