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1.
Introduction
At the last RAN2 meetings (from RAN2#75 to RAN2#79), the issue of the ciphering error detection (due to downlink HFN de-synchronization) for UM RLC has been discussed. 
At the latest RAN2#79 meeting, RAN2 has concluded that “RAN WG2 working assumption is that the HFN de-synchronization between UE and NW can be detected by the NodeB without any UE intervention”. The working assumption is captured in Ref [2].
The purpose of this document is to analyze the possible network based downlink de-sync detection mechanisms, in case of UM RLC carried over HS-DSCH transport channels, and propose that RAN3 look into the problem to seek a solution.
2.
Discussion
2.1 What is the problem?
The problem with the ciphering error is related to COUNT-C (32 bits), which is one of the ciphering parameters. So far RAN2 has been discuss how to detect the ciphering error detection and looked into the UE detection mechanisms without much satisfaction.

There is one COUNT-C value per up-link radio bearer and one COUNT-C value per down-link radio bearer using RLC Acknowledged Mode (AM) or RLC UM.
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In RLC UM mode, the COUNT-C short sequence number is the 7-bit RLC sequence number (RLC SN) which is part of the RLC UM PDU header.  The COUNT-C long sequence number is the 25-bit RLC UM Hyper Frame Number (HFN), which is incremented at each RLC SN cycle

In the HFN de-sync problem, in case of UM RLC, the receiving UM RLC entity has missed more than 127 consecutive PDUs, so that an entire SN cycle is completed and the SN wraps around. When SN wraps around at the transmitting side, HFN will be incremented. But at the receiver side, it is not aware of the missed 127 consecutive PDUs, the HFN will be kept the same.

If further UM PDUs are transmitted and received correctly, the COUNT-C on the transmitting and receiving side will be misaligned since a warp around of the RLC Sequence Number has occurred on the transmitting side which the receiving side is unaware of, leading to a ciphering problem. The result is that the data in the RLC UM PDU will be erroneously deciphered since the RLC entities involved in the transmission/reception will not be able to detect the error. RLC will just forward the corrupted PDUs to higher layers. 

As en example, let’s assume HFN=0 and SN=1 for the last successful PDU transmission/reception. Let’s assume that the following 128 PDUs are transmitted, but not received correctly. The transmitting side has now incremented the HFN by one, since a complete SN cycle has occurred. The next transmission will have SN 2, but the HFN on the transmitting side is 1 and not 0.  If the receiving side receives correctly this PDU, it will read SN=2 and it will assume that HFN is still equal to 0, since its HFN hasn’t been incremented. Now the COUNT-C on sender and receiver will not match, causing a ciphering error.

Since the UM RLC PDUs are not acknowledged, the RLC entity in the RNC is not aware of whether these PDUs have been correctly received by the UE or not. 
2.2 Possible solution for Network detection of HFN de-sync
Detecting the HFN de-sync in UMRLC can be achieved by detecting the loss of MAC PDUs. 
The MAC HARQ entity in the NodeB has got knowledge of failure in the transmission of the MAC PDUs. This information can be used to detect the loss of UM RLC PDUs.

When MAC HARQ is configured in the NodeB, the loss of consecutive RLC PDUs will be preceded by several HARQ failures. Even though there is no one-to-one correspondence between RLC PDUs and MAC PDUs, and even though a MAC-ehs PDU may contain RLC PDUs from different logical channels, including AM RLC PDUs, still a sufficient number of consecutive MAC HARQ failures may give an indication that an HFN de-synchronization for UM RLC is going to happen. To quantify the HARQ failure indication, a counter in the MAC HARQ entity can be configured.

MAC HARQ failure indications can then be signaled by the NodeB to the RNC. The detection by the network can be done when the HFN de-sync has occurred, and when there is an indication of such occurrence.

Proposal 1: It is proposed that RAN3 discusses the problem and evaluates the solution of using Node B to detect and notify the HFN de-sync problem.
3.
Proposal

It is proposed hat RAN3 to discuss the problem and look into the solution to solve it at the network side, as given in proposal 1.
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