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Introduction

At RAN3#75, RAN3 has received the liaison R3-120358 (S3-120205) concerning requirements to be implemented for verification of UE messages from H(e)NB to H(e)NB GW and a few questions to be answered by RAN3.

The corresponding CRs in R3-120246 and R3-120247 and their revisions were treated but the revisions not looked at due to lack of time. Comments were also captured at RAN3#75bis on R3-120759 and R3-120760 but the revisions again not looked at due to lack of time.
This paper provides again a summary of the requirements to be implemented, updated corresponding CRs and response liaison to SA3.
Discussion
SA3 has specified new security requirements to address the vulnerability related to a compromised H(e)NB used to impersonate another H(e)NB’s identity in order to change or negate its CSG, that could result in e.g. eavesdropping, sending false messages on behalf of a UE or another H(e)NB, etc. 
The liaison received at RAN3#75 in R3-120358 therefore contained two SA3 CRs: S3-120202 contains a first set of requirements:
4.4.9
Requirements on Verification of H(e)NB Identity and Operating Access Mode
The requirements on the H(e)NB identity and operating access mode verification in the network are:

-
The network shall implement a verification that the identity used by the H(e)NB for communicating with the network is either the same identity that is used for authenticating to the SeGW or an identity related to this authenticated identity. In case the H(e)NB uses a related identity to communicate with the network, that related H(e)NB identity shall have a secure mapping to the identity that is used for authenticating to the SeGW. The above verification shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, an MME implementing the above verification shall be deployed.

-
The network shall implement a verification that the H(e)NB is allowed to operate in the access mode (i.e. closed, hybrid or open mode) indicated by the H(e)NB. The above verification shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, the above verification shall be implemented in the MME.

· For all H(e)NBs operating in closed access mode, the above verifications should be applied. 
NOTE:
If the H(e)NB has been compromised and the above verifications are not performed, the UE access control functions in clause 5.4 are assumed to be unreliable. If the above verifications are performed, the UE access control functions in clause 5.4 are assumed to be reliable even in the presence of a compromised H(e)NB.
The second set of requirements is contained in the second attached CR in S3-120203 and requests that all UE-associated messages are checked against the CSG ID:
The communication between time server and H(e)NB shall be provided with adequate protection. 

In case of non-CSG capable UEs or non-CSG capable HNBs, UE access control shall be performed in the HNB-GW and optionally in HNB. UE access control per HNB operating in closed access mode, as specified in TS 22.220 [31], shall be applied in the HNB-GW to all UE associated messages (e.g. RANAP).

In case of CSG capable UEs and CSG capable HNBs, UE access control shall be performed in the SGSN/MSC as specified in TS 25.467 [12]. UE access control per HNB operating in closed access mode shall be applied in the SGSN/MSC to all UE associated messages (e.g. RANAP).
In the case of HeNBs, UE access control shall be performed in the MME as specified in TS 36.300 [27]. UE access control per HeNB operating in closed access mode shall be applied in the MME to all UE associated messages (e.g. S1AP).
The H(e)NB-GW shall verify that all UE associated messages from H(e)NBs operating in closed access mode, as specified in TS 22.220 [31],can be mapped to a specific CSG id and that this CSG id is allowed for the identity of the originating H(e)NB (cf. clause 4.4.9).  In the absence of a HeNB-GW,  the MME shall perform this CSG id verification.
NOTE X: 
The CSG id being verified may be explicitly present in the message as an information element or may be mapped by other means.
Assuming a mechanism is applied in the H(e)NB GW (or MME) ensuring that all UE-related messages can be mapped to a specific CSG-ID as requested in S3-120203, then only two checks need to be implemented in RAN3 specifications to satisfy the requirements of S3-120202:
· check that the HeNB Identity indicated by the HeNB is valid: the HeNB identity is indicated in the S1 Setup Request message together with the indicated CSG Id when the HeNB connects. Therefore the check shall be done there that the HeNB identity is valid. However, the indicated CSG Id need not be checked there because the Access Control procedure is done later during Initial UE Message or Path Switch Request messages. As a consequence, the HeNB could perfectly include the valid CSG Id in the S1 Setup Request but a different one in the Initial UE Message or Path Switch Request to twist Access Control.

· check the CSG Id is valid for that HeNB in the Initial UE message and the Path Switch Request message for the reasons explained just above related to Access Control procedure.

The two attached RAN3 CRs implement these two checks to align with SA3 requests. Equivalent checks to be done on 3g would map to equivalent messages as follows: 
	S1-AP
	Iu

	S1-Setup message (HeNB-ID, CSG ID)


	HNB Registration  (HNB-ID)



	UE Initial Message (CSG-ID)
	UE Initial Message (CSG-ID)



	Path Switch Request (CSG-ID)
	


About S3-120203 and the mechanism used in the HeNB-GW (or the MME) to ensure that all UE-associated messages can then be mapped to the CSG Id and the HeNB Id checked here-above, this may not be necessarily specified in RAN3 specifications. On possible solution is described in Annex A where for example the inner IP address received with each S1AP message over the S1 interface is used. Indeed, provided that the HeNB-GW (or MME) is provided in advance the mappings (inner IP@, HeNB Id, CSG Id) then all UE-associated messages may be checked. 
Therefore, because SA3 ask RAN3 in R3-120358 (S3-120205) about the CRs and the possibility to “treat all UE-associated messages according to S3-120202 and S3-120203”, we propose to reply to SA3 that this is indeed feasible.
Conclusion

It is proposed to agree the two RAN3 CRs in tdoc R3-121033 and R3-121034 to implement the checks requested by SA3 in their incoming liaison R3-120358 (S3-120205).
Annex A
Figure 2 illustrates the system architecture specified for H(e)NB in 3GPP TS 33.420 clause 4.1.
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Figure 2: System Architecture of H(e)NB
The SeGW – AAA Server/HSS interface is used in particular to carry authentication, authorization and related information during the authentication procedure to the SeGW (see clause 4.3.3 of TS 33.320).

For subsequent signalling, the SeGW verifies the binding between the inner IP@ and outer IP@. 

To verify that the identity used by the H(e)NB for communicating with the network is either the same identity that is used for authenticating to the SeGW or an identity related to this authenticated identity, as per SA3 requirements above, the H(e)NB GW (or MME when no HeNB GW is deployed) could verify the binding between the inner IP address and the H(e)NB identity signalled in S1-AP/RANAP signalling. This could be done by:

a) storing in the AAA Server the H(e)NB ID and the inner IP@ during the authentication to the SeGW.
b) enabling the H(e)NB GW (or MME when no HeNB GW is deployed) to retrieve from the AAA Server during the S1 SETUP procedure or the HNB Registration procedure the binding (inner IP@, H(e)NB Identity) used/created for authenticating to the SeGW.
Figures 3 & 4 depicts an example of system architecture with HNB and HeNB having an additional interface between the AAA Server and the H(e)NB-GW or MME.
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Figure 3: System Architecture of HNB

[image: image3]
Figure 4: System Architecture of HeNB
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