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1. Overall Description
RAN3 thanks SA3 for their liaison on Requirements for Verification of UE messages from H(e)NB to H(e)NB-GW referenced here-above.

RAN3 has taken into account SA3 responses and started to draft RAN3 CRs corresponding to the requirements in SA3 CRs in S3-120202 and S3-120203 that were attached to the SA3 liaison.
Moreover RAN3 would like to provide answer to SA3 question:

Assess whether “all UE associated messages originating in closed mode H(e)NBs” can be treated according to the verification as required in S3-111205, S3-120202 and S3-120203, i.e. that either no messages that do not contain CSG id and cannot be mapped to a CSG id exist, or that they can still be verified e.g. by means in the remit of stage 3 groups.
Response from RAN3:

It is RAN3 understanding that all UE-associated messages originating in closed mode H(e)NBs can be mapped to a valid CSG ID. 
In LTE case, when the HeNB directly connects to the MME and the verification is done in the MME, RAN3 would however like to ask a question to SA3 before finalizing the CRs:  
As per RAN3 design principle an MME can distinguish whether it is connected to HeNB or HeNB GW/ Macro eNB by looking at the Global eNB ID (20 bits for eNB ID and 28 bits for HeNB ID) in the S1AP message.

Did SA3 consider the case that the HeNB could impersonate using an eNB ID (20 bits) instead of an HeNB ID (28 bits)?  Considering that according to our understanding of SA3 solution the MME only checks HeNB Identities, MME would then not perform any check in this case and the malicious HeNB could thus get access to the network.

One solution could be for the MME to check not only the HeNB IDs but also the eNB IDs meaning that the verification mechanism agreed for HeNBs would be also applied for every eNB connected to the MME but RAN3 would first like guidance from SA3 on how to consider this issue (if confirmed by SA3 as a real  issue). 
2. Actions 
To SA3: RAN3 kindly ask SA3 to take note of RAN3 response and please answer the question raised by RAN3 so that RAN3 can finalize its CRs.

3. Date of Next RAN3 Meetings:
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