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1. Introduction
TR 37.803 [1] currently captures a number of solutions for Issue 2 Membership Verification. Solution 1d proposes to accept the UE as a member "on trust" and later downgrade it to a non-member status if membership verification in the MME fails either using PATH SWITCH REQUEST ACKNOWLEDGE or UE CONTEXT MODIFICATION REQUEST messages. The latter can have a security issue if LIPA mobility (LIMONET) is deployed in the future releases.
In this contribution we analyse the problem and propose to resolve it in order to make the specification "future proof".

2. Discussion

The diagram below illustrates the message exchange as proposed in solution 1d for the alternative in which the MME informs the target HeNB about the verified membership status of the UE via either the path switch procedure or the UE context modification procedure. UE CONTEXT MODIFICATION message is sent only when MV in the MME fails, which is the scenario we want to analyze.
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As you can see, there is a certain period of time between messages 9 and 10 when a non-member UE is connected as a member to the CSG cell. Even though this is a rare case and the problematic situation is limited to a short period of time, if there is a security it needs to be addressed. In Release-11 this does not constitute a problem, since LIPA mobility is not supported in this release and new PDN connection will be required for LIPA access, which will go through the MME anyway allowing the MME to verify that LIPA access is allowed. However, LIPA mobility support is planned for Release-12 as part of the LIMONET WI and in this case LIPA access may be allowed by the eNB immediately after the reception of the PATH SWTICH ACK message. 
In order to keep the specification "future proof" we suggest removing the UE CONTEXT MODIFICATION REQUEST membership verification alternative from solution 1d and keeping only the PATH SWITCH ACK in the TR.

Proposal 1: To remove UE CONEXT MODIFICATION REQUEST from solution 1d in order to eliminate potential security issue with LIPA mobility in future releases.

3. Text Proposal for TR 37.803

Solution 1d: Target HeNB triggers MV during handover, first accepting the UE according to its reported CSG membership status and later downgrading it if MV fails.

In this solution, MME performs MV after handover. MME checks UE subscriber data upon receiving PATH SWITCH REQUEST message to determine the UE’s membership status. The MME can then inform the target HeNB about the verified membership status of the UE via the path switch procedure. The CSG UE is provisionally accepted by the target, and the membership verification is performed by the MME.

Compared to Solution 1c, this procedure streamlines the “normal” condition when the CSG access is correct. In case the CSG check should fail (e.g. due to an expired membership or faked CSG ID), the target hybrid HeNB can still have the final decision whether to drop the UE, or to treat it as a non-member.
2. Proposal

Proposal 1: To remove UE CONEXT MODIFICATION REQUEST from solution 1d in order to eliminate potential security issue with LIPA mobility in future releases.
Proposal 2: To capture the text in section 3 above in the TR 37.803.
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[1] TR 37.803, Mobility Enhancements for H(e)NB (Release 11)
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