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1. Overall Description:

CT1 thanks SA3 for their LS on Security context mismatch in UMTS and GSM and would like to answer the questions:

· Q1: Is it correct that there is sufficient detail to implement recovery mechanisms for a mismatch of keys in an interoperable way?

Answer 1: It is the view of CT1 that sufficient detail is provided in the NAS specifications to implement recovery mechanisms for security failures that stem from mismatch of security keys.

· Q2: Do the specifications define building blocks from which the recovery mechanisms can be constructed by an implementation or is every single step defined for recovery from each and every error case? 

Answer 2: Error cases are described in a step wise manner, but when applicable consist of “building blocks”, such as the security mode control procedure or authentication procedure.

· Q3: When SRVCC was introduced, there was yet another situation where there may be a mismatch. Does the addition of the SRVCC error case increase the risk of mismatches to such a degree that the existing recovery mechanisms (assuming such exist) are no longer sufficient?

Answer 3: Even though new cases of possible security key mismatch may have been introduced with SRVCC, CT1 is not aware of any significant increase of such cases compared to the situation before introduction of SRVCC.

CT1 has not identified any general problems with specification of key mismatch recovery mechanisms. If cases of key mismatch are discovered that due to severity or frequency of occurrence would require specification update, it should be evaluated and addressed on a case by case basis.
2. Actions:

To SA3 group.

ACTION: 
CT1 kindly asks SA3 to take the information given above into consideration in their work.
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