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1. Introduction
At SA3 #62, SA3 agreed a solution for relay node security. RAN3 received an LS from SA3 and asked to progress stage-3 work based on the stage-2 CRs [1, 2, 3]. An LS from RAN2 was also received, which informed to support PDCP integrity protection for Un DRBs [4]. This paper analyses the need of RAN3 specification impacts for relay node security.
2. Discussion
2.1. Overview of RN security
RN authentication in Phase II attach is realised by a one-to-one binding of an RN and an RN specific USIM called for USIM-RN. Such a binding can be established by either pre-shared keys or certificates. When certificates are used, the RN has to obtain an operator certificate during Phase I attach using a USIM-INI. This means that the RN needs to have two USIMs. In contrast, the same USIM, i.e., USIM-RN can also be used in Phase I attach for the pre-shared key based method. Both pre-shared key and certificate based methods are mandatory to support. Details are explained in [3]. 
2.2. Stage-3 work analysis
In [3], the following potential RAN3 specification impacts are described:
A2. The MME-RN shall run EPS AKA with the RN and the USIM-RN and shall establish NAS security. The RN shall use only keys in an RN attach procedure that were received from the USIM-RN over the Secure Channel.
For the MME-RN to initiate EPS AKA, the MME-RN has to know that an RN is requesting to attach. To do this, an RN indicator needs to be introduced in the INITIAL UE MESSAGE, which has already been agreed [5].
A3. The MME-RN shall check from the RN-specific subscription data received from the HSS that the USIM-RN is permitted for use in RN attach procedures. The MME-RN shall communicate the fact that the attachment is for relay nodes to the DeNB in an extended S1 INITIAL CONTEXT SETUP message. 
The objective to extend the S1 Initial Context Setup procedure is to inform the DeNB that the attached RN is an authorised RN. By knowing the authentication result, the DeNB can allocate Un resources to an authorised RN. However, RAN3 discussed the need of the S1 message extension at #70 meeting and agreed that the MME-RN can reject an attach request if RN authentication fails [6]. The agreement has already been captured in TS 36.300 as follows:
-
During the attach procedure, the EPC authenticates the RN as an RN; only if this authentication was successful, it accepts the Attach and set up a context with the DeNB.

Therefore, no additional stage-3 specification impact is foreseen.
A4. Upon receipt of the extended S1 INITIAL CONTEXT SETUP message the DeNB and the RN shall set up AS security over Un as specified in the present document. Integrity protection for PDCP frames carrying S1 /X2 messages shall be provided. Integrity protection for PDCP frames on Data Radio Bearers over Un carrying other types of data shall be optionally supported. The DeNB shall reject to attach any node as a relay node for which no confirmation has been received from the MME-RN that the attachment is for relay nodes.
To support integrity protection for DRBs carrying S1/X2 messages and optionally other types of data, the DeNB has to identify Un DRBs on which integrity protection needs to be provided. In E-UTRAN supporting relays, RN P/S-GW functions are embedded in the DeNB. In addition, RN EPS bearer activation/modification is initiated by the DeNB [7]. As such, the DeNB can identify those Un DRBs on its own. No specification impact is foreseen. 
3. Summary and proposal
RAN3 specification impacts for the agreed relay security solution were analysed. In conclusion, the following is proposed.
Proposal:
The current RAN3 stage-2/3 specification has already supported all features required for relay node security. No additional specification impact is foreseen. RAN3 should ask to SA3 by an reply LS to reflect our decision into their specification [8]. 
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