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1. Overall Description:

CT1 would like to thank SA3 for their LS on Progress on relay node security (S3-101105). In that LS, SA3 asks “to take the potential impact of the various solutions [for relay node security] into account and provide feedback to SA3, including any Rel-10 time constraints”. In particular, Solutions 5, 8 and 12 have been identified to have CT1 impact. It is CT1 understanding that solution 12 has been withdrawn, and CT1 has discussed the specification impacts of solutions 5 and 8 with the following conclusions:
Solution 5

The foreseen impacts in CT1 are:
1. Signalling impact: The Relay Node (RN) needs to send a certificate or  information to enable the MME to obtain the RN’s certificate during the attach procedure, possibly in every attach request or by request of MME.
2. Signalling impact:  An encrypted temporary key that is sent from the MME to the Relay Node in the AUTHENTICATION REQUEST message.
3. Signalling impact: exchange of nonce values between RN and MME during authentication procedure.
4. Signalling impact: a device response parameter that is sent from the Relay Node to the MME in the AUTHENTICATION RESPONSE message.
5. Logic impact: RN and MME are required to store a temporary key along with the security context that was created using that key.
6. Procedural impact: RN and MME behavior for two identified error cases: RN not willing to accept the temporary key and device response not acceptable to the network.  
Taking the above into consideration, if SA3 selects this solution, CT1 expects that it would take two meeting cycles to add the required modifications into the relevant specifications. In particular, bullets 1 and 6 are not trivial and would need discussion to agree on a solution. Regarding 6, CT1 would regard very useful to receive clear feedback on how SA3 would like to handle those error cases to avoid further LSes that would slow the process.

Solution 8

The foreseen impacts in CT1 are:
1. Signalling impact: none particular to this solution.

2. There is a secret key Krelay that needs to be provisioned to the UE. This might have CT1 impact depending on the solution chosen.
3. Logic impact: Computation of a Kasme_relay derived from Kasme and K_relay (which would be defined in SA3) 
4. Logic impact: clarify that for authentication procedure for a RN, a relay specific set of values (KASME_relay , RESrelay  and XRESrelay) which are derived using Krelay is used.

5. Logic impact: storage of relay specific keys.
6. Procedural impact: possible relay-specific handling of authentication procedure failure. 
Taking the above into consideration, if SA3 selects this solution, CT1 expects that it would take between one and two CT1 meeting cycles to add the required modifications into the relevant specifications, depending on the solution for provisioning the secret relay specific key. 
Conclusion

CT1 has two upcoming meetings (24 – 28 January 2011 and 21 – 25 February 2011) before the CT plenary meeting targeted for finalizing Rel. 10 work. Given the considerations above, CT1 sees feasible to implement the required modifications in CT1 specifications within Rel .10 timeframe as long as, if SA3 selects one of the options above:

· SA3 informs CT1 of that decision well before CT1 meeting on 24 – 28 January 2011.
· SA3 provides clear guidance on handling of error cases (Solution 5 and 8) or provisioning of relay specific secret key Krelay (Solution 8).
Also, CT1 has provided the expected impact in CT1 specifications of solutions 5 and 8, and leaves the comparison of implementation impact of these solutions against solutions impacting other Stage 3 groups to SA3.
2. Actions:

To SA3 group.

ACTION: 
CT1 asks SA3 to take the above into consideration when deciding on a particular solution for relay node security. 
3. Date of Next TSG-CT WG1 Meetings:

TSG-CT WG1 Meeting #69
24 – 28 January 2011 Ljubljana (Slovenia).

TSG CT WG1 Meeting #70
21 – 25 February 2011 Salt Lake City (USA).
