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1 Introduction

In RAN3#69 meeting, RAN3 have a brief discussion on the X2 based HO terminated at the HeNB GW. Some issues were raised. The contribution clarifies those issues.  

From our detailed analysis, it can be seen this requirement has little specification impacts. Some clarification in the specification is enough. 
2 Discussion
Considering the small coverage and capacity of HeNB i.e. only one cell, the handover in the enterprise is frequent. There are many HeNBs in one HeNB GW. If the HO can be terminated at the HeNB GW, the signaling load in the CN will be greatly reduced.  That’s also the reason why RAN3 agree the principle of the optimized relocation terminated at the HNB GW in 3G. All the solutions including RANAP based, HNBAP based HNBRAP and RNSAP based solution will not go through CN. The handover performance within HeNB in LTE shall not degrade compare with 3G. The benefits for the X2 handover terminated at the HeNB GW are as follow.
•
Reduce the burden of core network;
•
Reduce handover delay;

•
Good user experience;

•
Have the same mechanism and performance for HeNB and HNB;

Proposal: It is highly beneficial to support the X2 based HO terminated at the HeNB GW for intra-GW intra-CSG/between open access mode mobility when the user plane is terminated at the HeNB-GW (two tunnels case). 

For supporting the X2 based HO terminated at the HeNB GW, security issue, UP Handling, UE security capability check need to be clarified.

2.1 Security issue

There is horizontal key derivation function and vertical key derivation function in LTE. In Path Switch Request Acknowledge message, NH and NCC are mandatory present which are used to generate the next new KeNB* for next handover (intra-cell HO or inter cell HO).  The procedure in macro eNB is shown in figure 1. Vertical key derivation function with NH is mainly for forward security. I.e. the source eNB don’t know the new key used in the target eNB.
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Figure 1
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Figure 2

In the HeNB architecture, even using NH to derive the next key, the HeNB GW still can get it when receiving Path Switch Acknowledge message which is show in Figure 2. This means another node in the network still knows the new key used in the target eNB, forward security cannot be assured in HeNB architecture.  Considering in one enterprise, all the HeNBs are trustable. Forward security is not critical. Therefore, the main issue for X2 HO terminated at HeNB GW is how to handle the mandatory IE in Path Switch Request Acknowledge message. The simple solution is to set NH and NCC as the previous one. If the target HeNB find the NCC is the same as previous one, it will use KeNB* to derive the next KeNB used between target eNB and UE.
2.2 UP handling
UP termination

The UP between HeNB and CN can be one tunnel or two tunnel which is depending on HeNB GW implementation or operator configuration. If there is no HeNB GW between HeNB and CN, the Path Switch Request message will be sent to the MME for sure. If there is HeNB GW deployment, the HeNB GW will be aware of one tunnel or two tunnels. If it is one tunnel, the HeNB GW receiving Path Switch Request message will forward it to the MME. If it is two tunnels, the HeNB GW can terminate the procedure locally. Therefore, X2 based HO terminated at HeNB GW doesn’t have restriction on UP termination.
Switch the DL tunnel end point
“Path Switch Request” message is used to request the CN to switch DL tunnel from the source side to the target. Since the DL tunnel is in the same HeNB GW, this function is not necessary in case of intra HeNB GW mobility.
On the contrary, the MME/Serving GW will be confused if receiving Path Switch Request with the same DL transport layer address and TEID. The MME may think it is an error message.
Trigger end marker
Normally, the Serving GW will send one or several “end marker” after stop sending data packet to the source side. In case of intra-HeNB GW mobility, there is no UP switch, so there is no reason to send the end marker in Serving GW. As implementation option, the HeNB GW can send the end marker if necessary. 
Trigger Serving GW relocation

In intra-HeNB GW mobility, there is no serving area change, so there is no benefit to have Serving GW relocation.

Observation: There is no impact on specification on the UP handling if X2 based HO is terminated at HeNB GW. 

2.3 UE security capability check
The MME may check the integrity of UE security capability when receiving it from target eNB in Path Switch Request message. Since HeNB GW has the UE security capability, it can check if necessary.
3 Conclusion and proposal
In this contribution, we have analyzed the necessity and feasibility of termination X2 HO signaling at the HeNB GW. Based on the above discussion, the conclusion is as follow.
Proposal: It is proposed to standardize in release 10 the optional termination of X2 HO at the HeNB GW for intra-GW intra-CSG/between open access mode mobility when the HeNB-GW terminates the user plane. 
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