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1
Introduction
The CSFB (CS Fallback) trigger when the UE is in active mode is done via the UE Context Modification message sent from the MME down to the eNB.

However this message can be used for different purposes which can lead to ambiguous interpretation and complex error handling in the eNB if not specified.

2
Description of the issue
The UE Context Modification message over S1 is illustrated below:

9.1.4.8
UE CONTEXT MODIFICATION REQUEST

This message is sent by the MME to provide UE Context information changes to the eNB.
Direction: MME ( eNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	reject

	Security Key
	O
	
	9.2.1.41
	A fresh KeNB is provided after performing a key-change on the fly procedure in the MME, see [15]
	YES
	reject

	Subscriber Profile ID for RAT/Frequency priority
	O
	
	9.2.1.39
	
	YES
	ignore

	UE Aggregate Maximum Bit Rate
	O
	
	9.2.1.20
	
	YES
	ignore

	CS Fallback Indicator
	O
	
	9.2.3.21
	
	YES
	reject

	UE Security Capabilities
	O
	
	9.2.1.40
	
	YES
	reject

	CSG Membership Status
	O
	
	9.2.1.73
	
	YES
	ignore


When receiving the UE Context Modification message the eNB is expected to check the presence of the security material (Security Key and UE Security Capabilities) in order to “take them into use” when they have changed.
The current text puts a clear mandate on the eNB:

Upon receipt of the UE CONTEXT MODIFICATION REQUEST message the eNB shall
-
store the received Security Key IE, take it into use and associate it with the initial value of NCC as defined in [15]

-
store the UE Security Capabilities IE and take them into use together with the received keys according to [15] if EIA0 algorithm is in use 

Similarly, if the CSFB indicator is contained in the UE Context Modification message, the eNB action is also mandatory:

If the CS Fallback Indicator IE is included in the UE CONTEXT MODIFICATION REQUEST message, it indicates that the concerned UE Context is subject to CS Fallback. The eNB shall reply with the UE CONTEXT MODIFICATION RESPONSE message and then act as defined in [17].

When both indicators are included, the eNB is therefore mandated to perform two actions: the CSFB and the re-keying. However fulfilling these two requirements simultaneously can lead to a great complexity and subjective interpretation. 
3
Identification of the solution
Our assumption is that the CSFB should be given higher priority. Taking the example of a CSFB with due PS HO, we can see 4 options:
Option 1: eNB ignores both requests and sends back UE Context Modification Failure.

Option2: eNB does the CSFB and ignores the rekeying. However the UE Context Modification procedure doesn’t allow a partial success. Should Failure or Response be sent back?
Option 3: eNB does the rekeying and then treats the PS HO. The rekeying requires an intracell handover so this option both delays and complexifies the CSFB.
Option 4: eNB does the rekeying and then treats the CSFB by a redirection. This is like a simplified option 3 but with same drawbacks.
We consider that both option 1 and 2 make sense. However if option 2 is selected there is no partial success message so sending back Response or Failure message after doing option 2 would remain ambiguous for the MME about what eNB has actually done.
Therefore we prefer option 1. From one angle, option 1 could be criticized because not even the important CSFB is done. However, if option 1 is clearly specified in the standards, it guarantees that such a request by MME is forbidden and that MME shall always clearly requests first CSFB then rekeying if needed.
4
Conclusion and Proposal
This paper has shown the issue of receiving a simultaneous request for CSFB and rekeying at eNB.

It has proposed four possible solutions. Whereas option 2 seems the most efficient, ALU recommends to select option 1 in order to simplify eNB implementations, avoid the IOT issue of different interpretations in eNBs and MMEs, and implicitly specify that an MME shall never use such concurrent requests.

It is proposed to specify this behaviour through the error handling section as per the CR in tdoc R3-101597.
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