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8.3 
Context Management procedures
8.3.1
Initial Context Setup
8.3.1.1

General
The purpose of the Initial Context Setup procedure is to establish the necessary overall initial UE Context including E-RAB context, the Security Key, Handover Restriction List, UE radio and security capabilities information etc. The procedure uses UE-associated signalling.

8.3.1.2
Successful Operation
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Figure 8.3.1.2-1: Initial Context Setup procedure. Successful operation.
In case of the establishment of an E-RAB the MME must be prepared to receive user data before the INITIAL CONTEXT SETUP RESPONSE message has been received.

The INITIAL CONTEXT SETUP REQUEST message shall contain within the E-RAB to be Setup List IE the information required by the eNB to build the new E-RAB configuration consisting of at least one additional E-RAB. 

The E-RAB to be Setup List IE may contain:

-
the E-RAB level QoS parameters IE

-
the NAS PDU IE 

The INITIAL CONTEXT SETUP REQUEST message may contain

-
the Handover Restriction List IE, which may contain roaming, area or access restrictions 

-
the UE Radio Capability IE.

-
the Subscriber Profile ID for RAT/Frequency priority IE
-
the CS Fallback Indicator IE.
-
the SRVCC operation possible IE
The INITIAL CONTEXT SETUP REQUEST message shall contain the Subscriber Profile ID for RAT/Frequency priority IE, if available in the MME.

Upon receipt of the INITIAL CONTEXT SETUP REQUEST the eNB shall
-
attempt to execute the requested E-RAB configuration.

-
pass the value contained in the E-RAB ID IE and the NAS PDU IE received for the E-RAB for each established Data radio bearer to the radio interface protocol.  The eNB does not send the NAS PDUs associated to the failed Data radio bearers to the UE.

store the Handover restriction List in the UE context. 


store the received UE Radio Capabilities in the UE context.

-
store the received Subscriber Profile ID for RAT/Frequency priority in the UE context and use it as defined in [14].

-
store the received SRVCC operation possible in the UE context and use it as defined in [9].
-
store the received UE Security Capabilities in the UE context

-
store the received Security Key IE and take it into use as defined in [15]

For the intial context setup an initial value for the Next Hop Chaining Count is stored in the UE context.
The allocation of resources according to the values of the Allocation and Retention Priority IE shall follow the principles described for the E-RAB Setup procedure.
The eNB should use the information in Handover Restriction List IE to determine a target cell for handover. If the Handover Restriction List IE is not contained in the INITIAL CONTEXT SETUP REQUEST message, the target eNB shall consider that no access restriction applies to the UE.

If the Trace activation IE is included in the INITIAL CONTEXT SETUP REQUEST message then eNB shall, if supported, initiate the requested trace function as described in [10]. 

If the CS Fallback Indicator IE is included in the INITIAL CONTEXT SETUP REQUEST message, it indicates that the UE Context to be set-up is subject to CS Fallback. The eNB shall then act as defined in [17].
The eNB shall report to the MME, in the INITIAL CONTEXT SETUP RESPONSE message, the successful establishment of the security procedures with the UE, and, the result for all the requested E-RABs in the following way:

A list of E-RABs which are successfully established shall be included in the E-RAB Setup List IE

A list of E-RABs which failed to be established shall be included in the E-RAB Failed to Setup List IE.
When the eNB reports unsuccessful establishment of an E-RAB, the cause value should be precise enough to enable the MME to know the reason for an unsuccessful establishment e.g.: "Radio resources not available", "Failure in the Radio Interface Procedure".

After sending the INITIAL CONTEXT SETUP RESPONSE message, the procedure is terminated in the eNB.
8.3.1.3
Unsuccessful Operation
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Figure 8.3.1.3-1: Initial Context Setup procedure. Unsuccessful operation.

If the eNB is not able to establish an S1 UE context, or cannot even establish one non GBR bearer it shall consider the procedure as failed and reply with the INITIAL CONTEXT SETUP FAILURE message
8.3.1.4
Abnormal Conditions

If the eNB receives an INITIAL CONTEXT SETUP REQUEST message containing a E-RAB Level QoS Parameters IE which contains a QCI IE indicating a GBR bearer (as defined in [13]), and which does not contain the GBR QoS Information IE, the eNB shall consider the establishment of the corresponding E-RAB as failed.  

If the eNB receives an INITIAL CONTEXT SETUP REQUEST message containing several E-RAB ID IEs (in the E-RAB to Be Setup List IE) set to the same value, the eNB shall consider the establishment of the corresponding E-RABs as failed.
Editor’s Note: Further Assessment required.

If the supported algorithms for encryption defined in the Encryption Algorithms IE in the in the UE Security Capabilities IE, plus the mandated support of EEA0 in all UEs [15], do not match any allowed algorithms defined in the configured list of allowed encryption algorithms in the eNB [15], the eNB shall reject the procedure using the INITIAL CONTEXT SETUP FAILURE message.
If the supported algorithms for integrity defined in the Integrity Protection Algorithms IE in the UE Security Capabilities IE, do not match any allowed algorithms defined in the configured list of allowed integrity protection  algorithms in the eNB [15] or if all bits in Integrity Protection Algorithms IE are equal to 0, the eNB shall reject the procedure using the INITIAL CONTEXT SETUP FAILURE message.
--------------------------------------
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8.4.2

Handover Resource Allocation

8.4.2.1
General

The purpose of the Handover Resource Allocation procedure is to reserve resources at the target eNodeB for the handover of a UE. 

8.4.2.2
Successful Operation
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Figure 8.4.2.2-1: Handover resource allocation: successful operation
The MME initiates the procedure by sending the HANDOVER REQUEST message to the target eNodeB. The HANDOVER REQUEST message may contain the Handover Restriction List IE, which may contain roaming area or access restrictions.

If the Handover Restriction List IE is contained in the HANDOVER REQUEST message, the target eNB shall store this information in the UE context.

The eNB should use the information in Handover Restriction List IE to determine a target cell for handover. If the Handover Restriction List IE is not contained in the HANDOVER REQUEST message, the target eNB shall consider that no access restriction applies to the UE.

Upon receiption of the HANDOVER REQUEST message the eNB shall store the received UE Security Capabilities IE in the UE context and use it to prepare the configuration of the AS security relation with the UE.

If the SRVCC operation possible IE is included in the HANDOVER REQUEST message, the target eNB shall store the received SRVCC operation possible in the UE context and use it as defined in [9].
Upon reception of the HANDOVER REQUEST message the eNB shall store the received Security Context IE in the UE context and the eNB shall use to derive the security configuration as specified in [15] 

If the Trace activation IE is included in the HANDOVER REQUEST message, the target eNB shall if supported, initiate the requested trace function as described in [10].
If the Subscriber Profile ID for RAT/Frequency priority IE is contained in the Source eNodeB to Target eNodeB Transparent Container IE, the target eNB shall store the received Subscriber Profile ID for RAT/Frequency priority in the UE context and use it as defined in [14].

Upon reception of the UE History Information IE, which is included within the Source eNodeB to Target eNodeB Transparent Container IE in the HANDOVER REQUEST message, the target eNB shall collect the information defined as mandatory and may collect the information defined as optional in the UE History Information IE, for as long as the UE stays in one of its cells, and store the collected information to be used for future handover preparations.
After all necessary resources for the admitted E-RABs have been allocated the target eNodeB generates the HANDOVER REQUEST ACKNOWLEDGE message. The target eNodeB shall include in the E-RABs Admitted List IE the E-RABs for which resources have been prepared at the target cell. The E-RABs that have not been admitted in the target cell shall be included in the E-RABs Failed to Setup List IE.

For each bearer that target eNB has decided to admit and for which DL forwarding IE is set to “DL forwarding proposed”, the target eNB may include the DL GTP TEID IE and the DL Transport Layer Address IE IE within the E-RABs Admitted List IEs IE of the HANDOVER REQUEST ACKNOWLEDGE message indicating that it accepts the proposed forwarding of downlink data for this bearer.

If the HANDOVER REQUEST ACKNOWLEDGE message contains UL GTP TEID IE and UL Transport Layer Address IE for a bearer in E-RABs Admitted List IE then the target eNB requests forwarding of uplink data for this bearer.

If the Request Type IE is included in the HANDOVER REQUEST message then the target eNB should perform the requested location reporting functionality for the UE as described in section 8.11.
8.4.2.3
Unsuccessful Operation
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Figure 8.4.2.3-1: Handover resource allocation: unsuccessful operation
If the target eNodeB is not able to admit any of the E-RABs or a failure occurs during the Handover Preparation, it shall send the HANDOVER FAILURE message to the MME with an appropriate cause value. 

If the target eNodeB receives a HANDOVER REQUEST message containing RRC Container IE that does not include required information as specified in [16], the target eNodeB shall send the HANDOVER PREPARATION FAILURE message to the MME.

8.4.2.4
Abnormal Conditions

If the eNB receives a HANDOVER REQUEST message containing a E-RAB Level QoS Parameters IE which contains a QCI IE indicating a GBR bearer (as defined in [13]), and which does not contain the GBR QoS Information IE, the eNB shall not admit the corresponding E-RAB.  

If the eNB receives a HANDOVER REQUEST message containing several E-RAB ID IEs (in the E-RABs To Be Setup List IE) set to the same value, the eNB shall not admit the corresponding E-RABs.

If the Subscriber Profile ID for RAT/Frequency priority IE is not contained in the Source eNodeB to Target eNodeB Transparent Container IE whereas available in the source eNB, the target eNB shall trigger a local error handling.
If the supported algorithms for encryption defined in the Encryption Algorithms IE in the in the UE Security Capabilities IE, plus the mandated support of EEA0 in all UEs [15], do not match any allowed algorithms defined in the configured list of allowed encryption algorithms in the eNB [15], the eNB shall reject the procedure using the HANDOVER FAILURE message.
If the supported algorithms for integrity defined in the Integrity Protection Algorithms IE in the UE Security Capabilities IE, do not match any allowed algorithms defined in the configured list of allowed integrity protection  algorithms in the eNB [15] or if all bits in Integrity Protection Algorithms IE are equal to 0, the eNB shall reject the procedure using the HANDOVER FAILURE message.
--------------------------------------
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9.2.1.3
Cause

The purpose of the Cause IE is to indicate the reason for a particular event for the S1AP protocol.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	CHOICE Cause Group
	M
	
	
	

	>Radio Network Layer
	
	
	
	

	>>Radio Network Layer Cause 
	M
	
	ENUMERATED
(Unspecified,

Handover triggered, TX2RELOCOverall  Expiry, 

Successful Handover,

Release due to E-UTRAN Generated Reason, 
Handover Cancelled, Partial Handover, Handover Failure In Target EPC/eNB Or Target System,

Handover Target not allowed,

TS1RELOCoverall Expiry,

TS1RELOCprep Expiry,

Cell not available,,

Unknown Target ID,

No Radio Resources Available in Target Cell, Unknown or already allocated MME UE S1AP ID,

Unknown or already allocated eNB UE S1AP ID,

Unknown or inconsistent pair of UE S1AP ID, Handover desirable for radio reasons,

Time critical handover,

Resource optimisation handover,

Reduce load in serving cell, User inactivity,

Radio Connection With UE Lost, Load Balancing TAU Required, CS Fallback Triggered,

UE Not Available For PS Service, Radio resources not available,

Failure in the Radio Interface Procedure, Encryption and/or integrity protection algorithms not supported
…)
	

	>Transport Layer
	
	
	
	

	>>Transport Layer Cause
	M
	
	ENUMERATED
(Transport Resource Unavailable,

Unspecified,
...)
	

	   > NAS
	
	
	
	

	>> NAS Cause
	M
	
	ENUMERATED (Normal Release,

Authentication failure,

Detach,
Unspecified, 

…)
	

	>Protocol
	
	
	
	

	>>Protocol Cause
	M
	
	ENUMERATED
(Transfer Syntax Error,
Abstract Syntax Error (Reject),
Abstract Syntax Error (Ignore and Notify),
Message not Compatible with Receiver State,

Semantic Error,
Abstract Syntax Error (Falsely Constructed Message), Unspecified,...)
	

	>Misc
	
	
	
	

	>>Miscellaneous Cause
	M
	
	ENUMERATED
(Control Processing Overload, Not enough User Plane Processing Resources,
Hardware Failure,
O&M Intervention,
Unspecified, Unknown PLMN, ...)
	


The meaning of the different cause values is described in the following table. In general, "not supported" cause values indicate that the related capability is missing. On the other hand, "not available" cause values indicate that the related capability is present, but insufficient resources were available to perform the requested action.
	Radio Network Layer cause
	Meaning

	Unspecified
	Sent for radio network layer cause when none of the specified cause values applies

	Handover triggered
	The action is due to a handover that has been triggered.

	TX2RELOCOverall Expiry 
	The timer guarding the handover that takes place over X2 has abnormally expired.

	Successful Handover
	Successful handover.

	Release due to E-UTRAN generated reason
	Release is initiated due to E-UTRAN generated reason.

	Handover Cancelled
	The reason for the action is cancellation of Handover

	Partial Handover
	Provides a reason for the handover cancellation. The HANDOVER COMMAND message from MME contained E-RABs to Release List IE and the source eNB estimated service continuity for the UE would be better by not proceeding with handover towards this particular target eNB.

	Handover Failure In Target EPC/eNB Or Target System
	The handover failed due to a failure in target EPC/eNB or target system.

	Handover Target not allowed
	Handover to the indicated target cell is not allowed for the UE in question.

	TS1RELOCoverall Expiry
	The reason for the action is expiry of timer TS1RELOCoverall.

	TS1RELOCprep Expiry
	Handover Preparation procedure is cancelled when timer TS1RELOCprep  expires.

	Cell not available
	The concerned cell is not available.

	Unknown Target ID
	Handover rejected because the target ID is not known to the EPC.

	No radio resources available in target cell
	Load on target cell is too high.

	Unknown or already allocated MME UE S1AP ID
	The action failed because the MME UE S1AP ID is either unknown, or (for a first message received at the eNB) is known and already allocated to an existing context.

	Unknown or already allocated eNB UE S1AP ID
	The action failed because the eNB UE S1AP ID is either unknown, or (for a first message received at the MME) is known and already allocated to an existing context.

	Unknown or inconsistent pair of UE S1AP ID
	The action failed because both UE S1AP IDs are unknown, or are known but do not define a single UE context.

	Handover Desirable for Radio Reasons
	The reason for requesting handover is radio related.

	Time Critical Handover
	handover is requested for time critical reason i.e. this cause value is reserved to represent all critical cases where the connection is likely to be dropped if handover is not performed.

	Resource Optimisation Handover
	The reason for requesting handover is to improve the load distribution with the neighbour cells.

	Reduce Load in Serving Cell
	Load on serving cell needs to be reduced.

	User Inactivity
	The action is requested due to user inactivity on all E-RABs e.g. S1 is requested to be released in order to optimise the radio resources.

	Radio Connection With UE Lost
	The action is requested due to loosing the radio connection to the UE.

	Load Balancing TAU Required
	The action is requested for all load balancing and offload cases in the MME.

	CS Fallback triggered
	The action is due to a CS fallback that has been triggered

	UE Not Available for PS Service
	The action is requested due to a Cell Change Order that has been triggered

	Radio resources not available
	No requested radio resources are available

	Failure in the Radio Interface Procedure
	Radio interface procedure has failed 

	Encryption and/or integrity protection algorithms not supported
	The eNB is unable to support any of the encryption and/or integrity protection algorithms supported by the UE.


	Transport Layer cause
	Meaning

	Transport Resource Unavailable
	The required transport resources are not available

	Unspecified
	Sent when none of the above cause values applies but still the cause is Transport Network Layer related


	NAS cause
	Meaning

	Normal Release
	The release is normal

	Authentication Failure
	The action is due to authentication failure.

	Detach
	The action is due to detach.

	Unspecified
	Sent when none of the above cause values applies but still the cause is NAS related


	Protocol cause
	Meaning

	Transfer Syntax Error
	The received message included a transfer syntax error.

	Abstract Syntax Error (Reject)
	The received message included an abstract syntax error and the concerning criticality indicated "reject".

	Abstract Syntax Error (Ignore And Notify)
	The received message included an abstract syntax error and the concerning criticality indicated "ignore and notify".

	
	

	Message Not Compatible With Receiver State
	The received message was not compatible with the receiver state.

	Semantic Error
	The received message included a semantic error.

	Abstract Syntax Error (Falsely Constructed Message)
	The received message contained IEs or IE groups in wrong order or with too many occurrences.

	Unspecified
	Sent when none of the above cause values applies but still the cause is Protocol related


	Miscellaneous cause
	Meaning

	Control Processing Overload
	Control processing overload

	Not Enough  User Plane Processing Resources Available
	No enough resources are available related to user plane processing.

	Hardware Failure
	Action related to hardware failure

	O&M Intervention
	The action is due to O&M intervention.

	Unspecified Failure
	Sent when none of the above cause values applies and the cause is not related to any of the categories Radio Network Layer, Transport Network Layer, NAS or Protocol.

	Unknown PLMN
	The MME doesn’t identify at least one of  the PLMN provided by the eNB


--------------------------------------
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9.2.1.40
UE Security Capabilities

The UE AS Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE. 
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	 >Encryption Algorithms
	M
	
	BIT STRING (16, ...)
	Each position in the bitmap represents an encryption algorithm:
"all bits equal to 0" - UE supports no other algorithm than EEA0
 
“first bit” - 128-EEA1, 

“second bit” - 128-EEA2, other bits reserved for future use.  Value ‘1’ indicates support and value “0” indicates no support of the algorithm. 

Algorithms are defined in [15]



	> Integrity Protection Algorithms
	M
	
	BIT STRING (16, ...)
	 Each position in the bitmap represents an integrity protection  algorithm:  
 “first bit” - 128-EIA1, 
“second bit” - 128-EIA2, 

other bits reserved for future use.
Value ‘1’ indicates support and value “0” indicates no support of the algorithm.
Algorithms are defined in [15].
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9.3.4
Information Element Definitions

-- **************************************************************

--

-- Information Element Definitions

--

-- **************************************************************

--------------------------------------
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-- C

Cause ::= CHOICE {


radioNetwork

CauseRadioNetwork,


transport


CauseTransport,


nas




CauseNas,


protocol


CauseProtocol,


misc



CauseMisc,


...

}

CauseMisc ::= ENUMERATED {


control-processing-overload,


not-enough-user-plane-processing-resources,


hardware-failure,


om-intervention,


unspecified,


unknown-PLMN,
...

}

CauseProtocol ::= ENUMERATED {


transfer-syntax-error,


abstract-syntax-error-reject,


abstract-syntax-error-ignore-and-notify,


message-not-compatible-with-receiver-state,


semantic-error,

abstract-syntax-error-falsely-constructed-message,


unspecified,

...

}

CauseRadioNetwork ::= ENUMERATED {


unspecified,


handover-triggered,


tx2relocoverall-expiry,

successful-handover,


release-due-to-eutran-generated-reason,


handover-cancelled,



partial-handover,



ho-failure-in-target-EPC-eNB-or-target-system,


ho-target-not-allowed,


tS1relocoverall-expiry,

tS1relocprep-expiry,


cell-not-available,


unknown-targetID,


no-radio-resources-available-in-target-cell,


unknown-mme-ue-s1ap-id,


unknown-enb-ue-s1ap-id,


unknown-pair-ue-s1ap-id,


handover-desirable-for-radio-reason,


time-critical-handover,


resource-optimisation-handover,


reduce-load-in-serving-cell,


user-inactivity,


radio-connection-with-ue-lost,


load-balancing-tau-required,


cs-fallback-triggered,


ue-not-available-for-ps-service,


radio-resources-not-available,


failure-in-radio-interface-procedure,

encryption-and-or-integrity-protection-algorithms-not-supported,

...

}
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