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1. Overall Description:

SA3 thanks RAN3 for their LS R3-082858/S3-081424 on E-UTRAN security related issues: 

SA3#53 has agreed following requirements on forward security which are relevant for the posed questions in the LS:

· The MME shall always apply forward security i.e. not applying forward security was ruled out. 
· On S1 Handovers 1-hop security is required i.e. applying 2-hop security was ruled out.

Furthermore SA3#53 have discussed following two options for the eNB when to apply a fresh {NH,NCC} pair:

1) Apply the stored fresh {NH,NCC} pair at next HO (or RCR) 

2) Apply the stored fresh {NH,NCC} pair at latest at next X2,S1 handover for KeNB* derivation.

SA3#53 has a clear security preference to design the forward security for the eNB on the basis of option 1. However choosing option 2 would also be acceptable from security point of view if RAN3 find significant enough non security benefits. As explained on issue D on the answers to the LS questions further below, using a fresh {NH, NCC} pair at intra eNB handover as early as possible strengthens the security level after the handover. 

SA3 also notes that it considers it an essential requirement to keep eNB and UE keys synchronous: An obvious way to achieve this is that the NCC shall be told from eNB to UE at each HO and RRC connection reestablishment (RCR). Then the UE has either to derive the fresh KeNB horizontally (NCC has not increased) or vertically (NCC has increased), independent of HO type.

Following security requirements needs to be ensured in the design.

1) The MME shall never send the same {NCC, NH} pair to more than one eNB.  

2) The eNB shall never forward the same {NCC, key} pair to more then one target eNB.

3) The MME shall never decrease NCC (besides caused by an intentional wrap-around of NCC value space).

SA3 also notes that eNB forward security mechanism has been designed in such a way that it can cope (from security perspective) with missing PATH SWITCH ACKs.

The answers to the list of stage 3 assumptions for forward security have to be read in the scope of the above agreed requirements:

As the question 1 and 2 are related, the answer is handled together.

Question 1: are the above principles for S1 and X2 interfaces in line with the security requirements from SA3 regarding key handling and forward security? Question 2: does a stage 3 implementation in line with the assumptions listed in bullets 2 to 4 fulfil the security requirements of SA3? 

SA3-answer: 

      For bullet-1: 

"At S1 handover the MME may choose to apply forward security in one step or select that the KeNB to be used with the UE shall be computed from the {KeNB*, NCC} pair received from source eNB.

· 1 hop forward security: MME provides one or two {NH, NCC} pair(s) to the target eNB in HANDOVER REQUEST message. Target eNB shall use the first NH and the PCI when computing the KeNB to be used with the UE. Target eNB may store the second NH to be used in future handovers. The {KeNB*, NCC} pair received from source eNB in HANDOVER REQUIRED message shall not be used.

· Use received {KeNB*, NCC} pair:  MME receives the {KeNB*, NCC} pair from source eNB in the HANDOVER REQUIRED message. MME thereafter sends the received {KeNB*, NCC} pair to the target eNB in the HANDOVER REQUEST message. Target eNB shall use the received KeNB* as the KeNB to be used with the UE.
· All the above key related IEs ({key,NCC} pair) is visible on message level in the S1 interface and hence available for the MME."
A) The second {NH, NCC} pair in S1 HANDOVER REQUEST, i.e. the pair to be stored by the target eNB for future handovers, does not provide any security benefits.

B) SA3 sees no security benefit in sending a {NH, NCC} pair to the eNB in the S1 INITIAL CONTEXT SETUP nor in the S1 UE CONTEXT MODIFICATION REQUEST.
C) In case of S1-based handovers SA3 notes the SA3-requirement listed above that one-hop security shall be applied.
For bullet-2: 

"An MME that is configured not to apply forward security for the S1 handover shall also have the option not to apply forward security at X2 handover. The consequence is that NH in PATH SWITCH REQUEST ACKNOWLEDGE message should be optional. RAN3 is also aware that in this case, the only way to retrieve a fresh KeNB (not derived from previous KeNB) is by performing KeNB change on-the-fly procedure."
D) SA3 acknowledges that S3-081122 (S3-081227) is not clear on the point whether the MME shall always include a fresh {NH, NCC} pair in the PATH SWITCH REQUEST ACKNOWLEDGE and S1 HANDOVER REQUEST messages. The intention of SA3 is, though, that sending one {NH, NCC} pair in these messages shall be mandatory.
For bullet-3: "MME shall, when sending a {“key”, NCC} pair to eNB, always use a NCC value not sent before to eNB, neither in a {KeNB*, NCC} pair nor a {NH, NCC} pair. With this rule the target eNB does not have to send any key related information to MME in PATH SWITCH REQUEST message. The rule will guarantee that NCC is never decreased at the UE (which should not be allowed to happen)."
E) SA3 notes it is irrelevant if the same NCC (i.e. the value received by the UE in the handover command) is sent multiple times to an eNB as long as the {"key", NCC} pair is always different. If by design the NCC wraps modulo the NCC range, then it could happen that the same NCC value is sent to an eNB (and UE) again. But even if the NCC values are equal in this case, they still refer to different KeNB keys. As stated above there is however a security requirement that the same key in a {"key", NCC} pair is never sent to more than one eNB. The rule that "the target eNB does not have to send any key related information to MME in PATH SWITCH REQUEST message" and the security requirement above requires the MME to store NCC and to "increment" at each PATH SWITCH REQUEST message.
For bullet-4: "The eNB may use the stored NH (if available) or the current KeNB when computing the KeNB* :

· to be used in the next X2 or intra-eNB handover.

· to be included in the HANDOVER REQUIRED message sent to MME during S1 handover"

F) Using a stored {NH, NCC} pair at intra eNB handover strengthens the security level after the handover. Note that in case there is no fresh {NH, NCC} pair available for the next handover, the eNB sends the current NCC value again to the UE. From this the UE knows that it needs to do horizontal key derivation instead of vertical key derivation. Hence, once a stored NH is used in an intra eNB handover, there are no security benefits to receive another {NH, NCC} pair from MME to be used in the next X2 or Intra eNB handover. 
For bullet-5: "The {NH, NCC} pair to be stored and used in future handovers is introduced as an optional IE in the following S1 messages:

· INITIAL CONTEXT SETUP

· UE CONTEXT MODIFICATION REQUEST

· (S1 AP) HANDOVER REQUEST

· PATH SWITCH REQUEST ACKNOWLEDGE"

G) Please refer to the previous answers.

Question 3: is 128-EEA0 mandatory to support for all LTE UEs.  If so is it a correct assumption that there is no need to include 128-EEA0 in the UE security capabilities list.

SA3-answer: TS 33.401v811 section 5.1.3.2 specifies that 'UEs and eNBs shall implement 128-EEA0 both for NAS and RRC and UP. The intention of SA3 is that 128-EEA0 will be mandatory in the UE also in all future releases, i.e. it will never be exchanged to another "null algorithm" that replaces 128-EEA0.
Question 4: is it possible that a UE may report no security capability, i.e. no support for any integrity algorithm or no support for any ciphering algorithm (not even 128-EEA0), for example when an emergency call is setup?

RAN 3 discussed whether all IEs of UE Security Capabilities sent to eNB by MME are applicable to both NAS and AS or if some elements are only applicable to NAS and other only applicable to AS.

SA3-answer: For simplicity, SA3 prefers that there is only one way of achieving no encryption/no integrity protection in EPS. Therefore it is assumed that the UE always reports the security capabilities independent of the type of connection (e.g. Emergency or normal PS session with or without USIM). The requirements on the support of the algorithms are described in TS 33.401 clause 5.1.3 and clause 5.1.4. SA3 would also like to point RAN3 to the liaison statement S3-081129 on the topic of the support of a NULL integrity protection algorithm, which was forgotten to be sent to RAN3. 
Question 5: are all IEs that are contained in the UE Security Capabilities sent to eNB by MME applicable to both NAS and AS?

SA3-answer: In Rel-8, yes
Question 6: is it required that the source eNB sends the chosen algorithm for integrity and ciphering to target enB.

SA3-answer: No, see clause 7.2.4 of TS 33.401 which defines the requirements and procedures for AS algorithm selection on Initial AS security context establishment, X2 and S1 handovers. 
2. Actions:

To RAN3

SA3 kindly asks to take the above answers into account and to inform SA3 of the final outcome of choosing between the two options to apply a fresh {NH, NCC} pair in the eNB preferably still during SA3#53.

3. Date of Next TSG- SA WG3 Meetings:
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