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1. Introduction

The HNB location will be checked by the HMS when the HNB initially contacts it to get its provisioning configuration parameters before it registers to a HNB-GW [1]. The HNB will be authorised to start radio transmission after it successfully registered to a HNB-GW. Indeed, it is the HNB-GW that eventually authorises the HNB to enter operational state. However a tampered HNB could be moved between configuration procedure with the HMS and the registration with the HNB-GW, leading to potentially have HNBs authorised to operate albeit not in the location they claim to be.
It is also envisaged that the HNB does not contact the HMS at each power on, but can register directly to a HNB-GW after it has already get a configuration. It then becomes crucial that HNB-GW is committed to HNB location checking.
Nevertheless, it is worth avoiding having the location verification function in 2 different places. The present contribution aims at providing a solution enabling the HNB-GW to cope with HNB location verification with minimum effort.

2. Proposal
The common understanding is that during initial setup, the HMS verifies HNB location [1], and gives back to the HNB a verification result. It is agreed that the HNB provides a location information to the HNB-GW in the HNB REGISTER REQUEST message [2].
We propose to update current related procedures as follow: 

1) During the location verification procedure, the HMS provides the HNB with a Verified Location parameter including:

a. a geographical location position, in a generic format
b. a timestamp
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· The geographical location is foreseen as geographical coordinates (Lat/Long/Height as defined in [2]), whatever the location information the HMS has for its check, i.e. whatever the location came from a GNSS receiver, a radio scan, a DSL line Id or an IP address, etc.
· The timestamp identifies the absolute time the HMS makes the location verification. Its accuracy is FFS but day could be sufficient.
2) The HNB provides this Verified Location parameter to the HNB-GW during HNB registration.
3) The HNB-GW checks the timestamp. If it estimates that the timestamp is too old, the HNB-GW refuses the registration and asks the HNB to contact a HMS so as to get a fresher verified location.
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This will minimise possible harmful consequences of having a HNB moved and powered on without contacting a HMS, without requiring the HNB-GW to actually have to check the location, e.g. with a map of authorised areas.
Added security

HNBs will be widely deployed, operated (partly) by their purchaser and located in an un-trusted environment. Thus the probability HNB can be tampered or misused is higher than for current RAN nodes. The HNB could forge fake location information; it could modify the location provided by the HMS before reporting it to the HNB-GW; it could replay a valid Verified Location previously received.
To protect against false HNB locations, we further propose to add to the Verified Location parameter a signature coming from the HMS.
Then, the HMS provides now to the HNB a Certified Location parameter that include:
1- a Verified Location, as described above (geographical location position and timestamp)
2- a HMS identification,
3- a signature from HMS covering the Verified Location.
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Thanks to signature and timestamp, the HNB-GW can check HNB location information source, integrity and freshness, and authorise the HNB to start operational state with a high degree of confidence.
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3. Conclusion
In order to strengthen HNB location verification procedures we propose the following:
Prop. 1: The HMS provides the HNB with a Verified Location parameter including a geographical location position and a timestamp representative of the time of the verification.
Prop. 2: The HMS provides the HNB with a Certified Location parameter, including a HMS id and a signed Verified Location parameter.
4. References

[1] R3-092917, 3G HNB Provisioning Steps, Thomson (Nov. 2008)
[2] R3-082920, TS 25469, Iuh Interface HNBAP signalling -V0.3.0 (Nov. 2008)






3

