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1.
Introduction

SA3 have in an LS response clarified a number of issues related to key handling [1].

2.
Discussion

2.1
S1 handover
In current security architecture two key handling options are described [2] and agreed pseudo-CRs to [2].

-
1 hop forward security
-
Use the {KeNB*, NCC} pair received from source eNB
SA3 have concluded that the second option does not have any advantage from security point of view. Having two key handling options complicates the S1 specification with increased risk for interoperability issues.

Proposal: S1 handover shall only use the 1 hop forward security key handling. I.e. the MME generate a new (Key, NCC) pair to be used in the target eNB as input when target eNB derives the KeNB to be used with the UE.
2.2
X2 Handover/ Path switch procedure
SA3 state in the LS response that it shall be mandatory for the MME to provide a (NH, NCC) pair in the PATH SWITCH REQUEST ACKNOWLEDGE message. Furthermore for derivation of the new KeNB to be used in X2 or intra-eNB handover the eNB shall use the (NH, NCC) pair, if such pair is stored for the UE context.
SA3 also concluded that the MME is required to store NCC and to "increment" it when sending the PATH SWITCH REQUEST ACKNOWLEDGE message. Hence no key related information need to be included in the PATH SWITCH REQUEST message.

Proposal: (NH, NCC) pair shall be included as mandatory IE in PATH SWITCH REQUEST ACKNOWLEDGE message and procedure text reflect the mandatory usage of the (NH, NCC) pair in eNB. No key related information shall be included in the PATH SWITCH REQUEST message.
2.3
Next hop key handling

SA3 state in the LS response that:
· Once a stored NH is used in an intra eNB handover, there are no security benefits to receive another {NH,NCC} pair from MME to be used in the next X2 or Intra eNB handover.
· The second {NH, NCC} pair in S1 HANDOVER REQUEST, i.e. the pair to be stored by the target eNB for future handovers, does not provide any security benefits.

· SA3 sees no security benefit in sending a {NH, NCC} pair to the eNB in the S1 INITIAL CONTEXT SETUP nor in the S1 UE CONTEXT MODIFICATION REQUEST.
With the answer from SA3 it can be concluded that whether or not to provide a next hop key in any other message than PATH SWITCH REQUEST ACKNOWLEDGE is an internal RAN3 protocol design matter. Below is listed ways to design the next hop handling in S1:

· Alternative 1: It shall be possible for an eNB implementation to always have a stored {NH,NCC} pair. This implies that the implementation does not take the stored {NH,NCC} pair into use at Intra eNB handover procedure.
· Merits: Each handover type will always be handled in the same way:
· S1 handover: use the {Key, NCC} pair received from MME as input to new KeNB, and store the second {NH,NCC} pair.
· X2 handover: use the stored {NH,NCC} pair and store the {NH,NCC} pair received in PATH SWITCH REQUEST ACKNOWLEDGE message
· Intra eNB handover: use the current KeNB when deriving the new KeNB 

· Increased complexity: a (NH,NCC) pair have to be included in S1 HANDOVER REQUEST (a second key), S1 INITIAL CONTEXT SETUP,  S1 UE CONTEXT MODIFICATION REQUEST. 

· Alternative 2: include the (NH,NCC) pair only when it is motivated from security point of view
· Merits: minimise complexity in terms of number of IEs in the S1 messages. (NH,NCC) pair, i.e. the pair to be stored by the target eNB for future handovers,  is only handled in the Path Switch procedure. 

The merits in allowing implementations to have the same handling for each handover type motivate the slightly increased complexity (just one extra IE per message). To avoid multivendor interoperability issues the {NH, NCC} pair to be stored for future handovers shall be mandatory in the "AS key information" in S1 HANDOVER REQUEST (a second key), S1 INITIAL CONTEXT SETUP, S1 UE CONTEXT MODIFICATION REQUEST. Note: to maximise the security level it shall be allowed for implementations to use the stored {NH,NCC} pair in the next Intra eNB handover with the consequence of having two types of key handling at X2 handover. 
Proposal: include (NH,NCC) pair as mandatory IE in the "AS key information" in S1 HANDOVER REQUEST (a second key), S1 INITIAL CONTEXT SETUP, S1 UE CONTEXT MODIFICATION REQUEST.
2.4
NCC in CONTEXT management messages

After a new AKA run NCC is always initialized to 0, i.e. the NCC that corresponds to the KeNB to be used with the UE directly in the Initial Context Setup or UE Context Modification procedure has the value 0. Applying a strict information exchange practice NCC does not have to be sent to eNB in S1 INITIAL CONTEXT SETUP or S1 UE CONTEXT MODIFICATION REQUEST. Instead it should be defined in the procedure text that eNB shall store in the UE context that NCC has been reinitialized to its start value.

Being more practical it is easier to read and understand the standard if any key material in the specification comes as a (key, NCC) pair. The procedure text will define the same handling, "store the NCC in the UE context", and the IE definitions can look the same in context management and handover procedures.
Proposal: The key material to be sent to eNB in S1 INITIAL CONTEXT SETUP or S1 UE CONTEXT MODIFICATION REQUEST messages shall be coded as a (keNB*, NCC) pair.
2.5
KSIasme
The EPS ASME key identifier (KSIASME) is a number which is associated with the KASME derived during authentication. The purpose of the KSIASME is to make it possible for the network to identify the KASME which is stored in the mobile station without invoking the authentication procedure. 
The KSIASME is provided to the UE during the RRC Security Mode Command procedure and during Intra eNB handover. It should be part of the UE context and included in context management messages and S1 and X2 handover messages. For Intra LTE handover it may be transparent from the source eNB to the target eNB, but for IRAT handover to E-UTRAN a corresponding KSI (KSIsgsn with the same coding) has to be provided to eNB from MME. The KSIASME shall therefore not be included in the Source eNB to Target eNB Transparent Container to allow that the coding and presence of the KSI IE can be the same for intra LTE and IRAT HO cases. As MME have stored the KSIASME it does not have to be included in S1 HANDOVER REQUIRED message.
Proposal: include KSIASME in INITIAL CONTEXT SETUP, UE CONTEXT MODIFICATION REQUEST, S1 HANDOVER REQUEST message (on message level) and X2 HANDOVER REQUEST.
3.
Proposal

It is proposed that RAN3 discuss and agree to the basic principles and proposals for key handling as described in chapter 2 above.

It is proposed that RAN3 approve the CRs in [3] and [4].
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�This document is based on the outcome from E-mail discussion on SA3 reflector at the time for RAN3 deadline.
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