3GPP TSG RAN WG3 Meeting #61bis
R3-082709
Prague, Czech Republic, 30th September – 3rd October 2008
Source:
Ericsson
Title: 
AS security support in S1 and X2
Agenda Item:
10.2.7e
Document for:
Approval
1. Introduction

At SA3#52 a number of agreements regarding KeNB handling were made [1]. Furthermore some clarifications to this agreement is done in [2] submitted to SA3#52bis. Together [1] and [2] form a security architecture that is consistent and possible to use as a base for stage 3 specifications. 
[Note: the intension is to update this discussion document with the outcome of the SA3#52bis meeting result]. 
2. Discussion

2.1
UE Security Capability
The EPS Security Capabilities of the UE comprises supported integrity protection algorithms, encryption algorithms and EPS key derivation algorithms. 
As part of the initial attach request the UE security capabilities is forwarded to the MME. The MME thereafter forward the UE security capabilities to eNB in INITIAL CONTEXT SETUP message. UTRAN/GERAN security capabilities is included in the list sent to MME. There is no need to forward UTRAN/GERAN security capabilities to eNB. The UE Security Capability discussed in this document refers only to the E-UTRAN part.
During S1 and X2 handover the UE Security Capabilities shall be sent to MME by target eNB for verification, prohibiting the security level from being manipulated. 
In [1] chapter 7.2.4.2 details regarding UE security capabilities are described:
S1 Initial Context Setup:
· MME shall include the UE Security Capabilities in the S1: INITIAL CONTEXT SETUP message.
X2 handover:
· The source eNB shall include the list of UE Security Capabilities previously received in S1: INITIAL CONTEXT SETUP or S1/X2: HANDOVER REQUEST messages in X2: HANDOVER REQUEST message.
· The target eNB shall include the list of UE Security Capabilities received from the source eNB in the S1: PATH SWITCH REQUEST message for verification by MME.
S1 handover:
· The source eNB shall include the list of UE Security Capabilities previously received in S1: INITIAL CONTEXT SETUP or S1/X2: HANDOVER REQUEST messages to the target eNB in the Source eNB to Target eNB Transparent Container IE contained in the S1: HANDOVER REQUIRED message.
· The target eNB shall include the list of UE Security Capabilities received from the source eNB to the MME in the S1: HANDOVER NOTIFY message for verification by MME.

UE Security Capabilities IE shall be included and mandatory in the following messages or IEs:

· S1: INITIAL CONTEXT SETUP

· S1: PATH SWITCH REQUEST

· S1: HANDOVER NOTIFY
· X2: HANDOVER REQUEST

· S1 IE: Source eNB to Target eNB Transparent Container IE

Proposed layout of the IE:

UE Security Capabilities

The UE AS Security Capabilities IE defines the supported algorithms for encryption, integrity protection and KDF in the UE.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	 >Encryption Algorithms
	M
	
	BIT STRING (16)
	Each position in the bitmap represents an encryption algorithm:  

 “first bit” - 128-EEA0, 
“second bit” - 128-EEA1, 
“third bit” - 128-EEA2, other bits reserved for future use.  Value ‘1’ indicates support and value “0” indicates no support of the algorithm. 
Algorithms are defined in  [33.401].

	> Integrity Protection Algorithms
	M
	
	BIT STRING (16)
	 Each position in the bitmap represents an integrity protection  algorithm:  

 “second bit” - 128-EIA1, 
“third bit” - 128-EIA2, 
first bit and bits 4-16 reserved for future use.
Value ‘1’ indicates support and value “0” indicates no support of the algorithm.

Algorithms are defined in  [33.401].

	 > KDF support
	M
	
	BIT STRING (4)
	[FFS: only needed if negotiation of KDF is included in rel8]
Each position in the bitmap represents a KDF identity (“first bit”  represents identity 1 and so on),
Value ‘1’ indicates support and value “0” indicates no support of the KDF. 
KDF identity and algorithms are defined in  [33.401].




2.2 KeNB re-keying and KSIasme

In chapter 6.3 of [1] the EPS key identification is described. The EPS ASME key identifier (KSIASME) is a number which is associated with the KASME derived during authentication. The purpose of the KSIASME is to make it possible for the network to identify the KASME which is stored in the mobile station without invoking the authentication procedure. 
The KSIASME has to be provided to the UE during the RRC Security Mode Command procedure. 

KeNB re-keying is described in [1] chapter 7.2.9.2: “The eNB runs the key change on-the-fly procedure with the UE. During this procedure the eNB indicates to the UE which KSIASME was used to generate the KeNB that shall be the basis for derivation of the KeNB to be used after the procedure.”  MME triggers key change on-the-fly with the S1 procedure UE Context Modification. 
RAN2 and SA3 has concluded that it will not be possible to change the Kasme (new AKA run) as part of S1 or X2 handover. Key change on the fly is done using an intra cell handover. As intra eNB handovers may be used without update of KSIASME, i.e. a new KSIASME is not received in eNB from MME, the eNB have to store the current KSIASME and the KSIASME have to be included in handover messages to target eNB.
Stage 3 details to be included in 36.413 and 36.423:
· The KSIASME is provided to eNB by MME in the S1: INITIAL CONTEXT SETUP message and used by eNB in the RRC Security Mode Command procedure.

· The KSIASME is provided to eNB by MME in the S1: UE CONTEXT MODIFICATION REQUEST message an used by eNB for KeNB re-keying. 

· For S1 handover the KSIASME shall be included in the Source eNB to Target eNB Transparent Container IE. For X2 handovers KSIASME shall be included in the HANDOVER REQUEST message.
2.3
Key derivation
2.3.1
Overview of KeNB handling
In [1] and [2] the key derivation for AS security during Context setup/modification, X2 handover and S1 handover is described. For the purpose of cryptographically separated security keys in the target eNB compared to the source eNB a next hop key mechanism is introduced. It is based on a next hop key (NH) and a next hop key chaining counter (NCC). The key derivation principles are summarized below, for details see [1] and [2].
2.3.1.1
Basic Security Context

The basic security context comprises:
· KeNB* is the key from which the eNB (target eNB in handover procedures) shall derive the KeNB to be used for the UE

· NH is the key to be used in future handovers and is the key from which source eNB shall derive the KeNB* to be used by the target eNB to compute the KeNB for the UE after handover.
· NCC is the next hop key chaining counter used to identify a NH key in the chain
· KSIasme is the EPS ASME key identifier associated with the KASME from which the KeNB (KeNB* and NH) was derived (see 2.2. above).
The basic security context shall be sent to the eNB in INITIAL CONTEXT SETUP and UE CONTEXT MODIFICATION REQUEST message.
2.3.1.2
Security context during handover
The procedure to determine the new keys to be used after the handover (both for S1 handover and X2 handover) are using the following IEs: 
· KeNB* (source eNB -> target eNB) is the key from which target eNB shall derive the KeNB to be used for the UE. During handover the stored NH key is used by source eNB to derive a new KeNB*. If source eNB has a valid NH stored locally it is mandatory for source eNB to use this NH to create the new KeNB* to be forwarded to target eNB. For the case the source eNB does not have a valid NH it may compute the new KeNB* from the currently active KeNB.
· NCC (source eNB -> target eNB) is the next hop key chaining counter identifying from which NH/KeNB the KeNB* above was derived. The NCC value shall be included in the RRC message sent from target eNB to the UE (via source eNB) and is the NCC the UE shall use to derive the new KeNB.
· KSIasme (source eNB -> target eNB) is the EPS ASME key identifier associated with the KASME from which the KeNB* was originally derived (see also 2.2. above).
· NCC type indication (source eNB -> target eNB) indicates if the KeNB* was derived from the stored NH or from current KeNB, i.e. the KeNB used before the handover. If derived from NH the value shall be set to “increased”; the NCC associated to KeNB* is higher than the NCC associated to the current KeNB.  If derived from current KeNB the value shall be set to “not increased”; the NCC associated to KeNB* is the same as the NCC associated to the current KeNB.  The latter case only applies if a valid NH is not available in source eNB. NCC type indication is also used by target MME to derive the new NH to be sent to target eNB for use in future handovers.
Note: source eNB will never forward a NH+NCC, intended to be used in future handover, to target eNB. NH is only computed in MME and UE (never in eNB) and sent to eNB only from MME (never from source eNB to target eNB).
After the handover is completed the target eNB need to have a new NH with its associated NCC to be used in the next handover. To determine the number of steps in the NH-chain for the computing of a new NH, the MME need to receive the NCC Type Indicator in S1 signalling. Based on NCC Type Indicator and the stored security context for the UE in source MME, the target MME determines the NH with associated NCC to be used in future handovers. For the case of inter MME S1 handover the security context is forwarded to target MME.
2.3.1.3
New next hop forwarded to target eNB

Forwarding NH to target eNB in X2 handover (MME -> target eNB): 

Target eNB shall include the NCC Type Indicator in the PATH SWITCH REQUEST message. MME sends the computed NH together with the associated NCC to the target eNB in PATH SWITCH REQUEST ACKNOWLEDGE.

Forwarding NH to target eNB in S1 handover (target MME -> target eNB):
Source eNB shall include the NCC Type Indicator in the HANDOVER REQUIRED message. Target MME sends the computed NH together with the associated NCC to the target eNB in S1 HANDOVER REQUEST message.  Note: source eNB shall include the NCC Type Indicator in HANDOVER REQUIRED message on message level, not only in the transparent container. 
2.3.1.4
One step security at S1 handover

To achieve one step forward security the MME may request target eNB to use another KeNB* than the one received from source eNB. If a new KeNB* shall be used the target MME sends, in the S1 HANDOVER REQUEST message, both the key to be stored for future handovers (NH + associated NCC as described above) and a second key (a NH key in the key derivation algorithm) from which the target eNB shall derive the new KeNB* and from that the new KeNB to be used with the UE. The NCC associated with the new KeNB (i.e. the NCC that shall be sent to the UE in RRC message) is also received in the S1 HANDOVER REQUEST message.
2.3.1.5
Other aspects

Other aspect of key derivation without impact in S1 and X2 interfaces are:
· The source eNB shall use the target physical cell identity (PCI) when deriving the KeNB* from NH or current KeNB 
· The target eNB uses the target C-RNTI when deriving the KeNB from KeNB* except for the case when the KeNB* was derived from a fresh NH. 
· MME is not using PCI or C-RNTI for key derivation.

2.3.2
Security IEs on S1 and X2

The following messages/ IEs are impacted by the new key derivation function as defined in [1] and [2].
S1:

INITIAL CONTEXT SETUP, UE CONTEXT MODIFICATION REQUEST, HANDOVER REQUIRED, HANDOVER REQUEST, PATH SWITCH REQUEST, PATH SWITCH REQUEST ACKNOWLEDGE
IEs related to the security context shall also be added to Source eNB to Target eNB Transparent Container IE 
X2: 
HANDOVER REQUEST

2.3.2.1
S1: Source eNodeB to Target eNodeB Transparent Container IE
The four IEs defined in chapter 2.3.1.2 above that shall be forwarded transparent from source eNB to target eNB is included in the Source eNB to Target eNB Transparent Container IE. 
	IE/Group Name
	Presence
	IE Type and Reference

	NCC
	M
	NCC associated to KeNB*  IE

	KeNB*
	M
	KeNB* is according to definition in [33.401]

	NCC Type Indicator
	M
	ENUMERATED (increased, not increased) 

	KSIasme
	M
	BIT STRING (3)


2.3.2.2 New IEs in S1 interface

The IEs that shall be included on message level in the S1 interface is grouped in two new IEs.
New IE Security Context 

The Security Context IE contains the full security context to be stored for the UE in eNB.
	IE/Group Name
	Presence
	IE Type and Reference

	Security Context
	M
	

	  > Next Hop Definition
	M
	Note: defined below

	  > New Key
	M
	Key from which the new KeNB shall be derived according to definition in [1] and [2]

	  > NCC New Key
	O
	NCC associated to New Key IE

Note: shall only be included in relation to handover procedures

	  > NCC Type Indicator
	O
	ENUMERATED (increased, not increased) 
Note: shall only be included in relation to handover procedures

	  > KSIasme 
	O
	BIT STRING (3)
Note: shall not be included in relation to handover procedures


New IE Next Hop Definition
The Next Hop Key IE is sent from MME to eNB to be used in future handovers.
	IE/Group Name
	Presence
	IE Type and Reference

	Next Hop Definition
	M
	

	   > NCC
	M
	NCC associated to NH IE

	   > NH
	M
	Key to be used in future handovers according to definition in [33.401]


2.3.2.3
Impact on S1 and X2 messages

Using the above IE definitions the following new IEs shall be included in the impacted S1 and X2 messages. The handling that shall apply is also drafted in the tabular expressions. 
The IEs contained in Security Context IE on S1 is also shown in the message format below, with comments on the handling of these. They are greyed as they will not be included in the tabular for the message in the stage three CR.
The explanations provided per IE shall normally be included in procedure text and not in tabular in the stage three CRs.
S1: INITIAL CONTEXT SETUP

Add Security Context IE to the message. 
	IE/Group Name
	Presence
	IE Type and Reference

	Security Context
	M
	Note: for details of Security Context IE see 2.3.2.2

	  > Next Hop Definition
	M
	

	  > New Key
	M
	KeNB* as defined in [1]

	  > NCC New Key
	O (ignored if present)
	at context setup the NCC of the new key shall always be initialised to 0 [2]

	 > NCC Type Indicator
	O (ignored if present)
	ENUMERATED (increased, not increased) 

	 > KSIasme 
	O shall be present
	BIT STRING (3)


S1: UE CONTEXT MODIFICATION REQUEST
Add Security Context IE to the message. 

	IE/Group Name
	Presence
	IE Type and Reference

	Security Context
	M
	Note: Security Context IE defined in 2.3.2.2 above

	  > Next Hop Definition
	M
	

	  > New Key
	M
	KeNB* as defined in [1]

	  > NCC New Key
	O (ignored if present)
	at context modification (new AKA run) the NCC of the new key shall always be initialised to 0 [2]

	 > NCC Type Indicator
	O (ignored if present)
	ENUMERATED (increased, not increased) 

	 > KSIasme 
	O shall be present
	BIT STRING (3)


S1: HANDOVER REQUIRED
Add NCC Type Indicator IE to the message. The Intra-LTE HO Information ListRequest IE and Source eNodeB to Target eNodeB Transparent Container IE is not changed in the message definition (shaded with grey)
	IE/Group Name
	Presence
	IE Type and Reference

	NCC Type Indicator
	M
	ENUMERATED (increased, not increased) 

	Intra-LTE HO Information ListRequest
	C- ifIntraLTE (shall be present)
	

	> Source eNodeB to Target eNodeB Transparent Container
	M
	


S1: HANDOVER REQUEST
Use either Security Context IE (if one step forward security) or Next Hop Definition IE (if two step forward security). The Intra-LTE HO Information ListRequest IE and Source eNodeB to Target eNodeB Transparent Container IE is not changed in the message definition (shaded with grey).
	IE/Group Name
	Presence
	IE Type and Reference

	Choice Key Definition
	M
	select full security context for 1 step forward security and next hop definition for two step forward security according to definition in [2]

	> Full Security Context
	
	

	  >> Security Context
	M
	Note: Security Context IE defined in 2.3.2.2 above
If full security context selected the corresponding IEs in Source eNodeB to Target eNodeB Transparent Container shall be ignored

	
>>> Next Hop Definition
	M
	Define the third NH parameter according to definition in [2]

	
>>> New Key
	M
	Define the second NH parameter according to definition in [2].

	
>>> NCC New Key
	O shall be present
	Note: in S1 handover request also the NCC associated to the NH from which the KeNB* shall be derived in target eNB shall be included

	
>>> NCC Type Indicator
	O (shall always have value ‘increased’ or not be present.)
	ENUMERATED (increased, not increased)

Action if IE = ‘not increased’  FFS (reject or ignore)

	
>>> KSIasme 
	O (ignored if present)
	BIT STRING (3), 

Note: KSIasme from the Source eNodeB to Target eNodeB Transparent Container shall be used instead.  No support for change of the Kasme (new AKA run) in handover procedure in rel 8. 

	> Next Hop Definition
	
	

	 >> Next Hop Definition
	M
	

	Intra-LTE HO Information ListRequest
	C- ifIntraLTE (shall be present)
	

	> Source eNodeB to Target eNodeB Transparent Container
	M
	Note: this IE contains the new security context to be used if the key definition choice is next hop definition. Else the IEs: NCC, KeNB* and 

NCC Type Indicator shall be ignored. KSIasme shall always be taken from this IE.


S1: PATH SWITCH REQUEST 

Add NCC Type Indicator IE to the message.

	IE/Group Name
	Presence
	IE Type and Reference

	NCC Type Indicator
	M
	ENUMERATED (increased, not increased) 


S1: PATH SWITCH REQUEST ACKNOWLEDGE

Add Next Hop Definition IE to the message.

	IE/Group Name
	Presence
	IE Type and Reference

	Next Hop Definition
	M
	


X2: HANDOVER REQUEST
Add the same four IEs to the message that was proposed for Source eNB to Target eNB Transparent Container IE in S1. 
	IE/Group Name
	Presence
	IE Type and Reference

	NCC
	M
	NCC associated to KeNB*  IE

	KeNB*
	M
	KeNB* is according to definition in [1]

	NCC Type Indicator
	M
	ENUMERATED (increased, not increased) 

	KSIasme
	M
	BIT STRING (3)


2.4
Other stage 3 updates

Cause values related to failure of setup of security context and the secure relation between eNB and UE need to be defined.

The following cause vales are proposed for S1:

· Requested Ciphering And/Or Integrity Protection Algorithms Not Supported
· Failure In The Radio Interface Procedure

The following cause value is proposed for X2:

· Requested Ciphering And/Or Integrity Protection Algorithms Not Supported
3. Proposal

It is proposed that RAN3 discuss and agree to the basic principles for key handling as described in chapter 2 above.

It is proposed that RAN3 approve the CRs in [3] and [4] introducing UE Security Context into 36.413 and 36.423. 
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