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7
UTRAN Architecture and Application Protocol (RAN WG3)

7.1
Architectural support of 3G Home NodeB 


7.1.x
3G HNB Access Control

7.1.x.1
General
Support of 3G HNB access for pre-Rel-8 UEs cannot rely on CSG features that are available for Rel-8 LTE terminals and might become available for UEs supporting Rel-8 UTRA (broadcasted “CSG bit”, white list, autonomous cell search; and from macro LTE access, the ability to be registered to more than one (NAS level) area).

Therefore access control has to rely on legacy mechanisms like

-
utilisation of the NAS identity request procedure

-
utilisation of the NAS list of forbidden Location Areas

-
the fact that LACs for 3G HNB purposes are not infinitely available, i.e. the impossibility to assign a unique LAC to each 3G HNB deployed in an operator’s network. 

In addition, in order to off-load the CN from NAS signalling generated by the introduction of 3G HNB access to the network, access control in terms of 3G HNB access registration is performed within the 3G HNB RAN. 

-
3G HNB RAN has knowledge of the users’ subscription data for 3G HNB access (list of IMSIs). 

Typically, the 3G HNB GW shall have knowledge of all UEs that have access rights in a 3G HNB that is connected to it.
In addition to that, the 3G HNB may have access right information available for those (limited numbers of) UEs that are allowed to receive services in active mode.

The way how these ingredients are utilised for 3G HNB access control for pre-Rel-8 UEs are outlined in the following chapters.

7.1.x.2
IDLE mode access control

The following requirements shall be met by the IDLE mode access control:

1.
Access Control mechanisms shall not block UEs access to the 3G HNB he is actually registered to.

2.
Access Control mechanisms shall be able to block UEs not having access rights to any of the 3G HNBs

The flow chart in Figure 1 depicts a typical scenario of a UE having access rights to one or several 3G HNBs.

It is assumed, that in typical network scenarios only a limited number of LACs are available to be assigned to 3G HNBs, hence access control has to cope with the situation, that a high number of 3G HNBs are assigned with the same LAC, even if the are in close proximity.

So, it has to be ensured, that a UE is not rejected from camping on (i.e. performing Location Update from) a 3G home cell for which it has no access rights but which broadcasts the same LAC as the 3G HNB for which the UE has actually access rights. Otherwise the UE would has an entry in its forbidden LA list and would be expelled from its own 3G HNB. (Requirement 1)

-
The 3G HNB GW maintains a list of subscriber identifications (IMSIs) and checks any attempt of UEs to camp on 3G HNB cells. 

-
UEs that re-select to a 3G HNB cell in IDLE mode will perform a Location Update procedure (step 1 in Figure 1). The 3G HNB intercepts the NAS PDU, detects that it is a Location Area Update (or Routing Area Update or Attach) and forwards it to the GW within the RANAP: INITIAL UE MESSAGE.

-
The 3G HNB GW  intercepts the Location Update and starts the NAS: Identity Request procedure. (step 3). 

-
If the UE has access rights to one of the 3G HNBs broadcasting the same LAC it is allowed to camp on this 3G HNB. 
The 3G HNB GW lets the Location Update Request pass through after some NAS-level detail handling (step 7 and 8 to satisfy PDU SN handling due to the Identity Request procedure in case of CS domain). 

-
If the UE has no access right to any of the 3G HNBs broadcasting the same LAC, the UE receives a NAS level reject message and the dedicated connection is released, fulfilling Requirement 2 (steps 13 onwards). The UE will add an entry to its “forbidden LAI list”.
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Figure 1. Idle Mode Access Control.

An alternative way is described below:

There are some winding paths through 24.008 and 25.331 that would allow to set a cell (or cells) to “barred” based on intentionally cheating mobiles via the NAS: Authentication procedure, pretending the network to be a not-to-be-trusted one and ending up with barring the home cell. This was discussed e.g. in R3-071347.

However, it turned out, that the barring would actually be based UE internally on the cell’s scrambling code; having in mind network configurations that allow the 3G HNB to select the scrambling code based on environment scans and the fact, that the set of scrambling codes that are allocated for 3G HNB purposes are limited in number (as the LAC are), it becomes obvious, that this method would be able to work in theory, but doesn’t in practice.

7.1.x.3
ACTIVE mode access control

As discussed in section 2.1 for IDLE mode access control, it is possible, that UEs camp on cells for which they have actually no access permission, but due to access control based on Location Update Rejection, they are allowed to camp on any 3G HNB broadcasting a LAC their own 3G HNB broadcasts as well. So methods have to be found to prevent those UEs from receiving services from those 3G HNBs.

Handling of Mobile Originated Service Requests – Access control by HNB or HNB GW

The most obvious approach would be to apply the same method for ACTIVE mode access control as for IDLE mode, i.e. to intercept the Service Request procedure and check the UEs permanent identity against a registration entry in the HNB GW.

Intercepting the NAS PDU, the 3G HNB may perform access control if it contains respective subscription information, if this is not the case the 3G HNB GW performs the access control. Relevant NAS PDUs are SERVICE REQUEST and CM SERVICE REQUEST.

If the 3G HNBs are deployed on a different carrier,

-
and if the UE is not allowed to receive services from the 3G HNB, the RRC connection will be released, the respective RRC message (RRC CONNECTION RELEASE or RRC CONNECTION REJECT) should contain in the Redirection Info IE to redirect the UE to the macro-carrier (or even to another RAT).
If the UE has access to a 3G HNB broadcasting the same LAC as broadcasted from the cell from which it receives a (CM) SERVICE REJECT, the (CM) SERVICE REJECT shall carry any cause value that do not cause the UE to treat the LAC as being “forbidden”.

If, for any reason, the 3G HNB is deployed on the same carrier as the macro layer

-
the 3G HNB would have to accept the (CM) SERVICE REQUEST and after receipt of a RAB ASSIGNMENT REQUEST, it relocates the call to a cell on the macro layer.

Handling of Mobile Terminating Service Requests – Access control by HNB or HNB GW

In case the (CM) SERVICE REQUEST is in response to a paging request, due to the possibility that timers expire, the relocation approach, as described above, should apply.

support of emergency calls

In general, access control will not be performed by the 3G HNB RAN for emergency calls.
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