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1 Introduction 

When deploying HeNBs in an existing PLMN processes should be in place to allow the device to be registered, authenticated and authorized by the PLMN and to gather the information needed to operate in the assigned frequency spectrum.

This paper presents a solution for what is hereafter define as HeNB registration, i.e. the processes the HeNB has to go through at its first and following start ups.
2 Problem description and proposed solution

2.1 Need for HeNB Setup and Registration procedures

HeNBs are meant to be deployed within a PLMN in an uncoordinated/unplanned way.  Although the operator might know in advance about HeNB user’s details such as address or type of indoor premises where the HeNB will be installed, HeNBs setup and registration procedures will need to be launched and carried out only after the HeNB has been connected to the PLMN.  This is to circumvent cases in which a HeNB is not installed at the location or in the premises declared by the user or cases where the HeNB is moved from one location to another.

The main aspects that need to be defined to enable efficient registration and setup procedures are the type of architecture supporting such mechanism, the way information is exchanged among the network entities involved and the parameters already available at or in need to be exchanged to the HeNB/EPC.

In the following sections solution to the design of registration and setup procedures for HeNBs are presented.

2.2 Proposed Architecture 

The architecture considered for studying solutions to the HeNB registration and setup issue is based on the one described in section 6.1.2.3 of [1].  In this architecture a HeNB GW is deployed to act as an intermediate connection point between the HeNB and the core.  

The reasons why this architecture is chosen as the starting point of our discussion are manifold.  Firstly, the HeNB will need to connect to the PLMN via a secured tunnel due to the fact the last mile connection between the HeNB and the EPC will not be secured and not trusted by the PLMN operator.  Therefore, in order to start any registration and setup procedure, the HeNB will have to connect to a “security GW”, which handles encryption keys and that represents one of the secured tunnel end points.  If the functionalities of the security GW had to be embraced by an existing EPC node (e.g. MME/S-GW), this will considerably increase the processing load on that node due to the very high number of security keys to be handled and of secured tunnels to be managed.  The HeNB GW is a good candidate to fulfill these security functionalities due to its decentralization and low scalability impact of its deployment on the EPC.  

Secondly, when a HeNB is powered on there will be a series of configuration/setup procedures that will have to be done, e.g. authentication and authentication, registration, BCCH configuration, etc.  Such procedures will be performed by what hereafter will be called an auto configuration server (ACS). Again, if the ACS role was fulfilled by currently existing EPC nodes this will result in a high increase in processing load and in large amounts of HeNB information to be stored at the EPC.  Instead, the ACS role can be fulfilled by a decentralized node such as the HeNB GW.  The HeNB GW will register to the EPC in a similar way as eNB, therefore, given the relatively low number of HeNB GW to be deployed, scalability issues for the EPC will be avoided. 

From the above, the reference architecture adopted for this study can be derived.  This is shown in the figure below
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Figure 1. Proposed architecture with Security GW and ACS co-located at the HeNB GW
2.3 HeNB GW registration with the EPC

Due to the fact the HeNB GW acts towards the EPC as an eNB (see section 6.1.2.3 of [1]) its registration with the EPC does not require any special procedure and can be achieved with the already existing S1 Setup procedures described in [2].  

The HeNB GW will be a node deployed in a planned fashion, hence the operator will be able to plan how many TAs will be supported by the HeNB GW (within the HeNB GW serving area) and which TACs will be used.  These data will be sent to the MME to which the HeNB GW associates via the S1 Setup Request message.

The EPC will need to be able to differentiate between HeNB GWs and eNBs when setting up a S1 interface.  This can be done either via the eNB Name IE or via the eNB Global ID IE sent in the S1 Setup Request message.  For example, the operator might choose to set names for the HeNB GWs starting with a prefixed string, or it might choose a special range of eNB Global IDs for HeNB GWs.

Therefore, the registration of the HeNB GW will occur as part of the S1 Setup procedure, as shown in the figure below.   
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Figure 2. HeNB GW registration procedure as part of S1 Setup procedure

2.4 HeNB Registration with the HeNB GW

Before any HeNB registration and setup procedure is carried out the HeNB will be preset with a range of parameters.  The HeNB will in fact be provided to the user with a set of preconfigured parameters either assigned by the manufacturer or by the operator.  It is hereafter assumed that the following parameters are preconfigured in the HeNB:

· Global Cell IDs used by the HeNB. 
· Note that according to the NAS and AS identification schema proposed in section 6.1.2.3 of [1] the GCI also identifies the CSG ID . So the CSG Id should be known to the HeNB.
· HeNB GW connectivity details (i.e. HeNB GW IP address, HeNB GW name) 
· Security credentials such as security protocol to be used and master key
· A unique HeNB Hardware ID
Given that the above parameters are available at the HeNB before it is powered on, the registration procedure of the HeNB with the HeNB GW can be carried out in a way similar to the S1 setup procedure specified in [2].  The extra information elements adopted for this HeNB S1 setup procedure are meant to be used only in HeNB scenarios, i.e. they should have no impact on existing S1 setup procedures for eNBs. The proposed procedure is shown in the message sequence chart below.
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Figure 3. HeNB Registration and Setup procedure
1.
By connecting to the preconfigured HeNB GW IP address (or by requesting the local DNS to resolve the preconfigured HeNB GW name) the procedures for setting up of a secure tunnel are carried out. 

· A possible security protocol used could be IPSec

2.
Assuming that the HeNB can scan for neighbour cells (macro cells, CSG cells, etc), a scan is performed.  As a result of the scanning the HeNB can decide which Phjy ID to use

· In case a range of Phy IDs is reserved for CSG use, this Phy ID will be selected from this range

· By knowing the neighbour’s Phy IDs the HeNB can optimally select a Phy ID to the HeNB so to minimize inter cell interference 

· If the HeNB can perform multi RAT frequency scanning, neighbour cells other than LTE could be detected

3.
Once the secured tunnel is setup the HeNB sends a S1 Setup plus Registration Request message to the HeNB GW.

· In order to allow the HeNB GW to authenticate and authorize the HeNB, the preconfigured HeNB HW ID and HeNB GCI are sent with the message.

· The neighbour GCIs (when present) allow the HeNB GW to gain some information about the location of the HeNB, which is important to know for authorization of operation in the assigned frequency spectrum.

· The CSG ID, which should be configured in the HeNB and which is derived from the GCI specified by the HeNB by selecting the first most significant bits of the GCI

· Note that in section 6.1.2.3 of [1] the CSG ID is made of the first “x” significant bits of the GCI, while the remaining trailing bits of the GCI are used to specify a cell within the CSG. Therefore, according to this concept, if the CSG is made of one cell only the GCI coincide with the CSG ID

· Suitable procedures for HeNB registration have been specified in [3], where the “1 Boot” type messages are defined for boot-up registration procedures in a scenario very similar to the HeNB(HeNB-GW

4a.
Depending on the type of location information provided to the HeNB GW a location check may be performed

4.
After receiving the Registration Request information the HeNB GW can authenticate the HeNB and authorize it to operate in the assigned frequency spectrum

5.
In the S1 Setup plus Registration response message the HeNB GW provides the HeNB with a series of essential parameters.  Such parameters allow the HeNB to complete the cell setup and to setup the BCCH. The parameters assigned are listed below:

· The frequency band to be used

· Command to set CSG bit in BCCH to one

· TAC opportunely selected from the list of TACs preconfigured at the HeNB GW

· PLMN ID

In case a registration rejection was generated, opportune status codes will have to be provided together with the response

The procedures specified above allow the HeNB to be authenticated, authorized and setup for operation. The procedures are completely transparent to the EPC, hence not raising scalability issues.  Yet, the operations allow an optimized deployment of home CSG cells thanks to the monitoring and control performed by the HeNB GW.

3 Conclusion and proposal

The paper discussed essential procedures needed to deploy HeNBs in established PLMNs.  It is proposed that these procedures are discussed and included in section 6.1.2.3 of [1]
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