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1. Introduction
RAN3 is currently discussing architectural aspects of Home eNodeBs (HeNBs) [1]. The current understanding is that a HeNB Gateway (HeNB GW) functionality may be needed to support HeNBs in EPS [2]. What is still unclear is whether this HeNB GW function should be visible in the specification or not and, if so, what additional standard functionalities would need to support. 
This document proposes and justifies a set of requirements for the HeNB GW function which, if satisfied by the gateways, will enable incremental and efficient deployment of HeNBs. These requirements also attempt to minimize the changes to existing network interfaces, required in order to support HeNBs.
2. Discussion
Two important gateway functionalities are needed in order to accept HeNBs into an operator’s network. First, the HeNBs are customer premise equipments that connect across an unsecure internet – consequently a Security Gateway (SeGW) is needed to authenticate the HeNBs and the traffic originating at them, before allowing these into the core network. Second, due to the potentially large number of HeNBs in the network, there may be a need to have a Concentrator functionality between the MME and the large number of HeNBs. The above two functionalities may be co-located within a single HeNB-GW, or could be separated into different network entities. In addition, the HeNB may also need a registration functionality in order to download initial configuration from the network.
2.1. Requirements for Gateway Functionalities 
This document proposes a set of requirements to be adopted by the gateway functionalities:
· Req #1: The Security Gateway shall be a stand alone entity.

· Req #2: The Security Gateway shall be transparent to both the eNBs and the MME, at the application level.

· Req #3: The Security Gateway shall be an off-the-shelf VPN Server.
· Req #4: The initial configuration / registration functionality shall be independent of the Security Gateway. 
· Req #5: The Concentration functionality shall be optional.
· Req #6: If present, the Concentration functionality shall be transparent at the application (e.g. S1) and transport (e.g. SCTP) layers.

· If a Concentration functionality is required due to scalability issues at the MME, it shall be an internal and proprietary implementation, with no bearing on the standards.

The subsequent section discusses each requirement in detail. 

2.1.1. Stand-alone Security Gateway

The key purpose of the Security Gateway (SeGW) is to authenticate HeNBs and the traffic coming from them. While this is necessary for protecting the core network, it is independent of any existing core network functions. As such, it need not be part of any core network node, and should be a stand-alone entity. Such a SeGW can be made optional for initial trials and/or deployments, thereby facilitating rapid testing and troubleshooting of HeNBs in a real deployment scenario.

It will also allow the security needs of a HeNB to evolve independently of other core network functions. Thus, a more optimized or better security paradigm could be implemented between the HeNBs and the SeGW, without affecting any other node in the core network.
2.1.2. Transparent Security Gateway

The responsibility of trusting a HeNB lies with the SeGW. Once the HeNB is accepted by the SeGW, the SeGW should be transparent to the MME and other nodes in the network. Even to the HeNB, the SeGW should provide a secure IP transport, and be transparent at the application level. 

This requirement will enable incremental deployment of HeNBs. When a new SeGW is deployed in order to augment the current network with HeNBs, it will not cause any changes to the existing 3GPP standards or infrastructure. Traffic between the HeNB and the SeGW will be encrypted (e.g. using IPSec), but the SeGW will decrypt these and present usual traffic to the core network nodes.
2.1.3. Security Gateway as a VPN Server

In fact, a stand alone SeGW that provides authentication and encryption functionality, yet is transparent to the core network nodes, can simply be an off-the-shelf VPN Server. The VPN Server could be deployed at the edge of the core network, while each HeNB implements the VPN Client. All traffic between the HeNB and the SeGW will be protected as it travels through untrusted internet domain, but will then be presented as normal core network traffic. The behavior is similar to that of a corporate network where off-site computers are allowed to participate in the secure network once they have been trusted by the VPN Server.

This has a significant advantage in that it eliminates the need for 3GPP to define and standardize a new SeGW node, and its interfaces. It also removes the need to build and deploy a new HeNB-specific HNB-GW node before HeNBs can be deployed. All that is needed by the operators and vendors is to select an appropriate VPN Server that satisfies the security requirements, and install the corresponding client at the HeNBs.

Improvements in the security infrastructure can then be independent of the other 3GPP functionalities, and may be achieved by upgrading the VPN Server and the VPN Client software on the HeNBs.
2.1.4.  Independent initial Configuration / Registration Functionality

An HeNB may need necessary initial configuration before it is allowed to switch on its radio transmitter. To this end, it needs a registration procedure to communicate with an appropriate server in order to complete its initial configuration. However, such a registration procedure is entirely independent of authentication, and need not be coupled with the authentication functionality at the SeGW.
Such a registration functionality could be co-located at the HNB-GW, or be supported at a different core network entity. In fact, once the HeNB is trusted by the SeGW, it is capable of communicating with the O&M Servers within the network. These O&M Servers may be most appropriate entities to store and communicate the initial configuration required by the HeNB. 

2.1.5. Optional Concentrator Functionality

Due to the potentially large number of HeNBs that are to be deployed, there may appear the need for a Concentrator functionality between the MME and the HeNBs. However, this concentrator functionality should be optional to allow initial HeNBs to connect directly to the MME. Avoiding the need to define, standardize, and build a new network node will certainly hasten the deployment options for HeNBs. Furthermore, in case the MME itself evolves to be capable of handling the large number of connections, there will be no need for such a Concentrator functionality.

2.1.6. Transparent Concentrator Functionality

Making the concentrator functionality optional immediately implies that when implemented, this functionality should be transparent to the end-points. Thus, the HeNBs should be oblivious to the concentrator functionality, at both the application layer (S1), as well as the transport layer (SCTP). 

A Concentrator functionality may well be needed, depending on the MME capabilities. But if so, it should be added as a proprietary node / software module to the MME. It should offer the same S1 interface to the HeNBs, thus ensuring that the HeNBs continue to use the existing S1 interface, with or without a concentrator in the path. Avoiding the need to define new standard interfaces with the concentrator functions should significantly improve the time-to-market for such a MME module, if/when needed.
2.2. Incremental Deployment of HeNBs

In this section we summarize the incremental steps to a HeNB deployment. At each step, the attempt is to minimize the changes to existing nodes and standards.

· Step 0: A macro/micro deployment of eNBs. No HeNBs.

· Step 1: Operator chooses a HeNB vendor for trials. Initial trial with small number of HeNBs, which are allowed to connect directly to the MME (Req #1) using the standard S1 interface (Req #5). HeNBs appear as normal eNB to the network nodes. HeNBs are configured manually, for initial deployment and testing.
· Step 2: More realistic secure deployment using HeNBs. SeGW is deployed transparently (Req  #1, Req #2). VPN clients are enabled in the HeNBs, allowing them to connect to the operator core network via the VPN server (Req #3). HeNBs are now configured using the O&M Servers (Req #4). HeNBs continue to connect to MME using S1 (Req #5).

· Step 3: As the number of HeNBs increases, the MME currently deployed by the operator reaches its scaling limits. A concentrator box / software module is deployed to aid the MME. However, the concentrator functionality is transparent to the application and transport layers (Req #6), hence the HeNBs continue to communicate as before.
3. Conclusion
This document recognizes key functionalities being discussed in order to enable HeNB deployments in EPS, namely the Security Gateway function and the Concentrator function. It then proposes a series of five requirements on these functionalities. These requirements will help an operator to deploy HeNBs in an incremental fashion, with minimum changes to the existing network at each step. By adhering to existing interfaces wherever possible, these requirements will also reduce the number of new network nodes and interfaces that need to be standardized.
4. Proposal

RAN3 is proposed to agree on the following requirements for HeNB GWs functions:
1. The Security Gateway shall be a stand alone entity.
2. The Security Gateway shall be transparent to both the eNBs and the MME, at the application level.
3. The Security Gateway shall be an off-the-shelf VPN Server.
4. The initial configuration / registration functionality shall be independent of the Security Gateway. 
5. The Concentration functionality shall be optional.
6. If present, the Concentration functionality shall be transparent at the application (e.g. S1) and transport (e.g. SCTP) layers.
· If Concentration functionality is required due to scalability issues at the MME, it shall be an internal and proprietary implementation, with no bearing on the standards.
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