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1. Introduction

The feasibility study of 3G HNB was extended at the RAN#39 meeting to allow RAN WG3 to continue architecture work on 3G HNB. As part of the feasibility study, RAN WG3 was asked to study the functions necessary to operate 3G HNBs and on the location of those functions. 
This contribution provides a detailed description of the functions needed to address key issues in deployment of 3G HNB applications, such as the ad-hoc and large scale deployment of 3G HNBs using public infrastructure such as the Internet.
2. Discussion

2.1
3G HNB system architecture

The following system architecture can be envisioned for the 3G HNB deployments.
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Figure 1: 3G HNB System Architecture
The key features of the above 3G HNB system architecture are:

· Support for a standard 3G handset device as defined in TS 23.101 [6].
· Co-existence with the UMTS Terrestrial Radio Access Network (UTRAN) and interconnection with the existing Core Network (CN) via the standardized interfaces defined for UTRAN:

-
Iu-cs interface for circuit switched services as overviewed in TS 25.410 [3].

-
Iu-ps interface for packet switched services as overviewed in TS 25.410 [3].

-
Iu-pc interface for supporting location services as described in TS 25.450 [4].

-
Iu-bc interface for supporting cell broadcast services as described in TS 25.419 [5].
· The HNB Access Network (HNB-AN) is introduced to address some of the key issues in the deployment of 3G HNB applications, such as the ad-hoc and large scale deployment of 3G HNBs using public infrastructure such as the Internet. The HNB Access Network (HNB-AN) sub-system architecture can further be envisioned as follows.
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Figure 2: HNB Access Network Architecture

Note: The UTRAN and the Iu reference point(s) as described in TS 25.410 [3] are not directly applicable for the 3G HNB application, since the UTRAN architecture defines the Iu reference point between a legacy RNC (which has specific roles and performs specific functionality as described in TS 25.410) and the CN. Hence it is proposed to introduce the HNB Access Network (HNB-AN) along with a new reference point Iu-h and Iu-hm to address specifically the 3G HNB application. 

· The key elements of the HNB-AN are as follows
· 3G Home Node-B (3G HNB). The HNB is customer premise equipment (CPE) which offers a standard radio interface (Uu) for UE connectivity. The HNB provides the radio access network connectivity to the UE using the Iu-h interface. The 3G HNB is envisioned to support RNC like functions, the details of which are captured in the Table 1 describing the legacy UTRAN functional split within the HNB-AN. Besides supporting RNC like  functions, enhancements for operating in ad-hoc environment are needed for the 3G HNB and are described further in section 2.3 and 2.4
· A generic IP access network (utilizing customer broadband connection and the Internet) provides connectivity between the 3G HNB and the HNB-GW. The IP transport connection extends from the HNB-GW to the 3G HNB.  The generic IP access network is assumed to be untrusted public IP network without any ATM or SS7 infrastructure.
· A single interface, the ”Iu-h” interface, is defined between the HNB-GW and the 3G HNB.

· Home Node-B Gateway (HNB-GW). The HNB-GW is the entity which provides network connectivity of the 3G HNB to existing CN. The HNB-GW entity appears as a legacy RNC to the existing CN (using existing Iu interfaces for CN connectivity) and connects the 3G HNB using the Iu-h interface. The HNB-GW also performs key functionalities, such as the management of the legacy UTRAN identifiers (LAI, SAI, RND-Id, etc) towards the CN, and Iu-h interface management as described in section 2.3 and 2.4.
· HNB Management (Mgmt) System: The HNB Mgmt System is a centralized CPE device management for the 3G HNB which uses the Iu-hm reference point to communicate with the HNB via the HNB-GW.  The detailed functionality of the HNB Mgmt System is FFS.
· A single interface, the “Iu-hm” interface, is defined between the HNB-GW and HNB Mgmt System to carry information related to CPE device management functionality between the HNB and HNB Mgmt System. The Iu-hm reference point can use existing CPE device management techniques as described in DSL Forum technical specifications TR-069 [7]. 
It should also be noted that a key characteristic of the HNB-AN is that there are no permanent pre-configured peer adjacencies between 3G HNB and HNB-GW; rather, these are ad-hoc adjacencies that are initiated from the 3G HNB (as it is usually behind a NAT/firewall, and does not have a permanent IP address in the carrier network).
· The detailed system architecture in support of 3G HNB application is illustrated in the following figure:
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Figure 3: Detailed 3G HNB System Architecture
2.2
Functions supported in the HNB Access Network
The functions performed in HNB Access Network are classified into two categories:
1) Legacy UTRAN Functionality necessary to provide the standard Iu interface towards the CN and the standard Uu interface towards the UE.
2) Enhanced Functionality necessary to support ad-hoc 3G HNB deployment using public broadband network infrastructure such as the Internet by providing support for key concepts such as security, plug-and-play operation, QoS, scalability and interoperability.
The following sub-sections provide additional details on the above two categories of HNB-AN functions.

2.2.1 HNB-AN support for legacy UTRAN functions
In order to provide a standard Iu interface towards the CN and a standard Uu interface towards the UE, as shown in Figure 1, the HNB-AN must provide many of the functions provided by the legacy UTRAN. Table 5.1 in TS 25.410 [3] defines the functional split between the core network and the UTRAN. The following table is an extension to Table 5.1 in TS 25.410 [3] and is used to capture the proposed functional split of the legacy UTRAN functions in the HNB-AN between the 3G HNB and HNB-GW. 

As seen from the table below, the radio management functions are delegated to the 3G HNB, whereas the core network connectivity functions are provided by the HNB-GW. The assumptions used in making the division of the functions, as specified in the table, are based on either technical infeasibility or inefficiency. For example, the Iu link management function of ATM VC management was designated to the HNB-GW as it was technically infeasible to provide the same functionality in the 3G HNB. Additionally, certain functions require co-ordination between the HNB and HNB-GW and as such these functions are expected to be managed by both HNB and HNB-GW. “Paging” is an example of such a function where co-ordination between HNB and HNB-GW is necessary. Paging from CN must be processed by the HNB-GW to determine the precise HNB (and the corresponding UE) which must be targeted for the Paging owing primarily to the un-coordinated nature of the HNB deployment. Functions such as the transparent relay of NAS messages (i.e.”CN signalling data transfer”), are supported on the 3G HNB as well as HNB-GW. 
Table 1: HNB Access Network Functional split

	Function
	HNB Access Network
	CN

	
	3G HNB
	HNB GW
	

	RAB management functions:
	
	
	

	RAB establishment, modification and release
	X
	X
	X

	RAB characteristics mapping Iu transmission bearers
	
	X
	

	RAB characteristics mapping Uu bearers
	X
	
	

	RAB queuing, pre-emption and priority
	X
	
	X

	
	
	
	

	Radio Resource Management functions:
	
	
	

	Radio Resource admission control
	X
	
	

	Broadcast Information
	X
	
	X

	
	
	
	

	Iu link Management functions:
	
	
	

	Iu signalling link management
	
	X
	X

	ATM VC management
	
	X
	X

	AAL2 establish and release
	
	X
	X

	AAL5 management
	
	X
	X

	GTP-U Tunnels management
	X
	X
	X

	TCP management
	
	X
	X

	Buffer Management
	X
	X
	

	
	
	
	

	Iu U-plane (RNL) Management:
	
	
	

	Iu U-plane frame protocol management
	
	
	X

	Iu U-plane frame protocol initialization
	
	X
	

	
	
	
	

	Mobility management functions:
	
	
	

	Location information reporting
	X
	X
	X

	Handover and Relocation
	
	
	

	  Inter RNC hard HO, Iur not used or not available
	X
	X
	X

	  Serving RNS Relocation (intra/inter MSC)
	X
	X
	X

	  Inter system hard HO (UMTS-GSM)
	X
	X
	X

	Inter system Change (UMTS-GSM)
	X
	X
	X

	Paging Triggering
	
	
	X

	GERAN System Information Retrieval
	X
	X
	X

	
	
	
	

	Security Functions:
	
	
	

	Data confidentiality
	
	
	

	   Radio interface ciphering
	X
	
	

	   Ciphering key management
	
	
	X

	   User identity confidentiality
	X
	
	X

	Data integrity
	
	
	

	   Integrity checking
	X
	
	

	   Integrity key management
	
	
	X

	
	
	
	

	Service and Network Access functions:
	
	
	

	CN Signalling data
	X
	X
	X

	Data Volume Reporting
	X
	
	

	UE Tracing
	X
	X
	X

	Location reporting
	X
	X
	X

	
	
	
	

	Iu Co-ordination functions:
	
	
	

	Paging co-ordination
	X
	X
	X

	NAS Node Selection Function
	
	X
	

	MOCN Rerouting Function
	
	X
	X

	
	
	
	

	MBMS functions
	X
	X
	X

	MBMS RAB Management
	X
	X
	X

	MBMS UE Linking Function
	X
	X
	X

	MBMS Registration Control Function
	X
	X
	X

	MBMS Enquiry Function
	X
	X
	X


2.2.2 HNB-AN support for enhanced functions
The 3G HNB is customer premise equipment (CPE) which is expected to be deployed as a plug-and-play device by the end user. In order to support such an ad-hoc and large scale deployment of 3G HNBs, it is proposed to support the following functional enhancements in the HNB-AN.
1. Mechanism for securing the interface between the 3G HNB and HNB-GW, including mutual authentication, data confidentiality and integrity protection.
2. Mechanism for discovering and connecting to the most appropriate serving HNB-GW by the 3G HNB.
3. Mechanism for access control of the 3G HNB (e.g. “location” verification of the 3G HNB before allowing network access to a particular 3G HNB).
4. Mechanism for performing access control of the UE at a given 3G HNB, before allowing the UE to camp on the 3G HNB. 
5. Mechanism for providing network operational parameters to the 3G HNB (e.g. System Information Broadcast parameters based on the 3G HNB's serving HNB-GW).
6. Mechanism for providing device specific configuration parameters to the 3G HNB.

7. Method for tracking the UE to its serving 3G HNB and the trade-off against paging for the UE at potentially thousands of Internet connected 3G HNBs sharing the same Location Area. See scenario described in [R2-080290].
8. Techniques to protect against audio quality degradation as a result of Internet delay, jitter, and packet loss characteristics.
9. Mechanism for management of the link between the 3G HNB and HNB-GW (e.g. mechanisms for fast synchronization of the application and subscriber states at the HNB and HNB-GW when the underlying transport link is dropped and reconnected). 
10. Mechanism to provide optimized PS bearer plane over the HNB-AN (e.g. a "direct tunnel" from 3G HNB to GGSN).
11. Mechanism to protect the CN from a rogue or misbehaving 3G HNB.
12. Mechanism for multiplexing multiple CS user plane bearer paths between a 3G HNB and HNB-GW for bandwidth efficiency in the HNB-AN.
13. Mechanisms to provide differentiated service for home user and guest users (e.g. preferential billing for home users, etc).

2.3
Key Concepts and Solutions for HNB-AN Enhanced Functions
The following sub-sections describe the key concepts and generic solutions (without emphasis on the actual protocol used in the HNB-AN over the Iu-h interface), which address the above enhanced functions necessary in the HNB-AN.
2.3.1
Security

i. Security of the Iu-h interface:
As described in section 2.1, the generic IP network connecting the 3G HNB and HNB-GW uses public infrastructure such as the Internet which is assumed to be insecure and untrusted, in terms of both client and server devices. Additionally, the 3G HNB is deployed as customer premise equipment (CPE) which is operated by the end user. As a result, it is necessary to perform mutual authentication between the 3G HNB and HNB-GW before allowing the 3G HNB to access the CN. Additionally, the Iu-h interface must be secured for data confidentiality and integrity protection over the generic IP access network. 

Iu-h interface security can be achieved using the standardized mechanisms specified in TS 33.234 [9] and TS 43.318 [1]; i.e., provision the 3G HNB with an IMSI and use IKEv2 with EAP-SIM or EAP-AKA for 3G HNB authentication and digital certificates for HNB-GW authentication, and IPSec ESP for data confidentiality and integrity protection. This results in the addition of Security Gateway and AAA functions entities and associated interfaces to the 3G HNB System Architecture, as illustrated in the following figure.
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Figure 4: Detailed 3G HNB System Architecture with Security
ii. Protection of CN from rogue or non-conformant 3G HNB:

As stated above, the 3G HNB--due to it physical location at the customer premise--is subject to being tampered with or attacked. The critical CN equipment (such as the VLR, HLR, and SGSN) could now be subject to attacks from a compromised 3G HNB or a misbehaving 3G HNB (i.e. non-conformant to the protocol selected for the Iu-h interface). 

It is proposed that the HNB-GW provide mechanisms to prevent or limit attacks from such 3G HNB towards the CN (e.g. HNB-GW could provide protocol inspection or conversion to prevent undesired behaviour in the CN due to CN protocol exposures at the 3G HNB).
2.3.2
HNB-GW Discovery

The HNB-GW Discovery mechanism provides an automatic way for the 3G HNB to determine the most appropriate serving HNB-GW in the HPLMN of the HNB, taking into account parameters such as the 3G HNB identity and location. We propose that the HNB-GW Discovery service is one of the functions provided by all or a subset of the HNB-GWs in the service provider network.
The 3G HNB can be pre-configured with the network address associated with the HNB-GW Discovery service (e.g., an FQDN that is DNS-resolved to the IP address of one of the HNB-GWs providing HNB-GW Discovery services); alternatively, it is also possible to derive the HNB-GW Discovery service network address using the HNB credentials such as the IMSI (as described in TS 23.003[10]).
The following scenario illustrates the case when the 3G HNB powers on and does not have stored information on the serving HNB-GW, and then performs the HNB-GW Discovery procedure. 
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Figure 5: HNB-GW Discovery Procedure
1. If the 3G HNB has a provisioned or derived FQDN of the HNB-GW Discovery service, it performs a DNS query (via the generic IP access network interface) to resolve the FQDN to an IP address. If the 3G HNB already has the IP address for the HNB-GW Discovery service, the DNS step is omitted.
2. The DNS Server returns a response including the IP Address of a HNB-GW that provides HNB-GW Discovery service.
3. The 3G HNB establishes a secure tunnel to the HNB-GW.
4. The 3G HNB sets up a reliable transport session (TCP or SCTP connection) to a well-defined port on the HNB-GW. 
5. The 3G HNB then queries the HNB-GW for the address of the serving HNB-GW, using the DISCOVERY REQUEST message. The message contains:

· 3G HNB Location Information: The 3G HNB provides location information via use of one or more of the following mechanisms:

· detected macro coverage information (e.g. GERAN or UTRAN cell information) 
· geographical co-ordinates (e.g. via use of GPS, etc)

· Internet connectivity information (e.g. IP address or DSL Line Identifier). 

Note: It is possible that none of the above information is available, and hence the discovery mechanism should support 3G HNB assignment to a default HNB-GW for such use cases with the understanding that service via such default assignment may be non-optimal. Alternately, it should be possible to deny discovery of serving HNB-GW until valid location information is provided.
· 3G HNB Identity: For example, the IMSI of the (U)SIM associated with the 3G HNB. 
6. The HNB-GW returns the DISCOVERY ACCEPT message, using the information provided by the 3G HNB to determine the address of the most appropriate serving HNB-GW. The DISCOVERY ACCEPT message may also indicate whether the serving HNB-GW address information shall be stored by the 3G HNB for future access (i.e., versus performing HNB-GW discovery each time the 3G HNB is power-cycled).
7. If the HNB-GW cannot accept the DISCOVERY REQUEST message, it returns a DISCOVERY REJECT message indicating the reject cause.
8. The secure tunnel to the HNB-GW is released. 
2.3.3
Registration 

The registration process does not involve any signaling to the core network; i.e., it is wholly contained within the HNB-AN. There are two kinds of registrations, a HNB registration and a UE registration as described below.
2.3.3.1
HNB Registration
Upon power-up, the 3G HNB registers with the HNB-GW. HNB registration serves the following purposes:

a. It informs the HNB-GW that a 3G HNB is now connected and is available at a particular IP address. 

b. It provides the 3G HNB with the network operating parameters (such as LAI, RNC-Id, network operating mode, etc) associated with the HNB service at the current location which must be coordinated between the 3G HNB and HNB-GW. The 3G HNB utilizes the information to transmit these network operating parameters to the UE as part of the System Information Broadcast.

c. It allows the HNB-AN to provide a network based service access control (SAC) (e.g., HNB restriction and location verification).

d. It provides a mechanism to redirect the HNB to a different serving HNB-GW (e.g. based on incoming location, current load on the HNB-GW, etc).

The following scenario illustrates the case when the 3G HNB registers with the serving HNB-GW and obtains the network operating parameters based on specific location and the specific serving HNB-GW. 
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Figure 6: HNB Registration Procedure

1. If the 3G HNB does not have stored information on the serving HNB-GW, it performs the HNB-GW Discovery procedure as described above.

2. The 3G HNB establishes a secure tunnel to the serving HNB-GW. This step may be omitted if a secure tunnel is being reused from an earlier discovery or registration procedure.
3. The 3G HNB sets up a reliable transport session (TCP or SCTP connection) to a well-defined port on the serving HNB-GW. 
4. The 3G HNB then attempts to register with the serving HNB-GW using a REGISTRATION REQUEST message. The message contains:

· Registration Type: Indicates the end device being registered (i.e., 3G HNB registration)

· 3G HNB Location Information: The 3G HNB provides location information via use of one of the following mechanisms:

· detected macro coverage information (e.g. GERAN or UTRAN cell information) 

· geographical co-ordinates (e.g. via use of GPS, etc)

· Internet connectivity information (e.g. IP address or DSL Line Identifier).
Note: It is possible that none of the above information is available at the HNB, and hence the registration mechanism should support either a registration with default network operating parameters or a registration rejection to prevent HNB operation in unknown locations. The determination for exact logic should be based on configured policy of the HNB-GW.

· 3G HNB Identity: For example, the IMSI of the (U)SIM associated with the 3G HNB. 

5. The HNB-GW may use the information from the REGISTER REQUEST message to perform access control of the HNB (e.g. whether a particular 3G HNB is allowed to operate in a given location, etc). If the HNB-GW accepts the registration attempt it shall respond with a REGISTER ACCEPT message and includes the necessary system information for the 3G HNB functionality (e.g. Location Area information, network operation mode, etc). 

In this case, the reliable transport session (TCP or SCTP connection) and the secure tunnel are not released and are maintained as long as the 3G HNB is registered with the HNB-GW.

6. Alternatively, the HNB-GW may reject the request (e.g. due to network congestion, blacklisted HNB, unauthorized location, etc). In this case, it shall respond with a REGISTER REJECT indicating the reject cause.

7. Alternatively, if the HNB-GW wishes to redirect the 3G HNB to (another) serving HNB-GW, it shall respond with a REGISTER REDIRECT message providing information about the target HNB-GW.

8. The 3G HNB shall release the transport session as well as the secure tunnel if it does not receive a REGISTER ACCEPT message in response.

2.3.3.2
UE Registration
Upon receiving the initial message from a camped UE, the 3G HNB performs a local access control. After a successful local access control, the 3G HNB initiates a registration procedure towards the HNB-GW for the camped UE. UE registration to a HNB-GW by the 3G HNB serves the following purposes:
a. It informs the HNB-GW that a UE is now connected through a particular 3G HNB and is available at a particular IP address. The HNB-GW keeps track of this information for the purposes of “directed paging” (e.g. for mobile-terminated calls).
b. It allows the HNB-GW to provide network based service access control (SAC) functionality. The HNB-GW provides authorization and enforcement based on the operator’s service access control polices. Network based SAC can be used to insure that a particular UE is indeed authorized service over a particular 3G HNB.
c. It allows the HNB-GW to provide UE specific service parameters to the 3G HNB (e.g. differentiated billing for home users versus guest users).

d. It provides a mechanism for indicating emergency services only. With this explicit indication, the HNB-GW can override the normal service access controls for this UE but the HNB-GW may still restrict the UE to only emergency services for fraud prevention. In addition, this emergency services indicator allows the HNB-GW to support emergency call-backs by targeting the correct 3G HNB over which the emergency call had originated. Note: This assumes that the 3G HNB allows an un-authorized UE (i.e. a UE not allowed service over that particular HNB) to camp for limited service.
The following scenario illustrates the case when the 3G HNB registers a specific UE with the serving HNB-GW. The registration is triggered when the UE attempts to access the 3G HNB for the first time via an initial NAS message (i.e., Location Updating Request). 
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Figure 7: UE Registration Procedure
1. Upon camping on the 3G HNB, the UE initiates a LU procedure by establishing an RRC connection with the 3G HNB (it is assumed that the 3G HNB has a location area that is distinct from its neighboring 3G HNB and macro cells to trigger an initial message upon camping on the 3G HNB). The UE then transmits a NAS message carrying the Location Updating Request message with some form of identity (IMSI/TMSI). If the (P)TMSI of the UE (provided during RRC Connection Establishment) is unknown at the HNB being accessed (e.g. first access attempt by this specific UE using the (P)TMSI), the 3G HNB requests the IMSI of the UE. (Note: For networks supporting network mode 1, the UE could trigger a combined Routing Area and Location Area update request instead of the initial LU request). The 3G HNB may also optionally perform local access control for faster rejection of those UEs not authorized to access the particular HNB (the exact rejection mechanism is left as HNB implementation specific). Unauthorized UEs are not attempted to be registered with the HNB-GW. 
2. The 3G HNB establishes a separate reliable transport session (e.g. TCP or SCTP connection) for each UE.

3. The 3G HNB attempts to register the UE on the HNB-GW over the UE specific transport session by transmitting the REGISTER REQUEST. The message contains: 

· Registration Type: Indicates the end device being registered (i.e.UE registration)
· UE Identity: IMSI of the (U)SIM associated with the UE

· 3G HNB Identity: For example, the IMSI of the (U)SIM associated with the 3G HNB 

4. The HNB-GW may perform access control for the particular UE attempting to utilize the specific 3G HNB. If the HNB-GW accepts the registration attempt it shall respond with a REGISTER ACCEPT message back to the 3G HNB.
5. The 3G HNB does a NAS relay of the Location Updating Request message from the UE to the HNB-GW via the UE transport session established in step 2.

6. The HNB-GW establishes a SCCP connection to the CN and forwards the Location Update request (or the combined RA/LA update request) NAS PDU to the CN using the RANAP Initial UE Message. Subsequent NAS messages between the UE and core network will be sent between HNB-GW and CN using the RANAP Direct Transfer message.
7. The CN authenticates the UE using standard authentication procedures. The CN also initiates the Security Mode Control procedure. The NAS messages are relayed transparently by the HNB-GW and 3G HNB between the UE and the CN.
8. The CN indicates it has received the location update and it will accept the location update using the Location Update Accept message to the HNB-GW
9. The HNB-GW relays LU Accept NAS message to the 3G.
10. The 3G HNB relays the LU Accept over the air interface to the UE.
2.3.4
QoS Enhancements

1. Use of RFC 4867 for transporting CS user data over the HNB-AN. 

The challenges inherent in using packet networks for interactive voice communications arise from the real-time characteristics of speech. The three most important factors that affect speech quality are packet loss, delay, and jitter. The very nature of public infrastructure such as the Internet implies that the level of packet loss and the amount of delay and jitter vary greatly with the network, location, and time. 
Packet losses can create gaps in the voice communication resulting in clicks and muted or unintelligible speech. Packet loss may be caused by several sources. For example, a router may intentionally discard a packet because it was damaged during transmission or timed out of a queue due to congestion problems. Congestion can also contribute to latency and jitter, which can make two-way voice conversation difficult. 
Such Qos problems inherent to voice-over-Internet, can be improved by providing robustness to packet loss, delay, and jitter at the edge devices in the HNB-AN i.e. 3G HNB and HNB-GW. 
It is proposed to utilize RFC 4867 [12] (obsoletes RFC 3267 [11]) which addresses the Qos issues, as a mechanism for carrying the voice data over the HNB-AN. Some of the key characteristics of RFC 4867:

· payload format supporting transmission of multiple channels, multiple frames per payload,use of fast codec, mode adaptation 
· robustness against packet loss via the use of Forward Error correction (FEC); i.e. RTP redundancy, and frame inter-leaving

· robustness against bit errors by using unequal error protection and detection (UEP and UED) over IP networks
· interoperation with existing AMR and AMR-WB transport formats on non-IP networks

Additionally, the use of RFC 4867 for carrying AMR/AMR-WB over packet switched network such as the Internet has also been adopted by other 3GPP technologies such as IMS (TS 26.114 [13], TS 29.332 [14]).
The following diagram captures the CS user plane protocol architecture between the UE and MSC, utilizing RFC 4867 for transporting the CS user data over the Internet based HNB-AN.
[image: image8.emf]Transport 

Network Control 

and Data 

Transport Layers 

(TS 25.414)

Access Layers

Transport IP

Iu UP

CS User Data

Iu-h

Iu-cs

Remote IP

UDP

RTP

(RFC 4867)

Access 

Layer

Access 

Layers

Transport IP

IPSec ESP

Remote IP

CS User Data

UDP

RTP 

(RFC 4867)

L1

MAC

RLC

L1

MAC

RLC

Uu

Generic IP 

Network

HNB-GW UE 3G HNB

Iu-UP

IPSEC ESP

Transport IP

Transport 

Network Control 

and Data 

Transport Layers 

(TS 25.414)

MSC


Figure 8: CS User Plane Protocol Architecture
2. Uplink Quality Indication

Despite the use of RFC 4867, there may be scenarios where a voice call quality cannot be sustained in the HNB-AN (severe packet loss or congestion), and as a result it would be desirable to hand-out these “problematic” voice calls to other suitable neighboring cells (macro or other 3G HNB cells). For the downlink voice traffic, the 3G HNB can make a determination of the degrading voice quality (e.g. packet loss, etc) and trigger a handout to suitable cells.  For the uplink voice traffic, only the HNB-GW can determine the voice quality degradation. A mechanism is required for the HNB-GW to indicate this uplink quality degradation to the 3G HNB, so that the 3G HNB can trigger handout procedure. Existing mechanisms such as RTCP may not be suitable for indicating the voice quality due to the “minimum” interval restriction of RTCP messages (RFC 3550[15] recommends a minimum interval of 5 seconds). It is proposed that the HNB GW send “Uplink Quality Indication” message from the HNB-GW to 3G HNB for indicating the degraded quality of ongoing voice calls over the HNB-AN. 
3. Multiplexing multiple CS user plane

As mentioned earlier, the 3G HNB is deployed on the customer premise and uses the customer broadband connection as backhaul to the HNB-GW.  This customer broadband connection may have limitation on the uplink bandwidth that it can support, thus restricting the number of simultaneous CS user plane paths from the 3G HNB over the secure tunnel. To address this uplink bandwidth limitation of the customer broadband connection, it is proposed that the multiple CS user plane paths (for multiple UEs) from the same 3G HNB are multiplexed over the same secure tunnel. TR 29.814 [16] has studied the feasibility of multiplexing CS user sessions and specified a mechanism for multiple CS sessions using RTP/IP. It is proposed that HNB-AN adopt a similar mechanism for multiplexing CS user planes between 3G HNB and the HNB-GW as specified in TR 29.814 [16].
2.3.5
Fast Synchronization upon transport link failure

The 3G HNB being a CPE device has the possibility of occasional failed transport links to the HNB-GW. This in turn can result in tear down of the established bearer plane connections upon re-establishing the transport link. It is proposed that upon such transport link failure, the 3G HNB re-establish the transport link and indicate the state of its CS and PS user plane connections via a “SYNC” procedure, thus avoiding the need to re-establish the user plane connections.

2.3.6
Optimized PS bearer plane

The following diagram captures the PS user plane protocol architecture between the UE and MSC, utilizing an optimized PS bearer plane in the HNB-AN by terminating the GTP-U tunnel between the 3G HNB and SGSN. Additionally, with the support of Direct Tunnel functionality in the SGSN, the GTP-U terminations can be between the 3G HNB and GGSN.
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Figure 9: Optimized PS user plane architecture
2.4
Summary of HNB-AN Enhanced functions
The following table correlates the functional enhancements necessary for HNB-AN using the key concepts and generic solutions described in previous sections.
Table 2: Solutions addressing the Enhanced Functionality

	
	Function Description
	Key Concepts
	Key Benefits

	1
	Mechanism for authenticating 3G HNB and securing the 3G HNB and HNB-GW interface
	Security per TS 33.234 [9] or TS 43.318 [1].

Section 2.3.1
	Security

	2
	Mechanism for discovering and connecting to the most appropriate serving HNB-GW by the 3G HNB
	HNB-GW Discovery Procedure
Section 2.3.2
	Plug-and-play

	3
	Mechanism for access control of 3G HNB (e.g. “location” verification of the 3G HNB before allowing network access to a particular 3G HNB)
	HNB Registration Procedure

Section 2.3.3
	Plug-and-play and Security

	4
	Mechanism for access control of UE accessing the 3G HNB
	UE Registration Procedure

Section 2.3.3
	Security

	5
	Mechanism for providing network operational parameters to the 3G HNB (e.g. System Information Broadcast parameters based on the serving HNB-GW the 3G HNB connects to)
	HNB Registration Procedure

Section 2.3.3
	Plug-and-play

	6
	Mechanism for providing device specific configuration parameters to the 3G HNB
	Device Configuration using Home Mgmt System
	Plug-and-play

	7
	Method for tracking the UE to their serving 3G HNB and the trade-off against paging for the UE at potentially thousands of Internet connected 3G HNBs sharing the same Location Area
	UE Registration Procedure

Section 2.3.3
	Scalability

	8
	Techniques to preserve / protect audio quality degradation as a result of Internet delay, jitter, and packet loss characteristics
	QoS enhancement via use of RFC 4867 and Uplink quality indication 

Section 2.3.4
	QoS

	9
	Mechanism for management of the link between the 3G HNB and HNB-GW
	Sync Procedure in HNB-AN
Section 2.3.5
	Scalability and Reliability

	10
	Mechanism to provide optimized PS bearer plane over the HNB-AN
	Direct Tunnel
Section 2.3.6
	Performance and Scalability

	11
	Mechanism to protect the CN from a rogue or misbehaving 3G HNB
	Protocol Security 

Section 2.3.1
	Security

	12
	Mechanism for multiplexing multiple CS user plane paths
	QoS enhancement using multiplexing scheme per TR 29.814 [16]
Section 2.3.4
	Qos

	13
	Mechanisms to provide differentiated service
	UE Registration Procedure

Section 2.3.3
	Billing and Qos


3.
Proposal

We have described architectural considerations for the HNB access network. We have presented a functional split of the legacy UTRAN function in the HNB access network (i.e. 3G HNB and HNB-GW) along with the enhanced functionality necessary for supporting the ad-hoc and large scale deployments of 3G HNB. We propose that the architecture presented in section 2 be used as a reference architecture for 3G HNB application. Additionally, the functions described for the HNB-AN be used as basis for further specification work including the selection of appropriate protocol for the Iu-h reference point. It is also proposed that the text in section 2 be included in the HNB feasibility study TR 25.820[2].
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