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Introduction
In the last RAN3 meeting discussions on various security related discussions took place. All RAN3 questions were summarized in the outgoing LS R3-072410. SA3 LS answers on this topic can be found in 
A former LS S3-070475 (to RAN2/3) in which SA3 clarified events triggering a key change in active mode without user mobility:
(1) If the sequence numbers for the UP or RRC ciphering/integrity protection are about to wrap around, it shall be possible to change the respective keys.

(2) If a UE has been in LTE_ACTIVE for a long period of time, it shall be possible to update the keys for UP and RRC ciphering/integrity protection, even though the sequence numbers are not close to wrapping.

(3) The operator shall be able to restrict the lifetime of KASME (independently of the key usage in LTE).

(4) If the UE has performed an inter-RAT handover from UTRAN/GERAN to LTE, it shall be possible to update all keys within seconds."

and in the SA3 LS answers R3-080054 (S3a071046v6) to R3-072410.
Answer 1: Usage of keys after IRAT handover was clarified. 
Answer 2: Confirmation of “AS only” key (RRC and UP key) change.
Answer 3: NAS and AS activation time must not be the same.
Answer 4: Confirmation of usefulness of eNB capabilites in the MME.
Answer 5: Algorithm selection/change during S1 and IRAT Handovers is possible.
The aim of this contribution is to summarize SA3’s explainations in the LSs and to derive the RAN3 requirements and to define S1 signalling means especially to ensure SA3’s answers 4 to provide eNB capabilites to the MME for certain use cases. Signalling means for the provision of the algorithm is not scope of this document.
2
Disussion

2.1
eNB capabilities in the MME for certain use cases
SA3 confirmed in the reply LS S3a071046 the usefulness of having eNB capabilites in the MME for certain scenarios:.
The justification of having such eNB capabilities being made available at the MME for Attach and TA Update case are: 
The MME needs to have information about the common set of eNB’s security capabilities to create a list of allowed AS level algorithms. To create the list, the MME network management can be used or alternatively the eNBs report to the MME their list of supported algorithms and MME creates a common set based on all the eNBs it is serving pool area..
In case of idle to active transition it is also agreed that security algorithm used to protect RRC/UP between UE and eNB are selected by MME. So MME needs to know the eNB’s security capabilities to select security algorithm supported by this eNB. 
In case of S1 Handover (Inter MME change) and IRAT HO from UTRAN/GERAN to LTE such capabilities are required in the MME, too. Taking the S1 handover case for example, the MME should be allowed to update the allowed AS level algorithms as the eNBs under the control of the target MME may have different capabilities compared to the eNBs under the control of the source MME. This means that the MME must be able to update the allowed AS level algorithms list coming from the source eNB according to the target eNB capabilities. The target MME can drop the list of allowed AS level algorithms from the source eNB and add its own list which are supported in the target eNB.
2.2

S1 signalling means for eNB capabilities
Two possibilities seem to be feasible for the eNB security capbilities provision to the MME: at S1 Setup procedure or during a dedicated S1 instance setup (INITIAL UE message). It seems to be obvious that the S1 Setup procedure is the most appropriate and efficient way. 
The S1 Setup procedure is initiated by the eNB as the first S1AP procedure between eNBs and MMEs (witin a pool area) in order to exchange configuration information between the E-UTRAN and EPC, and vica versa. eNB security capabilites could be added to the request message, which are sent by each eNB connected to that MME, to the MME. The eNB capabilities are provided only once to the MME. The MME needs to memorise the eNB capabilities of all connected eNBs.
The advantage is that the eNB capabilities are signaled only in once, which is efficient wrt the signaling load. Otherwise all the eNB security paramters (which are connected to that MME) needs to be stored in that MME which results in an increase of the total MME memory. 
3
Proposal

The paper provided a detailed elaboration of eNB security capabilities provision on the S1 interface to the MME based on SA3’s LS reply. It is proposed to accept 

· That eNB security capabilities are provided to the MME for AS security algorithm selection
· The provision of those eNB security capabilities are provided within the S1 Setup procedure (S1 Setup Request)
In case the proposal is acceptable for the group, the corresponding updates to TS 36.413 should be discussed which can be found in R3-080840. It is proposed to accept the changes to TS 36.413. 
The provided text proposal below for TS 36.300 needs to be agreed as well. NSN volunteers to provide a CR to 36.300 if the proposal is acceptable.
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19.2.2
S1 Interface Signalling Procedures

Note:
The following list of S1 procedures reflects the status of agreements in RAN3, might be extended in forthcoming meetings. 

-
EPS Bearer signalling procedures:

-
EPS Bearer Setup procedure;
-

EPS Bearer Modification procedure;
-
EPS Bearer Release procedure (MME initiated);

-
EPS Bearer Release procedure (eNB initiated).

-
Handover signalling procedures;
-
Handover Preparation procedure;

-
Handover Resource Allocation procedure;

-
Handover Completion procedure;

-
Handover Cancellation procedure.
-
Paging procedure;

-
NAS transport procedure:

-
UL direction (Initial UE Message);

-
UL direction (Uplink NAS transport);

-
DL direction (Downlink NAS transport).

-
Error Indication procedure:

-
eNB initiated error indication procedure;

-
MME initiated error indication procedure.

-
Reset procedure:

-
eNB initiated Reset procedure;

-
MME initiated Reset procedure.

-
Initial Context Setup procedure;

-
UE Context Modification procedure.

· S1 Setup procedure;

<<<<<<<<<<<<<<<<<<<< next change >>>>>>>>>>>>>>>>>>>>

19.2.2.x
S1 Setup procedure

The S1 Setup procedure is used to exchange configuration information which is required in the EPS and in E-UTRAN respectively to ensure a proper interoperation. The S1 Setup procedure is triggered by the eNB. The S1 Setup procedure is the first S1AP procedure.
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Figure 19.2.2.7-1: S1 Setup procedure

· The eNB initiates the S1 Setup procedure by sending the S1 SETUP REQUEST message to the MME including supported TAIs, broadcasted PLMNs and eNB security capabilities for security algorithm selection performed in the MME. 

· In the successful case the MME responds with the S1 SETUP RESPONSE message which includes served PLMNs as well as a relative MME capacity indicator to ensure load balanced MMEs in the pool area. Additionally the MME provides either a list of GUMMEI and TNL address per MME node in case of a MME pool configuration or only one GUMMEI and TNL address (no MME pool configuration).
· If the MME cannot accept the S1 Setup Request the MME responds with the S1 SETUP FAILURE message indicating the reason of the denial. The MME optionally indicates in the S1 SETUP FAILURE message when the eNB can re-initiate the S1 Setup Request procedure again towards the same MME
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