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1. Introduction

In RAN3#57 subscriber and equipment trace for LTE was introduced. It was agreed that all traces are initiated by the core network, even if the trace shall be carried out in the radio network. Many operators request that it can trace all signaling flow for a special mobile in the radio network, especially in most of the scenarios such as system trial, trouble shooting, or system maintenance, as in such cases most diagnostic and analysis work is done at RAN side, a convenient way to launch trace is preferred, just like the traditional Local Maintenance Monitor (LMT) can do. In LTE, the requirement of tracing all signaling flow for a special mobile is necessary, as well as in UMTS. So the problem turns to be how does eNodeB locate the target user when a trace is triggered thru LMT. In UMTS the radio network can use the IMSI to trace the signaling flow for a special UE. In LTE the eNB doesn’t know the IMSI of UE. The eNB can’t trigger the trace for a special UE if the UE identity is unknown.
This contribution provides a discussion on the trace for a special UE in the eNB.
2. Discussion

Alternative 1 – Adding Common ID procedure (bring IMSI to eNB)

In UMTS CN brings the IMSI of a UE to the radio network by means of the COMMON ID procedure. The radio network achieves the IMSI of UE. The trace of a special UE can be triggered by the O&M of the radio network with the IMSI of the UE. In EPS the same method could be used for MME to bring the IMSI of UE to eNB. The eNB knows the IMSI of UE, the trace of a special UE can be triggered by the O&M of the eNB at any time when the UE has S1 connection. But this method may bring some security hidden trouble in bringing IMSI through S1-MME. 
Alternative 2 – Adding eNB triggered Trace procedure
When the trace of a special UE is triggered by the O&M of the eNB, the eNB triggers a Trace Required procedure to the MME including the UE IMSI. The MME checks the validity of the UE IMSI included the Trace Required message, if the UE has a S1 connection, the MME triggeres the trace for this UE. The eNB can require the trace of special UE/UEs when needed.
Here is a basic definition of the Trace Required message content,for example:

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description
	Criticality
	Assigned Criticality

	Message Discriminator
	M
	
	9.2.1.45
	
	–
	

	Message Type
	M
	
	9.2.1.46
	
	YES
	reject

	User Trace Information
	
	
	
	
	
	

	>IMSI
	M
	
	OCTET STRING (SIZE (3..8))
	
	YES
	reject


Note 1: The Trace Required is belongs to a stand alone process of S1AP, it is not paired with Trace Active message.

Note2: The relation between Trace Required process and Trace Active is implicit, this relation can make explicit by introduce a Trace Context Identity IE , if Trace Active brings such ID too.  TBD
Comparison of the alternatives

The first alternative may bring some security hidden trouble because of bringing IMSI through S1-MME. The second alternative method only triggers the Trace Required procedure when needed for special UE/UEs, not for all the UE.
3. Conclusion and proposal
Based on the above discussion we propose alternative 2 – Adding eNB triggered Trace procedure – as the way forward. The changes will be reflected in TS36.413.
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