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1. Introduction

The feasibility study of 3G HNB was extended to continue studies on functionalities necessary to operate 3G HNBs, on the location of those functions and outline necessary specification work. The contribution R3-080698 [1] introduced the concept of HNB-AN for 3G HNB application and described the functions necessary to operate 3G HNBs in the HNB access network. It also defined a new reference point Iu-h in the HNB-AN between the 3G HNB and HNB-GW. This contribution provides an analysis of the available protocols (along with possible modifications) applicable for 3G HNB deployment that could be used over the Iu-h interface in the HNB-AN.  
2. Discussion

2.1
Reference architecture for 3G HNB 
The following reference architecture was proposed in R3-080698 [1].
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Figure 1: Detailed 3G HNB System Architecture

Also as described in R3-080698 [1] a key characteristic of the HNB-AN is that there are no permanent, pre-configured peer adjacencies between 3G HNB and HNB-GW; rather these are ad-hoc adjacencies that are initiated from the 3G HNB (as it is usually behind a NAT/firewall, and does not have a permanent IP address in the carrier network). Additionally, the HNB-AN uses an untrusted public IP network without any ATM or SS7 infrastructure.
2.2
Generic Control Plane Architecture for HNB-AN 

The following diagram shows a generic control plane stack diagram for the HNB-AN. As noted in the diagram, the choice of Iu-h protocol must take into consideration the complete set of functions necessary for 3G HNB deployment.
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Figure 2: Generic Control Plane Architecture for HNB-AN
2.3
Suitability of RANAP over the Iu-h interface
The following sections analyze the use of un-modified RANAP protocol as the Iu-h control plane protocol.
1) Use of SCCP as the signalling transport bearer for RANAP

RANAP as defined in TS 25.413 [2] provides signalling services between legacy UTRAN and the CN.  The signalling transport bearer for RANAP is defined in TS 25.412 [3] and relies on the existence of a traditional SS7 network or a broadband SS7 network. As a result, if RANAP (without modification) were to be used as the Iu-h protocol, the HNB-AN control plane architecture would be as follows:
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Figure 3: RANAP based Control Plane Architecture for HNB-AN
However, as stated in section 2.1, the HNB-AN is a public IP network without any SS7 infrastructure. As a result, use of RANAP without modification would result in complicated and unnecessary SS7 network emulation over the HNB-AN (e.g. Need for addressing the limitation in the SS7 point codes for managing large number of 3G HNB, etc).
2) “RANAP relay” functionality between 3G HNB and CN via the HNB-GW

In order to optimize the signalling over the HNB-AN, it could be argued that RANAP messages may be  relayed between the 3G HNB and CN via the HNB-GW. However, the following key issues would need to be addressed or considered in making the relay decision.
a. Security risk to the critical CN elements (such as the VLR, HLR, and SGSN)

As described in R3-080698 [1], a compromised 3G HNB or a misbehaving 3G HNB can launch RANAP protocol attacks toward the critical CN elements. In the legacy UTRAN architecture, origination of RANAP messages was assumed to come from secure domains and hence there was little or no emphasis placed on RANAP protocol attacks towards the CN. However, due to the nature of 3G HNB (i.e. CPE device), additional protection mechanisms must be put in place to prevent RANAP protocol attacks toward CN.

b. Infeasibility in relaying the “connectionless” class of RANAP messages

Relaying of “connectionless” class of RANAP messages from the CN to 3G HNB, without processing and state management in the HNB-GW, is infeasible due to the following issues:
· The concept of connectionless cannot be emulated for 3G HNB as there is no underlying infrastructure (such as SS7) for connectionless routing of RANAP messages, 

· Access of the 3G HNB using connectionless mechanism over public IP network is difficult due to the 3G HNB being deployed behind a NAT or Firewall entity.

· Connectionless RANAP messages do not provide enough context information at the signalling transport level to be used as a mechanism in the HNB-GW for relaying RANAP messages without processing it. 

· Example, the “Paging” RANAP message from CN would need to be fully processed by the HNB-GW for determining the target 3G HNB.
c. Translation of transport layer information in RANAP
In order to support legacy CN, it would be required to support an ATM transport option (in addition to IP transport) towards the CN. However, the 3G HNB supports only the IP transport option as indicated in Figures 2 and 3. Certain RANAP messages carry transport layer information as part of the RANAP messages (e.g. the “RAB Assignment” message). The HNB-GW would need to process these RANAP messages and provide transport layer translation before sending the corresponding modified RANAP message towards the 3G HNB. Similarly, the RANAP messages from the 3G HNB carrying transport layer information would need to be modified before relaying towards the CN.
3) Aggregation and Identity Management functionality in the HNB-GW

In order to minimize the impact and deployment complexity on the CN, the HNB-GW provides the appearance of a single legacy RNC to the CN elements. The appearance of a single RNC to the CN entails that the HNB-GW perform certain aggregation functions to hide the existence of thousands of 3G HNB elements from the CN. When using the RANAP protocol over the Iu-h interface, this aggregation functionality in the HNB-GW would need to address the following issues:
· RNC-Identifier Management: Even with the extended RNC-Id range (16 bits), there are not enough identifiers available for allocation to the 3G HNB for use in the RANAP messages (For example, the “Initial UE Message” RANAP message carries the RNC-Id). As a result, if RNC-Id is used over the Iu-h interface (i.e., unmodified RANAP), some re-use of RNC-Ids would be required. The HNB-GW would need to manage these RNC-Ids over the Iu-h interface or would have to be informed about these RNC-Ids used over the Iu-h interface. Additionally, the HNB-GW would need to aggregate the RNC-Id from the Iu-h RANAP messages into a single RNC-ID towards the CN RANAP messages. Similarly, the HNB-GW would need to provide a mechanism for converting the single RNC-Id received from the CN RANAP messages to appropriate RNC-Id carried over the Iu-h RANAP message.
· “Iu Signalling Connection Identifier” Management: The “Iu Signalling Connection Identifier“ parameter uniquely identifies an Iu signalling connection between a given RNC and a given CN node. The “Iu Signalling Connection Identifier“ is present in several of the RANAP messages as a mandatory parameter (For example the “Initial UE Message” RANAP message). The HNB-GW would need to provide a centralized management of this identifier towards the CN (e.g., so that two 3G HNBs do not reuse the same value). Additionally, on the Iu-h RANAP messages, RNC-Id cannot be used to ensure uniqueness of this identifier since several 3G HNB will share the same RNC-Id and also the fact this identifier will be locally assigned by each 3G HNB. A mechanism for managing this identifier over the Iu-h interface is required.  
· Reset Procedure Management: The “Reset” RANAP message received from the 3G HNB would need to be translated into “Reset Resource” RANAP message by the HNB-GW towards the CN for the specific resources associated with a given 3G HNB. This procedure translation is required due to the fact the HNB-GW appears as a single RNC to the CN.  
· Overload Procedure Management: “Overload” RANAP procedure from the CN will need to be broadcast to every 3G HNB. Each 3G HNB will be required to start the corresponding overload timers. Additionally, complicated mapping for overload step reduction procedure (since single step reduction as described in legacy UTRAN was for single RNC and mapping to thousands of virtual RNC doesn’t achieve the same goal). Similarly the “Overload” RANAP procedure from a single 3G HNB cannot be relayed to the CN, as the CN will throttle the signalling load towards the remaining 3G HNB as well (due to aggregation).
4) IOT Implications for the use of RANAP

The key objective for standardizing the Iu-h reference point is to allow open interoperability between any HNB and any HNB-GW.  Removing IOT complexity over the Iu-h reference point will facilitate the creation of a diverse supply eco-system of HNBs and HNB-GWs.

a. Increase in the combinations of elements required for IOT

Since the HNB will be installed and activated by the subscriber at the customer’s premises like a UE, one can apply lessons from the multivendor UE IOT for HNB IOT.  

Uu reference point IOT is targeted at enabling each UE (CPE) to IOT with all configurations of Mobile Network equipment supported by each operator.  Further, Uu IOT also expects the UE to roam to other networks with other configurations of Mobile Network equipment.  Thus, Uu must be highly harmonized across UEs and Mobile Network equipment.  

Multivendor equipment IOT for the Iu reference point operates differently from the model for multivendor CPE to mobile network IOT for the Uu reference point.  

The Iu reference point is not nearly so harmonized.  Iu reference point multivendor IOT is performed pair-wise for the specific products and software versions supported by each operator.  Upon completion of the Iu IOT between two vendor products and software releases, the two products versions have been determined to function as expected for only the specific configuration of the products and the interface.  It is not established whether this same configuration of the products and the interface works in the same way when the products are paired with other products.  This means HNBs using the RANAP control protocol may be impacted by the lack of harmonization on the RANAP implementations in the Core Network.

The following shows the possible numbers of IOT combinations:  

1. If RANAP is used for the control protocol for the Iu-h reference point using RANAP relay:  

# IOTs = h ( g ( (c + p);

where h = number of HNB products, g = number of HNB-GW products, c = number of MSC products,  and p = number of SGSN products. 

2. If RANAP is used for the control protocol for the Iu-h reference point but RANAP relay is not used in the HNB-GW:  

# IOTs = (h ( g) + (g ( (c + p));

where h = number of HNB products, g = number of HNB-GW products, c = number of MSC products,  and p = number of SGSN products. 

This calculation does not account for the fact that the RANAP specification supports many optional features for the Iu reference point which may or may not be applicable when used over the Iu-h reference point.  It would be necessary to minimize the RANAP options in use over the Iu-h reference point to minimize interoperability challenges.

b. Increased administrative complexity for network evolution/improvements
In the legacy UTRAN, there is only a loose coupling between the evolution of the RANAP protocol used over the Iu interface and the UE because RANAP is not exposed to the UE.  The operator may upgrade the RANAP implementation at the Iu reference point, say to introduce a new feature, without any impact to another part of the network.

In the HNB-AN, if RANAP is used over the Iu-h reference point and the Iu reference point, especially if RANAP relay is used in the HNB-GW, some RANAP protocol messages would be handled by the entire line up of equipment between HNB, HNB-GW, and the MSC/SGSN.  For example, an improvement requiring RANAP in 3GPP Rel. 8 on the Iu reference point may lead to an implementation incompatibility on the HNBs that only support 3GPP Rel. 7 on the Iu-h reference point.  

The choice of using the RANAP for the Iu-h reference point should recognize the potential increased administrative complexity for product/network upgrades due to the protocol coupling between Core Network elements, HNB-GWs, and HNBs. 
2.4
Modifications to RANAP for HNB-AN functionality
In the previous sections, issues and inefficiencies associated with the use of the existing RANAP protocol and procedures over the Iu-h interface were presented. If it is determined to use the RANAP protocol over the Iu-h interface, then the following changes and enhancements should be considered for efficiency and for supporting the HNB-AN enhanced functionality as described in R3-080698 [1].

RANAP Modifications
1. Use of SCCP for signalling transport bearer is inefficient and unnecessary. It is proposed to adopt the following control plane architecture for the use RANAP over Iu-h interface. The IWF  (Inter-Working Functionality) is introduced in the HNB-GW to indicate modifications of the RANAP message between Iu-h and Iu interface (For example, interworking for transport layer translation between Iu-h and Iu RANAP messages). Also, consideration for TCP as a transport option is included, since TCP is the most widely deployed reliable transport option over public IP infrastructure.
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Figure 4: Modified RANAP based control plane architecture
2. Certain Iu RANAP messages should be terminated in the HNB-GW. For example, the “Overload” RANAP message received from the CN should be processed by the HNB-GW which in turn would result in the HNB-GW managing the traffic reduction towards the CN.
RANAP Enhancements

In addition to the above modification, the following procedures should be introduced to support HNB-AN enhanced functions as described in R3-080698 [1]:
1. RANAP HNB-GW Discovery Procedure
2. RANAP Registration Procedure
3. RANAP Synchronisation Procedure
4. RANAP Uplink Quality Procedure
Furthermore, the existing RANAP RAB Assignment procedures should be modified to support the use of RFC 4867 based CS user plane bearer over the Iu-h interface.

2.5
Suitability of GAN protocol over the Iu-h interface 
The detailed analysis for the use of GAN protocol over Iu-h was presented in R3-080105 [5]. The following sections are extracted from the R3-080105 [5] to highlight the key aspects of the GAN protocol.
GAN is a standard designed to provide large scale/uncoordinated dual-mode-handsets access to the PLMN via generic IP networks. Therefore, it defines functions and capabilities that readily address many of the issues arising from large scale and un-coordinated deployment of 3G HNBs.  In many cases, such functions are not available on the standard Iu interface using RANAP protocol.
The GAN architecture provides the following enhanced capabilities for supporting uncoordinated 3G HNB integration to the mobile network through unmanaged, generic IP networks:
· Security Gateway for the set-up of a secure tunnel, that ensures mutual authentication, confidentiality and integrity protection, between the access device in an unsecure domain and the operator network.
· Discovery procedure to allow the 3G HNB to find its serving gateway, upon initial start-up.  This function allows the network to scale to as many HNB-GWs as required knowing that 3G HNBs will be able to find the one HNB-GW best suited to serving that HNB.

· Registration procedures to allow the access device to register for service, obtain/update system information for operation and, when needed, be redirected to a different serving gateway.  Registration enforces access controls for the 3G HNB and for each UE since only Registration Accepted devices are served by the HNB-GW.

· QoS enhancements such as RTP redundancy for the preservation of VoIP audio quality across unmanaged IP networks (i.e. Internet) using standard RFC 4867 features.
· QoS enhancements for the detection of degraded uplink VoIP quality across the unmanaged IP network and the ability to initiate handover from the HNB GW to the macro UTRAN to preserve the service quality for the affected UE. 
GAN is designed for access to core network services over generic IP networks, and while the initial application is for access by WiFi-enabled GSM/UMTS handsets, there is no inherent limitation that prevents it from being used for access by 3G HNB. Rather, the support for the above functions indicates that GAN is very well suited for the 3G HNB architecture. 
Additionally, issues or considerations with the use of RANAP protocol over Iu-h are either not applicable or minimal with the use of GAN protocol over Iu-h interface. For example: 

1) GAN uses TCP as the signalling transport bearer and there are no other unnecessary transport layers such as SCCP over the Iu-h interface. The following figure shows the control plane architecture with GAN protocol used over the Iu-h interface. 
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Figure 5: GAN based Control Plane Architecture for HNB-AN
2) Aggregation and identity management in GAN is achieved using the IMSI as an identifier for the CPE (i.e. 3G HNB). 

3) CN procedures are not relayed with the use of GAN protocol over Iu-h. However, GAN does (with the changes proposed in section 2.6), relay the information necessary for radio bearer management to the 3G HNB. The decoding/encoding of the GA-RRC protocol in the HNB-GW implicitly removes the opportunity for protocol manipulation (e.g. buffer overflow/underflow, malformed messages, etc.) to harm the Core Network elements directly.  As part of the normal protocol processing, HNB-GW product instantiations may also provide value-added Core Network protection functionality. 
4) GAN has already been used in CPE device (WiFi-enabled GSM/UMTS handsets) with proven interoperability. Additionally with use of GAN over Iu-h interface, the interoperability in the HNB-AN can be achieved independent of the IOT with CN, thus minimizing the time, effort and complexity of interoperability testing.  
2.6
Modifications to GAN protocol for enhanced functionality over the Iu-h reference point
The GAN protocol needs to be extended primarily to relay radio attributes between the 3G HNB and the HNB-GW.  These extensions are limited to information elements added to existing GAN procedures.  No new procedures are expected to be required to support the 3G HNB application on GAN.

The following lists the key extensions to the GAN specifications [4] for HNB support:

1. Extend GA-RC REGISTER REQUEST message with an additional IE to include 3G HNB identity (e.g. IMSI).

2. Update GAN Classmark IE with additional device types for 3G HNB/HNB-UE and also an Emergency Call request flag (for unauthorized UE emergency call registration).

3. Extend RAB Configuration attribute in GA-RRC ACTIVATE CHANNEL, GA-RRC ACTIVATE CHANNEL ACK, GA-RRC RELOCATION REQUEST and GA-RRC RELOCATION REQUEST ACK messages to transparently relay radio attributes between HNB and CN via the HNB-GW.

4. Extend GA-RRC RELOCATION INFORMATION message to relay radio attributes between HNB and HNB-GW.
5. Extend GA-RRC SECURITY MODE COMMAND to include CK, IK so that the 3G HNB can protect the air interface.

6. Use of a single IPSEC tunnel between 3G HNB and HNB-GW for multiplexing separate UE sessions.
4.
Proposal

We have provided an analysis of the RANAP and GAN protocol for use over the Iu-h interface in the HNB-AN. We have also described modifications necessary to each of these protocols to support the 3G HNB deployment requirements. It is proposed to discuss within the group, the pros and cons of using these specific protocols over the Iu-h interface. If it is deemed necessary, it is proposed to consider creation of a new protocol (e.g. HNB application part, or HNBAP) over the Iu-h interface. This new Iu-h protocol would adopt the best of breed and most efficient solution aspects of the RANAP and GAN protocol for the 3G HNB deployment.
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