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1. Discussion
RAN3 discussed on security aspects for Home eNB as part of RAN3#59 meeting in Sorrento based on [1].  Following the discussion, RAN3 agreed to send an LS to SA3 asking for guidance regarding security aspects for Home (e)NB[3]. In this LS, RAN3 asked SA3 whether a secured solution (i.e. IPSec tunnel) should be mandated or not in 3GPP specifications for the specific case of 3G Home NB and LTE Home eNB. SA3 responded to RAN3 in [4]. In their answer, SA3 mentioned that "SA3 would also confirm RAN3 perception that a secured solution shall be standardized in 3GPP specifications for the specific cases of 3G Home NB and of LTE Home eNB".

Therefore, it is now clear that a secured solution to connect Home eNB shall be mandated in 3GPP specifications.
2. Proposal

It is proposed to agree on the text proposal presented in section 3 and to update RAN3 internal TR [2] accordingly.

3. Text proposal

7.2
LTE HNB
Architecture:

The LTE HNB will connect to the MME by means of the S1 interface. It is sufficient for the handover between LTE Home NodeBs and between LTE Home NodeBs and LTE Macro Layer to be provided by means of S1 interface. There are no reasons to establish X2 interface connectivity between LTE Home NodeBs and between LTE Home NodeBs and  LTE Macro Layer to enable handover.

Security protection for control plane and user plane data on transport network layer of E-UTRAN interfaces is mandated for LTE HNB. NDS/IP [33.210 and (TS successor of) 33.821] shall be applied.
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