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1. Introduction

One issue specific to home eNodeBs (HNBs) is that their access can be restricted to a closed group. Indeed, in addition to prevent a UE to camp to a cell where it has not access rights to, a call through or a handover to a HNB may be accepted or rejected depending on the UE belongs to HNB's closed group or not.

Moreover, the group composition should be under the control of HNB owner, i.e. the HNB owner should be able to easily add or remove UEs from the group [2]. 
This contribution aims at exploring different alternatives to realise the policy enforcement depending on where the closed group data is located in the network and who is in charge of the control, with a focus on handover scenarios and closed group updates.
2. Discussion

It is agreed that access to the network through HNBs could be restricted to UEs that are member of a closed group. The group is specific to a HNB, and should be easily configured and modified by the HNB owner. It is assumed that the closed group is composed of a list of permanent UE identifiers, for example a list of IMSIs, or more human-readable ones as phone numbers.
It is also sensible that handovers between a macro cell and neighbouring femto-cells (managed by HNBs) shall be possible. 
We can see 2 mechanism families to realise the function in charge of controlling that a UE can be handed-over to a HNB, depending on whether the closed group membership is reflected in UE configuration or not. They are described shortly hereafter.

1. Closed group membership is reflected in UE configuration
Area restrictions mechanisms based on forbidden or white TA lists, and mechanisms based on SNA [3][4], belong to this family. 
A UE is configured with a parameter that is characteristic of the closed group(s) it belongs to, e.g. a list of preferred TAs. A macro eNB shall know the area restrictions effective in its neighbouring cells and shall be aware of the access rights of each active UE it controls. It triggers handovers only to neighbouring cells where rights match.
In this architecture, the closed group indication is part of each UE's profile. The mechanism works like the UE has subscribed to belong to one or several closed groups, even if this closed group is rather under the control of a HNB owner. When a HNB owner modifies the closed group membership of one HNB, the following actions shall be taken:

a) The profile of each UE that is impacted (i.e. added or removed from the group) shall be updated accordingly

b) Configuration of each active UE that is impacted by the modification shall be updated
c) UEs in idle mode that are impacted shall also be signalled, by paging for example.
Pros

· The policy enforcement function doesn't need to have knowledge of any permanent UE identifier

Cons
· Closed group updates are to be reflected in UEs profile, leading to possible delay before update be effective

2. Closed groups are managed in UTRAN
In this option, it is supposed that the closed group membership associated to a HNB is part of HNB configuration and has not to be reflected in UE configuration. Indeed, the policy enforcement dealing with UE access rights checks a UE identifier against the closed group list. Since the closed group is configured with UE permanent identifiers and since UEs are identified with temporary identifiers after they have been associated, a relationship shall be established between permanent and temporary identifiers for UEs in the closed group. 
2.1) In one alternative, the closed group list is known by the MME, which is able to make the conversion between temporary and permanent UE identifiers.
Then, during a handover, the source or target eNB requests the MME to check whether a given UE has enough access rights to get access to a HNB. 

When a closed group membership is modified:

a) HNB configuration in the EPC shall be updated

b) The closed group membership associated to the HNB in MME(s) the HNB are connected to shall be updated accordingly
To be noted that in case there is no X2 connectivity between eNB and HNB, HO signalling procedure transits through S1 interfaces and is relayed by the MME. Indeed, this later could have an active role in the procedure in checking access rights and refusing the handover when needed.

Pros

· The policy enforcement function doesn't need to have knowledge of any permanent UE identifier

· Closed group updates distribution is fast 

Cons
· Additional signalling needed during handover procedure to check access rights

2.2) In another alternative, the closed group is known by the HNB and the policy enforcement is made locally by the (target) HNB. For that purpose, the HNB requests to the MME a list of temporary identifiers corresponding to the closed group.
During a HO, the target HNB checks whether the UE has access rights by comparing the temporary UE identifier against its internal list.
When a closed group membership is modified:

a) HNB configuration is updated

b) The HNB requests to the MME an update of corresponding temporary identifiers.

Pros
· No need to distribute closed group updates

· No need to have neighbourhood area restriction data

Cons
· HNBs may have knowledge to some extend of the relationship between some permanent and temporary UE identifiers.
3. Conclusion

It has been shown that the data allowing policy enforcement in charge of controlling the access of UEs to HNBs during handovers may be distributed in UE's profiles (1.), centralised in the MME (2.1) or in the HNB (2.2).

All of them have their pros and cons, and they are not incompatible each others. 
We would like to get the opinion of the group on these different options and catch if possible an agreement on the preferred alternative(s) in RAN3 internal TR 020.
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