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1 1
Scope 
The scope of this contribution is to:

· highlight some error scenarios which are caused by the S1/X2 application identifier not being globally unique
· propose several solutions to overcame this issue
2 Discussion

2.1 Current status
An SCTP connection carries signalling related to different UEs. In order to forward internally the signalling to the correct UE context manager, application routing information must be included in the S1/X2 AP messages.
Whenever a sending node requests the establishment of a dedicated S1/X2 signalling connection for a certain UE, by e.g. sending the S1-AP Initial UE message, it will inform the peer node on the S1/X2 AP identifier it has assigned for that UE.
The response message of the peer node will contain, in a normal scenario, the S1/X2 application id of both originating and peer node (see figure 1).
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Figure 1

See below definitions of Application identifier in both S1 and X2 interface [1]:

eNB S1-AP UE Identity:

The eNB S1-AP UE Identity shall be allocated so as to uniquely identify the UE over the S1 interface within the eNB. When MME receives eNB S1-AP UE Identity it shall store it for the duration of the UE-associated logical S1-connection for this UE. Once known to MME this IE is included in all UE associated S1-AP signalling (UL as well as DL).

MME S1-AP UE Identity:

The MME S1-AP UE Identity shall be allocated so as to uniquely identify the UE over the S1 interface within the MME. When eNB receives MME S1-AP UE Identity it shall store it for the duration of the UE-associated logical S1-connection for this UE. Once known to eNB this IE is included in all UE associated S1-AP signalling (UL as well as DL).

Source eNB UE Context ID:

The source eNB UE Context ID shall be allocated so as to uniquely identify the UE over the X2 interface within the source eNB. When target eNB receives source eNB UE Context ID it shall store it for the duration of the context for this UE. Once known to target eNB this IE is included in all UE associated X2-AP signalling.

Target eNB UE Context ID: 

The Target eNB UE Context ID shall be allocated so as to uniquely identify the UE over the X2 interface within the target eNB. When target eNB receives target eNB UE Context ID it shall store it for the duration of the context for this UE. Once known to source eNB this IE is included in all UE associated X2-AP signalling.
The exact definitions are not yet agreed but it is well known/agreed among the 3GPP groups that these application identifiers are unique within the generating node.
According to the definitions above these AP ids, are unique within the generating node. As a consequence they are not univocally identified at the receiving peer node when it receives the first message (i.e. signalling connection does not exist) unless some node-specific identifier are also present in the message. In the paragraph 2.3 some scenarios, depicting the potential error situation in case of the application id is not globally unique, are explained.
2.2 T-Plane identifiers
Since Control Plane relies on SCTP over IP on both S1 and X2 interface, following TNL identifiers exist:
SCTP Layer:

· Source Port Number, Destination Port Number
· SCTP stream id

IP layer:

· Source/destination IP address
In LTE there will be one SCTP association for each S1/X2 interface, with one pair of SCTP streams for common procedure and few pairs of SCTP streams to be shared by all S1/X2 dedicated signalling connections.

The SCTP Source port in combination with the source IP address, the SCTP destination port and possibly the destination IP address is used to identify the association to which this packet belongs.

As a consequence, the SCTP association may be used as node identifier (SCTP stream id is not useful for this purpose). 

However, in line with the UMTS principle, it is proposed not to use the TNL identifier (i.e. SCTP association) for application protocol purpose in order to keep the RNL and TNL as much independent as possible and to avoid any implementation constraints for e.g. blade/SW entities communication. 
2.3 Potential Error situation scenarios
This paragraph lists some possible scenarios which may lead to an error situation in a peer node receiving two messages (which trigger the establishment of S1/X2 connection) containing the same S1/X2 application identifier.
1) [image: image3.bmp]In figure 2, two eNBs are connected to the same MME: the MME receives two S1-AP Initial UE messages (which should trigger the establishment of the S1 connection), from 2 different eNBs which by chance have assigned the same eNB S1-AP UE Identity.














Figure 2
The application layer in the MME will get confused and, since the message does not contain any information related to the originating node, it cannot make a distinction between the two messages. Error handling will then be performed according to the implementation. This could be avoided by using an S1-AP identifier which is globally unique.  
2) In Figure 3, an S1 flex scenario is depicted: the eNB is the target eNB for both UE1 and UE2, served respectively by MME1 and MME2, during an Intra LTE Handover with the MME involvement. During the Handover preparation, the MME sends to the target eNB the S1-AP: Handover Request message. The target eNB may receive two S1-AP: Handover Request messages from the two different MMEs containing the same MME S1-AP UE Identity.
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Figure 3
The application layer in the target eNB will get confused and, if the message does not contain any information related to the originating node it cannot make a distinction between the two messages. Error handling will then be performed according to the implementation. This could be avoided by using an S1-AP identifier which is globally unique.  
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In figure 4, eNode B2 is the target eNB for the Intra LTE Handover triggered by eNB1 and the Intra LTE Handover triggered by eNB3. As a consequence the eNB2 may receive two X2: Handover Request messages from eNB1 and eNB3 which by chance have assigned the same Source eNB UE Context ID
Figure 4
The application layer in the target eNB2 will get confused and, since the message does not contain any information related to the originating node, it cannot make a distinction between the two messages. Error handling will then be performed according to the implementation. This could be avoided by using a Source eNB UE Context ID (i.e. X2 AP identifier) which is globally unique.  

2.4 Proposals
In order to avoid these misleading situations, it is proposed to use a globally unique application id on both S1 and X2 interfaces. This may be reached in different ways:
Solution one:

Add a new IE, i.e. Global Node id, in the relevant S1/X2-AP messages
Solution two:

Embedding the Global Node id inside the eNB/MME S1-AP identifier IE
Solution three:

Restrict the range of S1/X2AP identifiers that one eNB can assign so that the range of the two different nodes do not overlap (by e.g. configuring a different range for each eNB during the pre-operational state). This solution however will allow having a unique AP-id within one network. As a consequence a network identifier (i.e. PLMN id) is needed either embedded in the AP-id IE or as a  separate IE. . In case of a separate IE, this will be needed only in the message triggering the connection establishment.
Solution one and two rely on the concept of Global node identifier which make use of:
Node id (unique within one PLMN) and PLMN identifier (this guarantee that the S1/X2 AP are unique even in a RAN sharing scenario).
The first two solutions differ in terms of implementation complexity: NEC preference is Solution1. 

In case of solution one, the Global Node id will be needed only for the first message. Global Node id is not needed in the reply message neither in the subsequent messages. 

Therefore, amount/bits of information that needs to be carried in the subsequent messages can be reduced by applying solution one. 
The fourth solution requires some configuration to be done in the nodes in a pre-operational state.

3 Conclusion
This contribution has pointed out some potential error scenarios due to the S1/X2-AP ids not being globally unique.
Three proposals have been made to overcome this issue i.e.:

· Introduction of Global Node id IE in relevant S1/X2 messages

· Embedding of the Global node id in the S1-AP id IE

· S1-AP range configuration in each eNB in combination with a network identifier (either as a separate IE or embedded in the AP id IE).
It is proposed to discuss the consequences of not having a unique application id and to agree on one of the proposals listed in paragraph 2.4.

If the principle is accepted, NEC is available in writing the related CR.
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