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1. Introduction

SA3 thanks RAN3 for the LS (R3-062037) regarding the security of the path-switch message. The action for SA3 posed by RAN3 was to answer the following question: 

What would be the need and which would be the possible means for securing the route update signalling via S1-U between the eNodeB and the UPE?

Below, SA3 answers this question.
2. Security for the path-switch message 
SA3 has the understanding that two possible alternatives for path switching are currently evaluated (cfr R3-07508)

a) The path-switch message is sent from the eNB to the SAE GW and is the sole source of information on which the EPC updates its knowledge of the location of the UE.

b) The path-switch message is sent from eNB to the SAE GW and in parallel via the integrity protected S1-C reference point to the MME, which in turn notifies the SAE GW about the path-switch.

Threats:  

For a) This solution opens up for a DoS attack, where the attacker sends forged path-switch messages to the SAE GW over an unsecured S1-U reference point.

For b) This solution also opens up a possibility for a DoS attack, under the assumption that the attacker can send path-switch messages on an unsecured S1-U to the SAE GW at regular intervals. The SAE GW will switch back if the notification from the MME does not arrive in a timely manner, but then the attacker can repeat the attack. This attack works as long as the attacker remains active and has either access to unprotected S1-U link or eNB. 
The path-switch message requires integrity protection to counter attacks where an attacker forges path-switches on behalf of eNBs. In a), the DoS attack is persistent, whereas in b), the DoS attack is non-persistent.
In case the eNB has been compromised, NDS/IP cannot counteract the attack. Only UE specific one-time keying material, controlled by the EPC, can be used to mitigate the threat when eNB is compromised. 

Solutions and evaluation:

Until SA3#46, SA3 assumed that there was no protection needed on the S1-U reference point. However, since the move of user plane encryption from the EPC to the eNB, this may imply that S1-U needs to be encrypted (to prevent backhaul link threats). In this case, adding integrity protection on some (or all) messages between eNB and SAE GW adds close to no overhead in terms of establishing the integrity key (but of course adds overhead in terms of bulk processing).

In case S1-U would not be integrity protected as described in the previous paragraph, SA3 has discussed several ways of protecting control messages sent over S1-U:

1. The information in the path-switch message is made known to the UE, which integrity protects the information and creates a token which it sends to the eNB in an integrity protected RRC message. The eNB includes the token in the path-switch message to the SAE GW. This requires that a key is shared between the SAE GW and the UE, on which the token can be based.

2. The UE provides the eNB with a one-time integrity key (transported encrypted over RRC), which the eNB uses to integrity protect the path-switch message with. This also requires that a key is shared between the SAE GW and the UE, from which the one-time key can be derived. An advantage of this solution is that the key can be used on an arbitrary message.

3. In case MME and SAE GW share a long term security association (i.e. a shared key), MME could provide a one-time integrity key for the serving eNB along with the UE context. During inter-eNB handover, serving eNB sends the UE context to the target eNB. Target eNB can then use this one-time integrity key to integrity protect the path switch message towards the SAE GW. The MME derives the one-time integrity key based on UE specific parameters (like for example UE’s identity and serving eNB id) and a random nonce. The path switch message from target eNB to the SAE GW, integrity protected with the one-time integrity key, must contain a sequence number for replay protection purposes. When the SAE GW receives the integrity protected path switch message it can derive the one time integrity key from the long term shared key between MME and itself based on the random nonce sent originally from the MME and UE specific parameters either in the message itself or in the UE specific context in the SAE GW. This way SAE GW can authenticate the path switch message and verify that the eNB was legally sending the path switch message. Due to the flexi nature of the S1 interface this long term key between MME and SAE GW should be shared with all MMEs and SAE GWs in one administrative domain.

Due to the PDCP relocation, the UE and SAE GW (formerly UPE) do not share any keys. Thus, relying on solutions that require keys between UE and SAE GW are not feasible (e.g. solutions 1 and 2). In addition they introduce additional complexity to the UE-eNB interface. Solution 3 has the disadvantage that it requires additional key management complexity in the core network, but it mitigates the threat of false path switch messages from compromised eNBs.

SA3’s conclusion is that NDS/IP based solution is secure enough and example solution-3 complexity is too high compared to the threat level.

Actions:
None
3. Date of Next TSG-SA3 Meetings:

SA3#47
22 - 25 May 2007
Tallin, Estonia
SA3#48
10 - 13 July 2007     
TBD, TBD





















