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1 Introduction

The details of the security mode procedure on S1 have been marked as FFS during the update of the S1 procedure description in TS 36.300 after the last RAN3 meeting. In this contribution we motivate the need for an S1 security mode procedure and propose corresponding text into TS 36.300.
2 S1 Security Mode Procedure

The purpose of the security mode procedure on S1 is to download security keys to the eNodeB from the Core Network (CN) and to trigger the start of integrity and ciphering protection of both the control plane (RRC) and the user plane between the UE and the eNodeB. (Currently, it is being discussed in RAN2 whether the security function for RRC messages should be integrated into the RRC protocol or RRC messages would reuse the security services of the UP.) The configuration of security in the eNodeB is necessary in the following cases:
· at initial Attach,

· in case of an Idle-to-Active transition (Service Request),
· in case of Re-Authentication, which may become necessary after an IRAT handover or due to other reasons determined by the network.
In the first two cases the security configuration is associated with the setup of the UE context in the eNodeB, while in case of a re-authentication the UE context already exists in the eNodeB. For the configuration of security at UE context establishment the Initial Context Setup procedure is to be used, as it has been agreed in [1]. The Security Mode procedure is needed for the re-configuration of the security context in the eNodeB in cases when the UE context already exists in the eNodeB (e.g., at re-authentication). 
The specification should clearly define which procedure (i.e., Initial Context Setup or Security Mode procedure) should be used for configuring the security context in the eNodeB in the different scenarios (i.e., at Idle-to-Active or at Re-authentication), i.e., no ambiguities should be allowed regarding which procedure to use in a particular case. 
The signaling diagram of the proposed S1 Security Mode procedure is shown in Figure 1. The Security Mode Command carries the CK/IK to be used by the eNodeB for the ciphering and integrity protection of control plane RRC messages and user data. Upon receiving the Security Mode Command message the eNodeB may perform the corresponding RRC signaling toward the UE to trigger the start of the ciphering/integrity protection in the UE and to carry any configuration parameter to the UE that might be necessary (e.g. sequence number start value). Note that the (CK, IK) security keys are already available at the UE at that point, as they are generated during the NAS key generation procedure (authentication), preceding the Security Mode Command procedure.
After the successful completion of the RRC signaling with the UE, the eNodeB confirms the security configuration toward the CN by sending the Security Mode Complete message.


[image: image1.emf] 

UE   eNB   MME  

S1 - AP:  Security Mode Command  ( CK/IK)  

S1 - AP:   Security Mode Complete  

RRC signaling  

Authentication  ( key generation )  


Figure 1: S1 Security Mode procedure
3 Conclusion

We propose for RAN3 to agree on the need for a Security Mode procedure on S1 and capture the agreement in TS 36.300 according to CR R3-070632.
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