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Discussion
1 Introduction
It is currently under consideration to have a UTRAN architecture where the RNC function is collapsed into the NodeB. In this architecture, the SRNS relocation becomes more frequent than it is today since it happens at every NodeB change. Today the SRNS relocation procedure is not fully optimized and leads to increase HO delay and some data loss. This is due to the fact that today SRNS relocation is considered as a rather infrequent event.

In [1] we proposed a signalling scheme and a handling of user plane data at an SRNS relocation in the flat architecture. Most aspects treated in the document were on the network backhaul.

In this document, we try to discuss issues taking into account the UE behaviour and Uu interface, including legacy UE/Uu.
2 The current SRNS relocation procedure
The current SRNS relocation procedure is not efficient in the following points

-
All the RLC entities are re-established and therefore all the RLC SDUs/PDUs are deleted

-
The UE cannot resume transmission in the target cell until it receives L2-ACK for the “Reconfiguration Complete” message

-
Any abnormal event during the procedure (e.g. radio link failure) leads to a dropped RRC Connection.

Those can be resolved for the new UEs by defining a new procedure and behaviour. However this creates the burden for the network to deal with UEs differently depending on the capability of the UE. It is also important that the new network efficiently supports legacy UEs so that the introduction of the new network does not degrade the service for the legacy UEs.

One possible solution is to make the SRNS relocation in the flat network transparent to the UE. This means that the SRNS relocation looks like a normal inter-NodeB handover to the UE. If this can be achieved, the new UE can also be handled with the same way in an efficient manner.
3 Discussion
We should realize that all the above inefficiencies stem from the fact that the RLC entities are re-established at the SRNS relocation.

This affects the ciphering that is relying on the RLC sequence number and the security related re-initialization and relevant protocol behaviours need to be carried out. HFN re-initialization is done beased on the START value transmitted in the “Reconfiguration Complete” message and this disallows the UE to tranmit anything other than SRB2 in the target cell until the reception of the START value by the target RNC is ensured.

The UE performs part of those security procedures before the procedure completes, which cannot be “undone” even if the procedure is failed. For this reason the current specification says the UE shall go to idle mode if an error occurs during the procedure. The completion of the procedure is defined as the reception of L2-ACK for the Reconfiguration Complete message.

In [1], we have shown an alternative to do RLC context transfer for RLC-AM so that the SRNS relocation procedure does not cause the TCP throughput to degrade. The same can be considered for RLC-UM so that the security is not affected by the procedure. It should be noted that for the security continuity reason itself, it is not necessary to transfer the complete RLC context to create the exact copy of RLC entities in the target node. A transfer of major parameters (e.g. RLC state variables) and unacknowledged SDUs may be enough.
4 Detailed Considerations

This section provides further analyses on protocol detals regarding SRNS relocation. The analyses are done mostly from the viewpoint of whether SRNS relocation can be made transparent to the UE.
4.1 Security algorithm change
The SRNS relocation procedure addresses the case where the source RNC and the target RNC support a different security algorithm. In this case the new algorithm need to be signalled to the UE.

It is obviously impossible to make this type of procedure transparent to the UE and we think the normal SRNS relocation procedure can be used in this case. Anyway the change of security algorithm is expected to be a very rare event and the same level of inefficiency as in the current SRNS relocation procedure can be granted.

Looking at this from the backhaul signalling point of view, the signalling interaction between the source and the target node B for the SRNS relocation preparation should allow the source NodeB to decide whether the transparent SRNS relocation can be performed.
4.2 U-RNTI allocation

Today in the SRNS relocation procedure, a new U-RNTI needs to be allocated to the UE. In the enhanced architecture it could be considered to do the new allocation at every NodeB change. This can be easily done with the current protocol without making it clear to the UE that the procedure is for SRNS relocation. The network can simply include the IE “New U-RNTI” in the reconfiguration message.

One exception is RADIO BEARER RECONFIGURATION message. For the RADIO BEARER RECONFIGURATION message, the UE detects SRNS relocation if the IE “New U-RNTI” is included in the message, while for other reconfiguration messages, the IE “Downlink counter synchronization info” is used. This leads to the limitation that the network cannot reconfigure radio bearers by the transparent SRNS relocation procedure.

The recongfiguration of radio bearers would be beneficial if the source and the target NodeB have different capability and support different radio bearer configurations. However if we assume this as a rare scenario (or at least as rare as SRNS relocation with the today’s network architecture), using the normal SRNS relocation procedure for this rare scenario could be granted.
It should be noted that it is not so attractive to share the same U-RNTI among different NodeB since the U-RNTI is used by the UE to indentify the current serving RNC in case of UE controlled mobility (Cell Update). Therefore from network point of view, the identity regime where a U-RNTI identifies a particular NodeB is desirable.

4.3 Usage of FRESH parameter for integrity protection

The “FRESH” parameter, which is thought to be a random value, is provided from the network to the UE in case of SRNS relocation. This is to deal with the “replay attack” from a malicious user. The FRESH parameter in a RRC message is tightly bundled with the SRNS relocation and the UE only applies it when the procedure involves SRNS relocation.

It is our understanding that this is mainly meant for RRC Connection Setup where the START value is signalled by the UE and used for HFN initialization. There, it is possible for an attacker to repeat the same signalling message (thus the same MAC-I) that he/she has recorded previously.
As for the SRNS relocation, we do not see a real threat from not providing FRESH value to the UE since the initialization of HFN does not occur and the HFN continues to increment in the network side. This prevents an attacker to rely on just a replay of previously transmitted signalling message.

Indeed, a statement in [2] seems to indicate that FRESH can be used throughout a single RRC connection.

The input parameter FRESH protects the network against replay of signalling messages by the user. At connection set-up the RNC generates a random value FRESH and sends it to the user in the (RRC) security mode command. The value FRESH is subsequently used by both the network and the user throughout the duration of a single connection. This mechanism assures the network that the user is not replaying any old MAC-Is.
4.4 Pending security activation time in SRNS relocation container

There is a well-known limitation for the SRNS relocation container that is transferred from the source RNC to the target RNC. One thing that has been creating problems in RRC specification is that the container does not include a pending security activation time for each RB.

This limitation causes the RRC protocol to deal with pending activation time (i.e. check if there is one and performs some trick if there) at an SRNS relocation. This is however not a perfect solution since the network and the UE may have a different view on whether the activation time is pending for an RB or not.
If the SRNS relocation is to be made transparent on Uu interface, this information needs to be signalled to the target NodeB. It would be easily to have an SRNS relocation countainer including the information on the pending security activation time. This deos not have an impact on Uu interface.
5 Conclusion
Following our proposal on the enhanced SRNS relocation for HSPA evolution, an initial analysis on Uu interface aspect was shown in this document. It was proposed to have an enhanced SRNS relocation procedure that is transparent to the UE. This addresses the inefficiency of normal SRNS relocation today not only for legacy UEs but also for new UEs since the procedure looks like just a normal inter-NodeB hard handover.

The feasibility for continuous ciphering across inter-NodeB handover needs to be further studied together with the detail of the user plane layer 2 context transfer.
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