Tuesday agreements
· User-plane in Gw

· NAS protected above Node-B

· SMC to manage user-plane and NAS security above Node-B

· SA3 and RAN3 will have to work on network interface security aspects linked to IP transport. Including for UTRAN.

· Protection against physical intrusion at the Node-B is needed

Wednesday proposed conclusion:
· RRC integrity protected

· decision

· privacy (SA3 investigate and inform RAN2)

· RRC ciphering TBD 
· Possibly user id ciphering (scrambling) TBD

· Allocation of Ids to be studied also (RAN2 will summarise information for SA3 and send in a LS)
· Key set for RRC protection if RRC termination is in Node-B cannot be used to derive NAS and user-plane keys (decision)
· Keys per UE-Node-B if RRC in Node-B TBD (TBD, SA3 to analyse if it is needed, answer by Denver at the latest, else default in RAN group is no need)

· MAC security TBD (conclusion in april in SA3)

· RRC protection resides in node where RRC function terminates.

· i.e. if RRC split in upper RRC and lower RRC, then different security locations

· No identified show stopper in security vulnerability depending on the location for RRC => other criteria than security vulnerability aspect (cost, complexity, perf, etc for overall RRC functions i.e. RB management, mobility, complexity/cost of security, etc) will be used for decision in RAN on RRC termination point(s)

· Conclusion will be provided to SA3 to continue joint work on security procedures

Threat analysis needs to be continued anyway in SA3.
