3GPP Joint Meeting: SA3, RAN2 & RAN3
R3-060080
Sophia Antipolis, France, 10th – 12th January 2006
Source:
Siemens
Title:
Open Issues on “Security for AS Control-Plane in LTE”
Agenda item:
joint-6
Document for:
Discussion & Approval
1 Introduction

Discussion at the ongoing meeting revealed that there is no common view on the question, whether it is acceptable from a security perspective to handle RRC-functionality in eNodeBs. This contribution aims to highlight the Open Issues identified during assessment of security threats, which should be solved before a final decision can be taken.
2 Open Issues

The following areas have been identified to require further assessment:

· Ciphering Control
· Threat:
If Ciphering/Integrity Protection (for RRC control plane) can be switched on/off by an eNodeB (i.e. by signalling terminating in the eNodeB), then a rogue eNodeB would be in the position to take over the controlling role and subsequently (by spoofing reconfiguration for NAS-ciphering, NAS-integrity and U-Plane ciphering) to get access to the whole communication of the UE.

· Countermeasures:

· Termination of ciphering control in a node above eNodeB, including knowledge at this node on ciphering algorithms supported by this eNodeB

· Authentication of ciphering control towards a node above eNodeB

· Open:

· Confirmation that countermeasures are suited and feasible

· LCS uplink reporting

· Threat:
Retrieving a UE’s position and/or correlating the UE’s temporary identifier with the actual user

· Countermeasure:
Handling LCS-related UE reports in a node above eNodeB

· Open:

· Provision of positioning related information (e.g. antenna location and height for certain cells) to the node above eNodeB

· Initiation of sufficient number of uplink reports by nodes above eNodeB (e.g. by forcing eNodeB to perform handoffs in order to acquire measurements to/from other eNodeBs)

· MAC configuration (= RB management in RRM terms)

· Threat:
Cracked eNodeBs may assign unlimited resources (or at least resources higher than policy control would usually allow) to particular users by configuring the MAC entities accordingly. Consequence: Service theft and denial of appropriate Service to other users.

· Countermeasure:
Confirmation of resource allocation towards PEP (aGW)

· Open:

· Resource allocation confirmation to be designed and agreed

· Notes:

· TDoc R3-060008 (LTE Security Architecture, Nortel) is presenting a so called “Lower Level Security” between UE and eNodeB. Whilst contribution is using the term “MAC signalling”, it is expected that rather MAC configuration was addressed. This may even describe a functionality which is today seen as RRC, i.e. RB configuration.


· MAC-related signalling spoofing
· Threat:
UEs spoofing a MAC-related messages like “no data to transmit” in the name of other UEs (in order to gain frequent resource grants).

· Countermeasure:
Integrity protection of MAC-related status messages

· Open:
Do integrity keys need to be assigned / confirmed by the PEP?

· User Traceability due to UE measurements

· Threat:
In order to correlate a certain user and his temporary identifier (the one used by eNodeB for RRC communication) surveillance of user’s behaviour and ongoing signalling may be exploited.
· Countermeasure:

· Frequent re-assignment of the temporary identifier

· Open

· Is it acceptable to re-use the existing eNodeB context with a different (new) temporary identifier?
· Is synchronised re-assignment required? Or is it envisaged to use more than one identifier at a certain instant of time?

· User Traceability due to HO commands

· Threat:
In order to correlate a certain user and his temporary identifier (the one used by eNodeB for RRC communication) surveillance of user’s behaviour and ongoing handover control signalling may be exploited.

· Countermeasure:

· Re-assignment of the temporary identifier at NodeB change
· Open

· Can synchronous Handover and ID-reassignment be supported with reasonable effort?
Note: If same ID to be used during handover phase in both eNodeBs, then the open point above becomes valid

· Would identifier re-assignment be required in case of handover-failure?
· HO to other systems (e.g. GSM)

· Threat:
In order to provide service continuity, interworking with other systems has to be addressed
· Countermeasure:
Not yet assessed in detail
· Open:

· Security at inter-system handover
3 Summary

As highlighted in a number of contributions, LTE does set new requirements to the System as eNodeBs are expected to be placed in more vulnerable places than NodeBs. If RRC functionality should reside in eNodeB, a number of additional precautions have to be taken:

· Identity Confidentiality
· The identity of a certain user/UE should be hidden against the eNodeB. In case RRC is located there, this leads to the new situation that identity is hidden from the controlling entity.
· Frequent Sub-Key Handling

· There will be more than one location for handling integrity and ciphering keys. Keys need to be non-interdependent and frequent key-renegotiation is expected. All key mechanisms need to be synchronised towards UE and eNodeB and CN.

· Procedure Authentication

· Certain Procedures (see e.g. Ciphering Command) need to be initiated and/or authenticated from a node above eNodeB.

The details of these additional precautions have not yet been assessed in detail, in particular as security issues should always be approached in a conservative manner. 
4 Proposal
Given the current statement of discussions, the status of decisions in RAN WGs (e.g. the knowledge on the nature and requirements of MAC-signalling) and the new challenges, it is proposed (in line with other contributions like e.g. R3-060056, where we can read “…this document does not provide a complete security analysis of the radio signalling threats in LTE…”) that further security analysis is performed before deciding on location of termination points of security associations for AS control plane.


Page 3 of 3
3GPP TDoc R3-06080

